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Privacy is one of the major challenges we are facing as users of information
and communication technologies (ICTs) in everyday communication and in our
work. The rapid development of ICT has dramatically changed the way personal
information is collected, stored, accessed and shared. Regardless of the area
in question, whether it's health, social welfare, banking or just ordinary online
communication, today a vast quantity of personal data is stored in digital format
that provides easy and cheap access, recording and distribution. However, this
also drastically increased the possibility for privacy violations. Today, this can
be done by individuals, private companies, as well as government institutions
and agencies.

To protect the privacy of citizens, governments throughout the world adopted
various laws and policies. Unfortunately, the proposed legislation and policies
are often ineffective due to the lack of clear and universal understanding of the
very concept of privacy and the ineffficiendt implementation. Very often, in the
name of safety and security of citizens, governments deregulate the balance
between freedom and privacy.

This project is an attempt to provide insight into how 35 laws from 12 areas
in Macedonia adhere to the general principles of privacy and personal data
protection and thereby to contribute to their compliance with the EU's privacy
standards and principles.

We at the "Metamorphosis” Foundation support laws, corporate policies and
technologies that protect the privacy of citizens, and we also advocate for greater
legal control and supervision of the government institutions that are authorized
to eavesdrop, in order to prevent misuse of these authorizations.

Director,
Metamorphosis
— Foundation for Internet and Society



The research of the legal and institutional frameworks in Macedonia in terms
of privacy aimed to evaluate the current situation and opportunities offered by
these frameworks for the protection of citizens' individual privacy. The research
also provided a reference framework and methodology for conducting future re-
searches and projects in this field.

The identification of laws and bylaws affecting the right to privacy — particularly
the ones regulating the personal data collection, processing, transfer and stor-
age, can actually help citizens (who are not legal experts) to easily identify the
methods, laws and institutions that may compromise their privacy.

Research Results

Experts are unanimous that the protection of personal data and citizens' privacy
is just as important as raising the citizens' awareness about their privacy. They
also agree that the legislation guaranteeing personal data protection, and the
projected technical and technological measures in Macedonia are satisfactory,
but according to the experts, the problem lies in the application of the laws.

Experts believe the situation with privacy in Macedonia is not quite satisfactory,
although it is constantly improving. They identified several methods and target
groups that we need to focus on, because the situation with the protection of
privacy and personal data is a societal problem that must not be ignored.

The analysis of the laws indicates that a number of laws do not stipulate clear
and specific deadlines for the period of storing citizens' personal data. Also, a
request for consent for data collection is not stipulated in most of the laws regu-
lating personal data collection, and there are also laws failing to meet almost all
of the criteria for protection of privacy and personal data.

According to the analysis, there are also laws that comply with the principles of
the Law on Personal Data Protection, prescribing specific deadlines and pur-
poses for personal data collection, i.e. fulfilling the criteria of the law analysis,
and complying with EU recommendations.

The analysis resulted with recommendations for various areas and specific laws.
These recommendations indicate the need for introducing amendments to some
of the articles of these laws, or for introducing new articles, thereby guarantee-
ing the privacy of the citizens when their personal data is being collected, stored,
processed and transferred in accordance with these laws.



Adherence to Data Protection Principles

The quick rise of technology in people's lives, and its penetration in all interac-
tions of the average citizen makes it an extremely powerful tool in the develop-
ment of the culture of societies.

However, when it falls into the wrong hands, technology and its ubiquitous pres-
ence in people's lives is a dangerous weapon, which can (with extreme precision,
specific methods and techniques) inform us about the complete communication,
geographical location, financial history etc., for a certain person or groups of
interest.

Of course, these opportunities offered by technology, are not inherently threaten-
ing the quality of life of the average citizen, i.e. the common use of such tech-
nology is intended for marketing purposes, which in turn may be positively per-
ceived by the end user - the citizen.

But the following question comes to mind - who decides where and how exactly
the technology used to identify its users can have access to this information
anytime? Is the average user aware of the transfer of his personal data, such as
photos, financial history, geographical location, which is performed on a daily
basis through various communication channels between public and private in-
stitutions and corporations?

Today, more than ever, the average user needs to manage their virtual presence -
the quick development of new identification techniques (by pressing a button, by
briefly looking into the camera lens) also carries an increased risk for misuse of
their information. Personal responsibility and obtaining information about each
separate service is a crucial step for privacy protection.

On the other hand, aside from the users' personal responsibility for managing
their virtual presence and provision of personal data, the legal regulations on
a global and national level are a very useful protection measure. The right to
privacy and private life is a globally recognized human right, and as such it is
subject to compulsory acceptance by all states - signatories of the Declaration
of Human Rights.

Laws and bylaws can do so much in terms of protection of privacy and personal
data of citizens, by limiting, monitoring, and punishing private companies and
state institutions that are using this data in their daily operations. Therefore, as
companies are becoming more innovative in the collection, storage, and transfer
of personal data — regulations should follow at the same pace, protecting the cit-
izens and their right to privacy in each of the steps of processing citizens' data.
States have an obligation to create an appropriate legal infrastructure that will
protect the privacy of citizens, and protect it from the government institutions.

There is a great need for an entity that will monitor and control big companies and
public bodies in their use of citizens' personal data. Such organization, body or
commission, will have the opportunity to propose amendments to the regulations,
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warn about possible privacy violations, punish where there is misuse of personal
data, implement appropriate measures and techniques for raising the awareness
among the citizens about the risk of misuse of their personal data.

In our country, that body is the Directorate for Personal Data Protection (DPDP).

It was formed in 2005 with the adoption of the Law on Personal Data Protection,
which largely contributed to comply with global and European trends in the field
of human rights, especially the right to privacy.

In 2008, the Law Amending the Law on Personal Data Protection was adopted, as
a law that promotes the pro-European steps of Macedonia in the harmonization
with the legislation of the EU member states. The Directorate for Personal Data
Protection is a place where the citizens of the Republic of Macedonia can turn
if they have reason to believe that their personal information is being misused,
stored for longer than planned, changed, are inaccurate or being transferred to
third parties — without an explicit permission from the citizen. The Directorate
for Personal Data Protection is required to initiate an investigation procedure
conducted by its controllers (stipulated in the law) who have a legal obligation to
investigate using technical and other measures, if there was indeed an unlawful
use of the data.

During the past few years, the DPDP received a number of reports on possible
misuse of citizens' personal data (reports are available on the DPDP website),
and is further handling the eligible reports. However, if we take into consider-
ation the number of reports, we can conclude that the awareness about this is-
sue is low among the general population. The public is not familiarized with the
methods of storage and use of personal data, which they are easily disclosing to
private companies. The public is also not familiarized with the legal mechanisms
for protection from this kind of illegal personal data collection, and the possibil-
ity to address the relevant parties that would help them in the event of negative
consequences from the publication of such data.

Therefore, the aim of this project is to raise public awareness about the rights
and laws protecting their personal information - and where to turn if they sus-
pect that their personal information is misused.



Adherence to Data Protection Principles

Macedonia has its own legal framework that guarantees the right to privacy and
protection of personal data. Article 25 of the Constitution states:

Article 18, however, says:

The Constitution protects the privacy and freedom of communication: Article 17
states:

Finally, Article 26 guarantees the inviolability of the home:

Apart from the legal framework provided in the Constitution, there are additional
laws and regulations in Republic of Macedonia that promote the protection of
citizens' personal data and their privacy.

The Law on Protection of Personal Data, adopted in 2005, defines the ways in
which citizens' personal data is collected, when the collection and storage of
personal data is allowed and when it is not, it defines categories of personal data
based on sensitivity, and also measures to protect them from illicit processing.

Generally, citizens' personal data may only be processed with the express con-
sent, except in cases of great importance for the security of the country.

Furthermore, the law specified technical measures necessary for the physical
security of databases. In the period after the initial adoption of the law in 2005,
guides and handbooks were made which further specified the necessary tech-
nical measures for institutions to collect, store and / or process personal data,
which further contributes to the security of the data.

In recent guides, the latest available now dated 03.2014, there are listed ad-
ministrators of databases, which have obligations prescribed by law, such as
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maintenance of databases, providing the servers that store data technical mea-
sures for physical security and protection from external influences, approving
and creating access through passwords to employees who use such data in
daily operations, multiple levels of authorization etc.

With the latest guides and bylaws, we notice a trend of following and specifying
the regulations concerning the protection of personal data and the right to pri-
vacy with the widely accepted proposals by the EU and the global scene.

Besides the above mentioned constitutional and legal provisions that promote
privacy and protection of personal data, there are a number of other laws and
regulations that belong to certain sectors (such as the Law on State Statistics
and the Law on Social Protection) that further ensure this basic human right.
Because the police authorities, the employment agency, pension insurance, etc.,
use (collect, store, process) personal data in their daily operations, it is neces-
sary in such instances to further specify the ways in which this data will be used,
as well as mechanisms for protection from misuse.

The EC Progress Report on the Republic of Macedonia, published by the Euro-
pean Commission on October 8, 2014, noted the following conditions and needs:
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Adherence to Data Protection Principles

The research had two separate stages of data collection - the first stage was
conducting semi-structured interviews with experts, while the second phase
consisted of a legal analysis of the identified laws that have the potential to
violate the right of privacy of citizens.

In the first stage, participants in the interviews were selected on several crite-
ria - their formal education, their experience in the issues that hinder the right to
privacy and protection of personal data and daily exposure to a number of per-
sonal data of citizens. Although a number of official invitations were sent, at the
outset, to state institutions (ministries) to nominate a representative who would
participate, we found a low turnout for cooperation - one of eight state institu-
tions agreed to participate in the survey, with the nomination of a representative
which satisfy the above criteria.

Half-structured interviews, such as a qualitative method, were selected due to
several reasons: they allow a deeper understanding of the views and positions
of the experts, and as opposed to other methods, for instance a focus group or
standardized interview, half-structured interviews provide a certain freedom in
the discussion, in terms of the conversation flow and questions asked, but more
importantly, in terms of the "freedom" of expression of participants.

Because the topic of the survey is of a sensitive nature, the use of focus groups
or group interviews would prevent certain views of the participants to “surface”,
due to the presence of other people in the process.

Of course, the generalization of findings from the half-structured interviews is
unnecessary, because they provide a perception about the views and positions
of the participant, although the formulation of certain statements of the partici-
pants includes descriptions for the wider population.

In addition, interview participants filled out a survey questionnaire that contrib-
uted to a more objective perception of their views and opinions, and at the same
time allowed the views of interview participants from various fields to be easily
compared.

Eight interviews were successfully conducted, with an average duration of 25
minutes. As the participants discussed and shared views on a sensitive topic, it
was guaranteed that their identity would remain known only to the person con-
ducting the interview, so that they wouldn't face repercussions in their private
and professional life.



Characteristics of the The interviews began in the second half of December,
interviewed experts, by sectors 2014. Below is the qualitative analysis of the responses

1 public enterprise manager

telecommunications sector

of the experts and attached questionnaire which the in-

2 from the education sector terviewed all filled out before the start of the interviews.

1 from the civil society sector
1 media expert

1 public relations specialist

On the first question, all interviewed experts shared the
view that the personal data of citizens are essential to
the daily functioning of institutions, that is, without the
processing and storage of personal data - companies or

1 from the insurance sector institutions could not function.

For this question, almost all experts said that their institutions are well familiar
with the legislation and regulations. Some experts positively evaluated the work
of the Directorate for the Protection of Personal Data in terms of regular training
and recommendations that come from them, and assisting in educating their
employees about the importance of the protection of personal data and the right
to privacy. Also, almost all experts agreed that there is room for improvement
in this area, especially among employees, or sectors, which, firstly, have direct
contact with customers / clients (and have insight into their personal data) and,
secondly, are not part of legal or IT sector in their institution / company (for these
two sectors, experts believe that there is great familiarity with the legislation and
regulations).

On this issue, the experts were unanimous: risks always exist, but they are
small and insignificant, and continuing work is being done on their rehabilita-
tion. This is achieved through continuous staff training, setting high standards
for technical security of the servers and databases where the personal data
is stored, as well as monitoring the development of technology and constant
replenishment of the rules of procedure. Experts split the risks in two areas -
technical risks and risks arising from the employees themselves. They gave
the technical risks an insignificant role, ie, they were satisfied by the use of so-
phisticated tools and security protocols by their IT departments for which they
are responsible, while they consider that the biggest room for improvement
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Adherence to Data Protection Principles

is in the part of education of employees, especially new
employees. The personal opinion and attitude of the em-
ployees (and citizens) to the right to privacy, and the im-
portance of protecting someone else's personal data is
at a very low level. In other words, citizens' awareness of
this issue is very low and unrepresented in wide circles,
and that entails the greatest risk of violation of privacy.

Experts were unanimous on this matter, in the view that all
institutions and companies are keeping an eye on citizens'
personal data and the protection of their privacy. Some of
them have said that in some state institutions, however, this
issue is not sufficiently treated, particularly in institutions
related to public health, and not much care is being taken
into others' privacy, but generally there is a climate among
employees in all sectors that personal data is important,
and that the right to privacy of citizens should be respected.

Almost all interviewed experts on the issue agreed that awareness among the
general public is very low. The average citizen has little familiarity with his or
hers rights in respect of the right to privacy and the use of their personal data,
as well as possible damage and consequences thereof. Some experts expressed
the opinion that citizens are aware of their rights, but simply do not appreciate
their significance and knowingly allow their privacy to be breached.

All experts agreed that the need for raising awareness of the wider population
of these basic concepts is a very important one, and some of them thought that
through continuous education, especially early, school-age, and with solid fam-
ily upbringing, future generations can become informed and careful in their de-
cisions, when they come in situations where the right to privacy is potentially
threatened. One participant in the interview cited the example how you can act
systematically and planned on the employed workforce (whether in public or pri-
vate companies) — through systematic and planned continuous education on-
the-job, for which the financially responsible will be the institution / company
itself, the effect of which will not stop in the working environment, but will trickle
down in the home environment, the family, because “... as they behave at work,
they will pass that same culture at home." After that, it's a short step from the
family environment, to the social environment and culture.
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On the last sub-point, almost all experts were unanimous that
the most room for improvement exists in young people, teenag-
ers and students in primary and secondary schools. With the
rapid development of technology and mobile devices, and the
multitude of applications for them, as well as social networks,
young people are constantly exposed to risk that their personal
information be displayed, used, transferred and stored in plac-
es and ways that they are not sufficiently informed about ( al-
though he or she may have given prior consent). By agreeing to
the terms of use of applications and social networks, experts
believe that they do not know enough to decide to what extent
to "trade"” their privacy and personal data.

Interviewed experts were divided on this issue - almost half of them said they
never felt that they were denied the right to privacy, while the other half con-
firmed that, almost on a daily basis, their right to privacy is being violated.
However, the group that responded with confirmation, attributed the cases of
violation of their privacy to negligence of employees in certain institutions /
companies, i.e., more random than with the intention of causing harm. Because
of this, none of the experts who said that their right to privacy was violated de-
cided to act in those situations. Besides random errors and embarrassment,
several experts said they were victims of “spam” by certain private companies,
through SMS, email, phone calls, etc., even though they did not give consent.
They reacted accordingly to these procedures, and further communication was
interrupted.

The above question we used to paint a picture of, what is the level of awareness
among the expert public, which on a daily basis deal with this issue, for the use
and storage of their personal data in relation to the public. In that context, the ex-
perts, with the exception of one participant, confirmed our assumption that they
will be very well aware which institutions / companies possess their personal
data. With the exception of one participant in the interviews, which only man-
aged to enumerate three institutions that he/she is familiar that have and use
his/hers personal data, other experts enumerated more than 10 private compa-
nies and institutions that currently have and use their personal data.

The experts were agreed on several points of this issue:

They shared the view that new technologies carry a large potential for invasion
of privacy on their users;
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Adherence to Data Protection Principles

Technology very quickly penetrates in the everyday life of the citizens, more
quickly than he /she is ready to learn, in the short time given, on the risks associ-
ated with their use;

Hence, the need for continuous education and information when making deci-
sions about the techniques and technology used in everyday life becomes a par-
ticularly important issue, and

Technology is only a tool that can be used to protect one's privacy and personal
data, as much as it can be used to violating it — the intentions of the person who
uses the technology remain as one of the most important factors in determining
whether new technologies are positive or negative relative to the citizens' privacy.

The experts were unanimous in the view that social networks and the Internet
play an irreplaceable role in today's society and social functioning. These sat-
isfy the appetites of many people for socializing and expanding contacts and a
wealth of information.

However, experts also said that most of the cases in private life, from contacts
with friends and acquaintances, where there was violation of one's right to priva-
cy and/or misuse of personal data - came from social networks. Therefore, they
agree that the use of social networks is a doubled-edged sword - there is a big
risk for violation of privacy, but they also carry great benefits. As to the reasons
for this daily invasion of the privacy on social networks, the experts attributed:

Insufficiently informed users accepted terms of use and their contents;

Too complicated instructions for setting “level of privacy” of information that
users share, and

Lack of information about potential risks and possible consequences of careless
use of social networks and their contents.

For the last item, one of the experts expressed particular concern about the lack
of awareness among the young population, i.e. students in primary and second-
ary schools. Because many of these students actively use social networks and
the Internet on a daily basis, the risks of violation of their, and other people's
privacy is great.

Experts agreed that there should be exceptions where the privacy of citizens, or
a group of citizens could be compromised, however:

Each of these exceptions should be provided by law;



Only certain institutions would have that right, and in addition,
certain sectors inside these institutions;

Each case of violation of someone's privacy to be evaluated sepa-
rately, i.e., to assess whether it is really necessary, and

The most important prerequisite to even think about monitoring
one's activities, phone calls, bank accounts, etc., is when there are
serious indications that the person or group is involved in acts
against national security. If there are criminal charges already in
place, and proven criminal acts, also, the right to privacy of the
culprit(s) would be violated, or rather, temporarily suspended, so
as the judicial authorities and the public prosecutor could carry
out their legal obligations. Experts also agreed that institutions
such as — the police, courts, prosecutors, IRS and emergency cen-
ters, would have this right.

Most experts say that the situation with the privacy and protection of personal
data is at a positive trend in our country, and in the world. They think we cannot
compare with the more developed western European countries, but that in our
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country, efforts are being made, and the awareness of this issue
among the general public is slowly being raised. In that context,
they noted the work of the Directorate for the Protection of Per-
sonal Data as a very positive trend, which is already producing
results. All experts, including those who do not agree that there
are positive trends in our country and the world, consider that
in the developed democratic societies, there are very different
conceptions of what privacy is, and the need of the right to pri-
vacy (including its protection) - and they split those in two “main”
blocks - Western European countries, where the right to privacy
is very respected and huge strides are being taken to protect the
privacy and protect personal data, and the United States and
Canada, where, there is virtually no right of privacy, i.e., where
this right is being violated on a daily basis, and huge amounts of
personal data, without the consent of citizens and consumers, is
being exchanged, stored and processed.

Experts set our country - “in the middle", i.e., there is much room
for improvement, especially on the awareness of the general
population for this issue, but that in our country there are very
positive examples as well, such as the adoption of the Law on
Protection of Personal Data, the creation of the Directorate for
the Protection of Personal Data, continuous revisions of internal
rules for the operation of most state institutions to retain the
proposed measures from the Directorate etc.



Adherence to Data Protection Principles

In addition, the views and opinions of the experts were noted
before the interviews by using a simple survey. The answers
of the experts are visually represented on the following pages.

The survey questionnaire filled out by all the participants be-
fore the interviews is provided below as an appendix, at the
end of this publication.
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An expert (representative) from each sector participated in the survey. We had two
experts from the education sector. The remaining participants were from the fol-
lowing sectors: nongovernmental organizations, media, labor relations, public en-
terprises, telecommunications and insurance.

For the first question, experts made a division according to the laws in which certain
sectors operate. Half of them had no answer to the question — “Based on which law
is the collection of personal data envisaged for your sector?” The laws that they
were able to identify were the Law on Higher, Secondary and Elementary education,
as well as the Law on Insurance Supervision.

With the exception of two of the interviewed participants, the other participants were
familiarized with the forms of personal data storage envisaged in the sectors.

With the exception of one participant, who stated that the purpose of collection can-
not be clearly determined in the text of the laws, the other participants confirmed
that the purpose of collection can be clearly determined in the text of the laws.

The position of the experts regarding the justification of the scope of personal data
collection was that the scope is appropriate, i.e. 6 out of 8 respondents confirmed
that the scope corresponds to the purpose.

With an exception of one of the interviewed participants, who stated that other state
institutions are responsible for the collection of data in his sector, the remaining
sectors have the capacity and stipulated legal obligations to collect personal data.
Half of the experts stated that they provide their data for use in accordance with
the law, and the other half stated that personal data is not provided for use by third
parties.

Most of the sectors (5 out of 8) envisage a request for consent from the data holder

for the processing of his/her personal data, but only for specific personal data cat-
egories (see the graph above).

Consent for processing

Consent is requested

Consent is not requested
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Adherence to Data Protection Principles

Respondents cited the following as the most common purposes and categories for
requiring consent: Personal Identification Number, name and surname, date of birth,
phone number, medical records, address, bank account, and according to them - the
most common reason for requiring consent was marketing purposes.

Half of the respondents stated that there are no clear and specific deadlines for per-
sonal data storage in the relevant laws, i.e. the text of the law does not stipulate it,
whereas the other half claimed the opposite.

The question "How long can personal data be retained? — was answered by only
three of the respondents: starting from 1 year, then 5 years, 10 years, and for an
indefinite period of time (literature of permanent value), depending on the data.

Respondents were also divided when answering the question "Is there a separate
article for personal data protection that clearly indicates the application of technical
and organizational measuers? - 50% of them have applied technical and organi-
zational measures, but half of the sectors have not applied the new technical and
organizational measures for personal data protection.

With the exception of a respondent from one sector, the respondents from all other
sectors responded that they have adopted additional internal acts in cooperation
with the DPDP when asked "Has your sector adopted internal acts for technical and
organizational measures for secrecy and protection of personal data?

“Is data processing stipulated in this law, or should it be related to and applied with
another law?" — Two of the respondents stated that the processing of personal data
is not stipulated in their law, so it is applied according to another law, while the other
six respondents stated that the personal data processing is clearly indicated in the
law itself.

When asked "Are there any exceptions for the processing of sensitive personal data
(Personal Identification Number, biometrics, video surveillance) half of the respon-
dents replied that there are such exceptions, and three respondents stated that
these kinds of procedures are not applied in their sectors, i.e. there are no categories
of personal data that are not processed (see the graph above).

Exceptions in processing

Yes

No exceptions

* No answer



Out of the sectors that make exceptions and categorize personal data according
to sensitivity, only a few are familiarized with the defined exceptions, i.e. 3 out
of 8 cited the following categories of personal data that is not being processed:
Personal Identification Number, medical records, video surveillance, and a
representative of one of the sectors stated that they have a special database
and registry of sensitive data, separate from the regular database.

Half of the sectors had no information about the availability of DPDP's opinions,
whereas two of the respondents had information that the DPDP has not provided
an opinion on those laws, and additionally only two of the respondents had
information that DPDP's opinion has been taken into consideration for their laws.

20



Adherence to Data Protection Principles

Personal data protection is a relatively new legal concept in the Republic of
Macedonia, although it is guaranteed by the 1991 Constitution. The right to
protection of personal data is one of the fundamental human rights, but it is still
debatable how much we know about it and whether we are able to recognize when
our privacy is threatened?

The perception of people about what actually privacy means is different, but it is
common to us that we are all aware of the need for protection of our privacy.

Personal data protection enters all segments of societal action, and this indicates
just how complex is the matter in question. The large amounts of data we find
everyday in different places and for different purposes, are imposing many
questions about what actually happens to our personal data.

Where should we provide our personal identification number and for what
purpose? Should the employer keep a photocopy of our personal ID and may we be
monitored on the job? How should a health institution protect our medical records
from abuse? Is it okay for us to see our names on a list of tenants who haven't paid
for the maintenance of the building? For how long should we fill out forms with our
data in the banks? Should we provide a copy of our personal ID when exchanging
10 euros? What do the cameras placed on the crossroads film and who owns that
footage and photos?

These are just some of the questions that we inevitably ask ourselves more and
more often, but what are the answers?

According to the Law on personal data protection, our personal data must be
processed fairly and in accordance with the law and to be adequate, relevant
and not excessive in relation to the purposes for which they are collected and
processed. Rights guaranteed by this law: the right to inform ourselves on the
purpose for which a certain institution or company collects and processes our
personal data, the right to access the personal data that the institution or company
is processing for us, the right to request the correction or deletion of incorrect data,
excessive amounts of data for which the deadline for retention has expired, the
right to accept or not to accept direct marketing.

Of course, we all have the right to turn to any institution or company and inform
ourselves on how they guarantee the secrecy and protection of our personal data.
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Four stages were specified as necessary for the preparation of the legal analysis
for compliance of certain laws with the Law on Personal Data Protection:

Defining the areas of application of the Law on Personal Data Protection
Specifying the applicable laws in the defined areas
Establishing the research methodology

Analysis of the answers to the questions set out in the methodology

JeduHupareTto Ha obnacTuTe Kafe npuMeHaTa Ha 3aKOHOT 3a 3alTuTa Ha
The identification of areas in which the application of the Law on Personal Data
Protection is of particular importance to citizens was based on an analysis of
the frequently asked questions posed by citizens to the Directorate for Personal
Data Protection (DPDP) in the period from June 2011 to September 2014. The
analysis included the answers that citizens had received from the DPDP, as an
indicator of the situation in each separate area.

After the analysis of the citizens' questions and the answers of the DPDP, the
following 12 areas were defined for the analysis: insurance, telecommunications,
judiciary and security, banking, healthcare, media, labor relations, education,
housing, social issues and public enterprises.

After defining the areas in which the application of the Law on Personal Data
Protection is of particular importance to the citizens, the applicable laws for
each of the defined areas were also identified. A total of 35 laws were identified,
and a database of the texts of all these laws was created.

After the methodology for conducing the legal analysis was established, it was
necessary to define the questions that the legal analysis was required to answer.

The principles of personal data protection were used as the basis for defining
the questions for the analysis. According to these principles, personal data is
to be processed justly and in accordance with the law, to be collected for spe-
cific, clear and legally stipulated purposes and to be processed in accordance
with those purposes, as adequate, relevant and not excessive in relation to the
purposes for which they are collected and processed, accurate, complete and,
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Adherence to Data Protection Principles

where necessary, updated and stored in a form that allows the identification of
the personal data holder, but no longer than the time necessary to meet the pur-
poses for collecting the data.

Hence, 11 questions were defined, based on which the analysis of the 35 laws
from the 12 areas was carried out.

Does the law require personal data collection and in what form (records, reg-
istry, database)?

What is the purpose of the personal data collection and is the purpose clear?
Does the volume of data being processed match the purpose?
Who is collecting the data initially (company, institution)?

Should the processing of a certain data category be conducted with the per-
sonal data holder's consent?

Is there a defined period of time for storing personal data?

Is there a specific article for personal data protection that clearly indicates
the application of technical and organizational measures?

Is the processing of the data stipulated in this law related or should it be
related to the application of some other law?

Are there any exceptions for processing sensitive personal data? (personal
identification number, biometrics, video surveillance)

Has the DPDP provided its opinion on the Law?

Was the opinion of the DPDP taken into consideration?

This is how the results from the analysis of the answers to the questions in the
methodology are presented:

The answers to the questions are presented as facts, e. a confirmation or
negation of whether the principles of personal data protection have been
respected and

An explanation about the legislation for personal data protection and guide-
lines and proposals for complete harmonization of the separate laws with
the Law on Personal Data Protection.

The opinions of the Directorate for Personal Data Protection regarding the com-
pliance of the laws with the Law on Personal Data Protection were not delivered
before this website was finalized, so they were not included in the legal analysis.
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Laws in Macedonia

Graphic display of the results from the legal analysis of
the 35 analyzed laws:

Volume
Does the volume of data being processed match the purpose?

* Yes
* No

The volume of collected personal data matches the purpose in most of the cases.

Controller
Who is collecting the data initially? (company, institution)
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Often, controllers are health institutions, the Pension and Disability Insurance
Fund, the Health Insurance Fund of Macedonia, the employer and the Employment
Agency of the Republic of Macedonia.
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Adherence to Data Protection Principles

Consent

Should the processing of a certain data category be conducted with the
personal data holder's consent

97 Yes
* No

The request for consent from the data holders is stipulated in a small portion of
the laws that were analyzed.

Technical and organizational measures

Is there a specific article for personal data protection that clearly indicates the
application of technical and organizational measures?

* Yes
* No

This article is not implemented in more than half of the analyzed laws.
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During the preparation of the legal analysis of the laws, we came across typi-
cal omissions in terms of personal data protection, according to the area of the
particular laws. Aside from the recommendations for each of the laws that were
analyzed, we are also providing the following recommendations by areas:

INSURANCE

Generally, in the insurance area it is necessary to precisely define the categories
of collected personal data of the insured — from the introduction of the Personal

Identification Number in the Law on Insurance Supervision — to the introduction
of health personal data collected for the electronic health card in the Law on
Health Insurance. The categories of personal data should also be precisely de-
fined in the Law on Compulsory Traffic Insurance, in the Law on Pension and Dis-
ability Insurance and in the Law on Mandatory Fully Funded Pension Insurance.

The obligation for adopting laws and for applying technical and organizational
measures for personal data protection in the laws in the insurance area is re-
quired not only for the internal regulation of the work of the controllers, but also
for signing agreements with the users, for obtaining data from other entities and
for recordkeeping about the data processing.

The periods for storage of personal data are not clearly defined for all types of
recordkeeping in the laws related to the insurance area. Some of these laws stip-
ulate "the shortest period for storage” which is not in accordance with the Law
on Personal Data Protection, because the deadline should be precisely defined.

HEALTH PROTECTION

The analysis of the Law on recordkeeping in the area of health, the Law on Health
Protection and the Law on Protection of Patients' Rights, indicates that the provi-
sions in the area of health data recordkeeping, protection of patients' rights and
personal data protection are applied for the recordkeeping, storage, collection and
handling of the medical documentation. If we take into consideration how this pro-
visionis applied in practice, then every health institution needs to adopt and apply
technical and organizational measures for secrecy and protection of personal data.
The periods for storage of personal data stipulated in the laws related to health
protection are not clearly defined for all types of recordkeeping. Deadlines for
storage of personal data need to be specified.
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Adherence to Data Protection Principles

LABOR RELATIONS

In accordance with the Law on Health and Safety at Work, the Law on Labor
Relations, the Law on recordkeeping in the area of labor and the Law on em-
ployment and insurance in case of unemployment, the personal data that is be-
ing processed should correspond to the purpose for which they were originally
collected. The categories of personal data are defined in detail for each record
separately, however, practice shows that a photocopy of an ID card is being col-
lected for more records than stipulated, although it is not envisaged with this
law, and this is not in compliance with the principles of personal data protection.

Certain additions and adjustments should be made in the Law on Health and
Safety at Work in the area of defining the method of delivery of reports from the
health facilities to the employer. Practice shows that there are cases in which the
general report is not separated from the results of the conducted examination.

As for the definition and application of technical and organizational measures for
secrecy and protection of personal data, it is necessary to clearly establish re-
sponsibility of the employer for creating rulebooks for protection of the personal
data of employees and personal data of other stakeholders.

Although some of the employees' contact details being collected may be en-
tered optionally, such as, for example, the ethnicity of employees should be data
that the employee chooses whether to provide or not, and the consent of the
employee is not stipulated anywhere in the Law. The consent of the employees
should be stipulated in the law.

The records for employees and records for wages are kept permanently, but other
records containing personal data should be linked to the Law on filing.

HOUSING

The extent of personal data processed in accordance with the Housing Law is cor-
responding with the purpose, but practice shows that a high volume of data is being
published on bulletin boards in the buildings — there is no provision in the Housing
Law stipulating the publication of a list of tenants (their name and surname) who
haven't paid for the maintenance of the building, and therefore this data processing
is considered to be excessive in terms of the objective that should be achieved.

A period for storage of data is envisaged only for video surveillance — 30 days. It is
necessary to also specify the periods for storage of other personal data.

Although harmonization with the Law on Personal Data Protection is projected, the law
does not include an article stipulating an obligation of the community of tenants for inte-
rior regulation of the technical and organizational measures for personal data protection.

In terms of the Law on Real Estate Cadastre, it is necessary to precisely define the
categories of data to be collected in the Geodetic-cadastre information system.

The deadlines for storage of the collected personal data must be clearly defined.
29



EDUCATION

In accordance with the Law on Primary Education, Law on Secondary Education, Law
on Higher Education and the Law on Adult Education, consent from the personal data
holders is not envisaged for personal data that is not listed in the categories of data
- collected in practice, i.e. included in the (EMIS) software (health data, blood type, per-
sonal identification number of the parent). Consent for the processing of this data
should be stipulated, as well as the software possibilities for the availability of this data.

The provision defining that the high school collects, processes, stores, sends and uses
data included in the data sets in accordance with the regulations for personal data
protection — for the integrated database maintained by the Ministry — is vague in the
section pertaining to data sending. It should be defined where the data can be sent and
under what conditions.

All the deadlines for storing personal data should be defined in all the specified laws
and an article about the method of personal data protection should also be added, as
stipulated in the Law on Primary Education.

The categories of personal data to be processed are not defined in the Law on Adult
Education, although recordkeeping is stipulated. The article only stipulates that the
content and form of the documentation and recordkeeping are regulated by the Min-
ister, at the suggestion of the Center, which is not in accordance with the principles for
personal data protection.

SOCIAL ISSUES

The analysis of the Law on a special registry for persons convicted for crimes of
sexual abuse of minors and pedophilia, indicates that the purpose of processing
personal data is to provide protection of children from sexual abuse, pedophilia and
minors trafficking by providing information about the people who are convicted for
such crimes and are living in their vicinity.

This is not in accordance with the principles for protection of personal data in terms
of the availability of information. The practice in the countries that have such a reg-
istry is to limit the access to this registry, i.e. access to the registry is only granted to
kindergartens, schools, orphanages and boarding schools.

The scope of the data included in the registry would be appropriate if access is re-
stricted. In this case, when the register is publicly available, it's necessary to reduce
the scope of personal data (initials, year of birth, residential address).

The exclusion from the public registry upon the request of an individual is contrary
to the principles for personal data protection. The controller should exclude the data
after the deadline expires, regardless of whether the individual requested it or not.

As for the Law on Social Protection, it is necessary to include an article stipulating
the application of technical and organizational measures for secrecy and for protec-
tion of personal data, and it is also necessary to define the periods for storage of
personal data collected for the purposes of this law.
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Adherence to Data Protection Principles

GAMES OF CHANCE AND ENTERTAINMENT GAMES

The periods for storage of personal data should be defined for each record sepa-
rately.

An article should be added, stipulating the application of technical and organiza-
tional measures for secrecy and for protection of personal data.

PUBLIC AND STATE INSTITUTIONS

In the Energy Law, it is necessary to define the obligations of operators for
adopting rules for the application of technical and organizational measures for
the secrecy and protection of the personal data of consumers.

A clarification is needed in the provision relating to the scope of personal data
that is collected. The scope is appropriate, except in the section regarding the
support with proof for personal identification. This formulation is ambiguous,
and also leaves room for keeping photocopies of personal documents, which is
not in accordance with the principles for personal data protection.

The periods for storage of personal data should be defined for each record sepa-
rately.

An article should be added, stipulating the application of technical and organiza-
tional measures for secrecy and for protection of personal data.

The Law on Civil Servants stipulates a registry of civil servants to be created
as a personal data set, but the personal data to be processed in this set are not
defined, and neither is the method of processing. Also, no deadlines for data
storage are provided and these two laws should be amended in accordance with
all the principles for personal data protection.

MEDIA

The subject matter regulated by this law is specific in terms of the application
of the principles for personal data protection, and it is not possible to precisely
define all the data for persons included in media reports or persons connected to
them. However, it is necessary to define precise guidelines for the publication of
personal data of the persons included in the media reports. This would also set
standards for the just processing of personal data, leading to the introduction of
technical and organizational measures for protecting the personal data from the
media. This law should also stipulate the consent of the data holder.
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BANKING

It is necessary to amend the provision stipulating the following: the data is provided
to the Ministry of Labour and Social Policy, the Employment Agency of the Repub-
lic of Macedonia and the Health Insurance Fund of Macedonia, for the purpose of
performing their tasks and in accordance with the regulations for personal data pro-
tection, only if a bank signs a memorandum of cooperation with these institutions,
regulating the method of availability of the data. First of all, the very approach is
arguable as an activity, and second — the grounds for allowing it.

The stipulated signing of a memorandum for cooperation with the institutions in
order to obtain data is arguable, as the memorandum does not have the legal power
to allow this. It is not a document based on which those who are affected the most
— the citizens, can exercise a right or be able to disagree. This puts into question
the seriousness of the banks, particularly due to the fact that the bank secret is no
longer a secret, because of the exception for revealing the secret to the institutions.

As for the regulation of payment transactions, in accordance with the law — the
Minister of Finance regulates the payment instruments and their content and form,
except the form of payment instruments included in the transfer media. With this
kind of formulation, the content of the payment instruments is still to be determined
with a rulebook, which is not in accordance with the principles for personal data
protection.

Practice indicates that for payments from physical entities, the payment instrument
contains a personal identification number, and there are no legal grounds for this.

JUDICIARY, ENFORCEMENT AND LITIGATION

The Civil Procedure Law contains a provision defining the scope of personal data.
The scope is appropriate, except in the section regarding the support with proof
for personal identification. This formulation is ambiguous, and also leaves room
for keeping photocopies of personal documents, which is not in accordance with
the principles for personal data protection.

An additional intervention is required in this law, in order to specify the periods
for storage of personal data for each record separately, as well as the technical
and organizational measures for secrecy and protection of personal data.

The scope of personal data stipulated in the Law on enforcement suits the pur-
pose, with a remark that the scope of data for the persons for whom the enforce-
ment agent makes a public announcement is not precisely defined. A citizen's
personal identification number is often included in the announcement, and there
are no legal grounds for this.

It is necessary to define the periods for storage of personal data for each record

separately, and to add an article stipulating the application of technical and or-
ganizational measures for secrecy and for protection of personal data.
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SECURITY

The categories of personal data processed in the records of the Law on Road Safety
are defined in other laws and rulebooks of the Ministry of Interior. The scope of per-
sonal data needs to be completely regulated in the records with surveillance footage
of the roads.

Since video surveillance is regulated by the Law on Personal Data Protection, it
needs to be compliant with the principles for fair video surveillance. The goal is clear
and justified, but it's necessary to specify the personal data that is to be collected
(the focus of recording cameras), who from the police will have access to the record-
ed materials, how will they be sent to the driver or the vehicle owner. The law should
also stipulate special alerts drivers for drivers at places where a video surveillance
system is set up.

Periods for storage should be specified, except for the video surveillance footage, for
which the projected period for storage is six months.

The Law does not include an article for personal data protection, hence the need to

include a specific section about personal data protection, i.e. about the technical
and organizational measures guaranteeing the secrecy and protection of the data.
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What should you do if you think your right to privacy or your personal data has
been violated?

First, you can submit a request to the Directorate for Personal Data Protection
(DPDP) -
. The Directorate can further contact you for handling the request.

If a company or institution has violated your privacy or misused your personal
data, you can simply submit a free initiative requiring inspection to be performed
by the Directorate, as follows:

Fill out the form - . All you have to do is de-
scribe your problem.

In the form, first enter the title or the name and surname of the controller who
misused your personal data or acted contrary to the Law on Personal Data
Protection.

Then, briefly describe the violation and indicate what exactly have you done
so far, and whether you have received a response from the controller for the
specific case.

Please attach copies from the correspondence between you and the control-
ler, as well as any other evidence, if available. If you plan to submit the form
electronically, please scan and attach the copies.

The completed form can be submitted electronically to:

If you are not able to send the form via e-mail, print it and deliver it to the archive
of the Directorate for Personal Data Protection or send it by regular mail to ul.
Goce Delcheyv, no. 18, 1000 Skopje. (the Directorate for Personal Data Protection
is located in the building of the Macedonian Radio and Television).

How long does the inspection procedure last?

The deadline for acting on the initiative is stipulated in the Law on Personal Data
Protection. The inspector submits a report to the controller within 30 days of
the completion of the inspection. The controller has the right to submit remarks
on the report within three days. After these deadlines, the inspector submits a
request for violation removal to the controller. The Directorate for Personal Data
Protection will then notify the petitioner about the result from the procedure.
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Adherence to Data Protection Principles

Survey questionnaire for interview participants

1. Does the law you're working with stipulate personal data collection and in
what form (records, registry, database)?

Law (please specify)

records registry database not stipulated

2. s the purpose for personal data collection clear?
Yes No

3. Does the volume of data being processed match the purpose?
Yes No

4. Who is collecting the data initially? (name of company, institution)

5. Does another personal data holder have the right to access this data, i.e.
are you providing the data for use or processing by another institution or
company?

Yes No

6. Isthe processing of a certain data category conducted with the personal data
holder's consent? If so, what category?

Category/categories:

Consent is not stipulated

7. Does the law you're working with stipulate a clear and specific period of time
for storing personal data?

Yes How many years or months?
No

8. Is there a specific article for personal data protection that clearly indicates
the application of technical and organizational measures?

Yes No

9. Have you adopted internal acts for technical and organizational measures for
secrecy and protection of personal data?

Yes No

10. Is data processing stipulated in this law, or should it be related to and applied
with another law?

This law Another law
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11. Are there any exceptions for processing sensitive personal data? (personal
identification number, biometrics, video surveillance)

Yes Example____ No exceptions
12. Has the DPDP provided an opinion on the law and was this opinion taken into
consideration?
Yes, and it was taken into consideration
Yes, but it was not taken into consideration
No
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List of the analyzed laws (alphabetical order)

Consolidated versions of all the analyzed laws - applicable at the time when the
analysis was created, are available in the "BubnuoTteka” (Library) section of the
“MpueaTHocT" (Privacy) website

Banking law

Energy law

Law for prevention of money laundering and financing of terrorism
Law for regulating the procedure of court trials

Law on adult education

Law on civil servants

Law on civil servants

Law on compulsory capital financed pension insurance
Law on compulsory traffic insurance

Law on electronic communications

Law on employment and insurance in case of unemployment
Law on enforcement

Law on games of chance and entertainment games
Law on health insurance

Law on health protection

Law on health records

Law on higher education

Law on housing

Law on insurance supervision

Law on labor records

Law on labor relations

Law on litigation procedure

Law on media

Law on payments operations

Law on pedophilia

Law on pension and disability insurance

Law on primary education

Law on protection of patients' rights

Law on real estate cadastre

Law on records of births, deaths and marriages
Law on secondary education

Law on social protection

Law on tax procedure

Road traffic safety law

Work health and safety law
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Privacy International, EPIC, CMCS, (2010), European Privacy and Human Rights
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European Digital Rights,
European Data Protection Supervisor,

Kenig, Nikolina, (2008), Qualitative Research Methods, Faculty of Philosophy,
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Comment on the Law on Personal Data Protection, (2010), Directorate for
Personal Data Protection, Skopje

Mini-survey about children's internet habits, (2011), Metamorphosis
Foundation, Skopje,

Neuvirt, Karel, (2007), Privacy as a fundamental human right, Metamorphosis
Foundation, Skopje,
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