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EXECUTIVE SUMMARY 

During the period from January to March 2025, the Western Balkans information ecosystem 

experienced waves in well-coordinated and emotionally charged disinformation campaigns. 

These campaigns were strategically focused on tragic events and public crises, using them 

to provoke outrage, undermine trust in institutions, and revive old anti-Western sentiments. 

Disinformation actors framed these crises as symptoms of a deeper collapse linked to Western 

influence or neglect and failure of democracy to deliver a functional system.

One key trigger was the suspension of U.S. foreign assistance, including the work of the United 

States Agency for International Development (USAID) to several countries, which foreign malign 

actors interpreted as a sign the West was stepping back from engagement in geopolitical 

developments. Disinformation networks seized this moment to push the narrative that Western 

support is inconsistent, politically motivated, and ultimately self-serving. Russian-aligned 

actors amplified this message to stoke divisions and feed into growing skepticism about Western 

intentions.

Anti-Western rhetoric became more entrenched, with narratives painting the U.S. and NATO 

as culturally incompatible and manipulative forces in the region. With Donald Trump’s return 

to power, these narratives evolved. For some, Trump represented a break from liberal Western 

norms and a possible force for global peace; for others, his reappearance only highlighted the 

instability of Western politics.

In parallel, tragic events in North Macedonia, Serbia, and Montenegro shook the region leaving 

behind scenes of immense damage and collective grief.  Similar to Serbia after the Novi Sad 

disaster that resulted in 16 deaths in November, the sudden death of 62 young people in fire 

in North Macedonia in March caused strong emotional reactions and outpouring of solidarity 

from neighboring countries. As the grief turned into public protests demanding responsibility, 

governments responded with denial and counter-narratives, often labeling demonstrators as 

Western or opposition puppets. In Serbia, comparisons to other pro-democracy uprisings labeled 

“Color Revolution” gained traction, suggesting a deliberate attempt to delegitimize civic activism, 

reusing methods employed by Kremlin proxies since 2004.

Even though the Ukraine war was no longer top headline news, it remained central to 

disinformation efforts. Old tropes resurfaced, false claims about Nazism, distorted portrayals of 

Ukraine’s President Zelensky and misleading peace narratives. Russian officials played an active 

role in the discourse, particularly around Kosovo-Serbia tensions, positioning Russia as Serbia`s 
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This report refers to the period from January to March 2025. The Western Balkans Anti-Disinformation 

Hub analyzed over 500 articles and social media posts from North Macedonia, Albania, Kosovo, 

Serbia, Montenegro, and Bosnia and Herzegovina.

Uncovering and understanding disinformation linked to foreign influences aimed to mislead the 

public and weaken democratic institutions, has remained the goal of this analysis. The use of clear 

and transparent methodology aligned with EU and NATO definitions results in analytical focus on 

intentionally false or misleading content, created by external and domestic actors for economic or 

political gain.

The Western Balkans Anti-Disinformation Hub partner organizations teams explored key aspects 

of the messaging behind the disinformation and narratives as well as their sources and the 

regional road of information flow. The potential to incite violence or radicalization, or its power 

to develop further polarization, has been the primary factor that influenced the choice of articles  

that underwent further methodological processing, resulting in publishing debunking articles 

presenting results of fact-checking or other analytical processes. By diving deep into all these 

factors, the report sheds light on how disinformation works and the risks it poses to the region’s 

stability and democratic development.

METHODOLOGY 

more reliable strategic ally than the EU or NATO. Most mainstream Balkan media continue to quote 

their statements containing disinformation without verification.

Meanwhile, skepticism toward the EU is continuously growing, especially in countries like 

Montenegro and Albania, which are closest to accession. Disinformation painted the EU as slow-

moving and meddling in regional affairs, often using North Macedonia blocked accession as an 

example of EU or Western hypocrisy. In places like Bosnia, Serbia, and North Macedonia, these 

messages framed the EU as coercive with demanding political concessions in exchange for 

vague promises of progress, and even questioned whether EU integration would improve lives.

Overall, disinformation actors used emotional moments and geopolitical developments to expand 

influence and deepen distrust toward institutions, the West and democracy itself. Their goal 

wasn’t just to mislead, but to exhaust the public’s belief in change, progress, and the idea that 

the West is a reliable partner, thus weakening the region`s resilience. 
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Between January and March 2025, disinformation in the Western Balkans intensified around tragic 

events, using them to deepen public distrust and spread emotionally charged, anti-institutional 

messages. Anti-Western narratives portrayed the U.S. and its allies as self-serving and culturally 

disconnected. The suspension of USAID funding was spun as evidence of the West’s retreat. While 

the Ukraine war faded from headlines, it still served to accuse the West of hypocrisy. Anti-EU 

messaging targeted stalled enlargement and perceived double standards, while Kosovo–Serbia 

tensions were used to paint the West as a biased mediator.

HIGHLIGHTS OF 
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Major tragic events in Serbia, Montenegro and North Macedonia, resulting in significant 

casualties, have been a central focus in the region`s public discourse during the period from 

January to March, particularly the one in North Macedonia on March 15, which resulted in the 

death of over 60 young people. 

Events used as trigger for disinformation campaigns during first quarter of 2025

Date Country Event 

1 Jan Montenegro

A mass shooting in Cetinje claimed 12 lives, including 2 children. 
Tabloids and portals pushing divisive content attempted to link it 
to the narratives of ‘national intolerance’ mixing speculation and 
disinformation with hate speech and discrimination. 

20 Jan USA, with 
global impact

Executive Order 14169 signed by President Donald Trump 
mandated a 90‑day pause on disbursements related to foreign 
development assistance (known as freeze), eventually followed 
up by suspending existing US State Department aid programs and 
later closing of USAID, affecting development worldwide. 

15 Mar Serbia

Major protest in Belgrade, part of the protest movement against 
corruption and impunity that started after 1 November collapse of 
concrete canopy in Novi Sad that killed 16 people. A disinformation 
campaign denying government use of sonic weapons that caused 
a stampede, followed the protest. 

16 Mar North 
Macedonia

Blaze at a nightclub in Kočani, triggered by indoor pyrotechnics 
during a live concert in the venue lacking proper fire-safety 
measures, claimed 62 lives, including minors, and injured nearly 
200 people. Gatherings to share grief and subsequent anti-
impunity protests were targeted by a discreditation campaign 
resulting in self-censorship.

These tragedies have underscored the deep-rooted corruption in the region. Protests erupted in 

response, but governments responded with denial disinformation and counter-narratives, often 

labeling demonstrators as Western puppets. In Serbia, comparisons to earlier pro-democracy 

uprisings, labeled as “Color revolution” or Macedonian or Ukrainian ”scenario”, gained traction, 

suggesting a deliberate attempt to delegitimize civic activism with narratives that deny agency 

to local citizens. Foreign malign actors exploited the situation, amplifying narratives aligned with 

domestic discourse that framed the protests as a threat to governments, alleging they were 
financed and orchestrated by the West. 

https://www.bbc.com/news/articles/c9wrp7g05xro
https://www.aljazeera.com/news/2025/1/2/at-least-10-killed-in-mass-shooting-in-montenegro-suspect-kills-himself#:~:text=Suspected gunman in shooting rampage in town of,Cetinje%2C Montenegro%2C on January 1%2C 2025 %5BStevo Vasiljevic%2FReuters%5D
https://edition.cnn.com/2025/03/16/europe/north-macedonia-night-club-fire-intl/
https://www.rferl.org/a/montenegro-shooting-search-cetinje-martinovic/33260540.html
https://truthmeter.mk/how-did-the-media-report-on-the-tragedy-in-cetinje-assumptions-guesses-disinformation/
https://seecheck.org/index.php/2022/10/03/media-coverage-of-the-cetinje-tragedy-assumptions-speculations-disinformation/
https://seecheck.org/index.php/2022/10/03/media-coverage-of-the-cetinje-tragedy-assumptions-speculations-disinformation/
https://www.reportingdiversity.org/cin-cg-media-reporting-on-the-cetinje-tragedy/
https://www.whitehouse.gov/presidential-actions/2025/01/reevaluating-and-realigning-united-states-foreign-aid/
https://www.reuters.com/world/us/trump-pauses-us-foreign-aid-90-days-pending-review-2025-01-21/
https://rootsofdevelopment.org/usaid-freeze-february-2025/
https://www.kff.org/policy-watch/the-status-of-president-trumps-pause-of-foreign-aid-and-implications-for-pepfar-and-other-global-health-programs/
https://apnews.com/article/usaid-foreign-funding-pause-paris-climate-bloomberg-983aa382e35d8eada9958739386f2c9f
https://www.lemonde.fr/en/international/article/2025/03/16/belgrade-s-historic-day-of-anger-hundreds-of-thousands-of-serbians-protest-for-laws-and-justice-that-work_6739206_4.html
https://apnews.com/article/serbia-sonic-device-protest-vucic-e5a6f8c2aad995764c424a6f0d619887
https://en.wikipedia.org/wiki/2025_Belgrade_stamped
https://www.eureporter.co/world/western-balkans/2025/04/11/corruption-kills-alarming-lessons-from-the-balkans/
https://www.isac-fund.org/en/programmes/regional-initiative-to-combat-disinformation/analysis-of-the-news-the-ministry-of-the-interior-responds-with-a-denial-the-sound-cannon-was-not-used-heres-what-the-anti-drone-gun-looks-like
https://euvsdisinfo.eu/report/events-in-serbia-are-a-western-attempt-at-a-colour-revolution/
https://www.kurir.rs/vesti/politika/9544284/u-srbiji-pokusan-makedonski-scenario-na-protestima
https://www.alo.rs/vesti/politika/998664/ko-stoji-iza-studentskih-protesta/vest
https://vistinomer.mk/pozharot-vo-kochani-ne-e-zlodelo-na-prozapadnata-vlast-so-cel-unishtuvanje-na-makedoncite/
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Anti-Western narratives are nothing new in the Western Balkans, however Donald Trump’s return 

to power has made these divisions even sharper, especially when it comes to what “the West” 

represents culturally and politically. In this context, disinformation often goes beyond criticism 

and pushes extreme claims, like labeling NATO a terrorist organization or accusing the West of 

intentionally dragging out the war in Ukraine for its own gain. These narratives are designed to 

provoke mistrust and reshape how people in the region see Western alliances. Contradictory to 

this, the narrative of the “good West,” which views Trump as a peacemaker—someone who will 
end global conflicts and reshape international dynamics in favor of stability and sovereignty, has 

been pushed, contributing to the cacophony of information manipulation in the discourse. 

PERCENTAGE OF MOST COMMON SUB - NARRATIVES  
FOR THE TRAGIC EVENTS   JANUARY - MARCH  2025

	 The protest are foreign-funded attempts to destabilize 
and overthrow the state

	 Color revolution scenario being imported into the 
countries

	 The protests are not supported by citizens
	 Conspiracy theories

30.8%

23.1%
38.5%

7.7%

PERCENTAGE OF MOST COMMON ANTI-WESTERN  
SUB - NARRATIVES  JANUARY - MARCH 2025

	 NATO is a terroristic organisation
	 The West is interfering in domestic politics
	 Nato is financing the war Ukraine
	 There’s no freedom of speech in the West

11.8%

41.2%

29.4%

17.6%

A common disinformation narrative in the Western Balkans claims that media freedom in 

the West is a myth and imposed. According to this narrative, the region is being pressured to 

follow so-called “Western values” like press freedom, values that even Western countries don’t 

genuinely uphold. This feeds the idea that the West is hypocritical and pushes double standards, 

undermining trust in democratic principles and foreign support.

https://www.iss.europa.eu/publications/commentary/western-balkans-and-trump-20
https://apnews.com/article/trump-ukraine-gaza-russia-100-days-ad7af3502370f1743e28690ac0ce2a17http://
https://vistinomer.mk/sad-i-nato-ne-im-zabranuvaat-na-nashite-mediumi-da-komentiraat-za-ruskite-voeni-uspesi/
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Anti-West narratives center Kosovo–Serbia relations as frequent targets. Disinformation often 
portrays Western actors as biased and intentionally disruptive, accusing them of meddling in 
negotiations to keep the region unstable. For example, the Declaration on military cooperation 
between Albania, Croatia, and Kosovo has been spun as a coordinated threat to Serbia, framed 
as an attack on its sovereignty and national security.

Anti-Western narratives have been further reinforced by the global cut in USAID funding which 
many interpreted as proof that the West is abandoning the region. This message gained traction 
especially after Donald Trump’s announcement of the “DOGE” initiative, which allegedly exposed 
misuse of USAID funds. Malign actors used this to argue that Western aid is politically motivated, 
misused and part of a larger plan to exert control over domestic and regional  affairs. 

PERCENTAGE OF MOST COMMON SUB - NARRATIVES ABOUT  
THE SUSPENSION OF USAID FUNDING  JANUARY - MARCH 2025

	 USAID it’s a criminal organization
	 USAID is wasting taxpayer money on absurd, 
inappropriate aid

	 USAID financed terrorist organizations
	 USAID was misused for LGBTQ propaganda

23.6%

35.7%

21.4%

11.3%

Disinformation around the war in Ukraine continued to rely on familiar falsehoods—accusations 
that Ukraine harbors Nazism, distorted portrayals of President Zelensky, and manipulated 
accounts of failed peace talks. At the same time, Russian officials became more vocal on 
regional issues, particularly Kosovo–Serbia relations. They echoed claims that the EU is unfairly 
pressuring Serbia to recognize Kosovo while positioning Russia as Serbia’s loyal defender. 
This reinforced the narrative of a strategic East-West divide, with Russia portrayed as a more 
trustworthy strategic ally  than the EU.

Meanwhile, anti-EU narratives gained momentum, especially in Montenegro and Albania, the two 
Western Balkan countries seen as closest to EU accession  most likely to be the first ones 
to become members. Here, disinformation portrayed the EU as hypocritical and interfering, 
criticizing its role in global conflicts and its inconsistent application of values.

In North Macedonia, Serbia, and Bosnia, narratives went a step further, accusing the EU of 
blackmail—specifically, pressuring governments to distance themselves from Russia in exchange 
for progress toward membership. These narratives also questioned whether joining the EU would 
bring real benefits, claiming that living standards in the region are not significantly different 
from those in the Union, thus casting doubt on the value of EU integration.

https://europeanwesternbalkans.com/2025/03/24/what-is-the-aim-of-the-declaration-on-military-cooperation-between-croatia-albania-and-kosovo/
https://www.isac-fund.org/en/programmes/regional-initiative-to-combat-disinformation/analysis-of-the-news-why-croatia-albania-and-pristina-are-negotiating-military-cooperation-a-triple-pact-against-serbia
https://www.independent.co.uk/news/world/africa/aid-cuts-us-trump-uk-charity-b2760602.html
https://raskrinkavanje.ba/analiza/izmisljotine-o-usaid-u-od-usta-zvanicnika-do-medijskih-clanaka
https://www.raskrikavanje.rs/page.php?id=Informer-tvrdi-da-je-Amerika-umesto-u-razvoj-javnih-nabavki-novac-preusmeravala-na-rusenje-vlasti-1443
https://raskrinkavanje.ba/analiza/niti-je-nestalo-250-miliona-dolara-od-usaid-a-niti-je-to-potvrdio-martin-de-luca
https://www.raskrikavanje.rs/page.php?id=Dok-je-za-Informer-rusenje-Vucica-i-dalje-u-modi-institucije-sklanjaju-dokaze-podrske-od-USAID-a-1439
https://vistinomer.mk/merkel-ne-bila-platena-da-ja-poseti-zemjava-usaid-ne-go-platil-prestojot-na-stiler-vo-ukraina/
https://vistinomer.mk/vojna-vo-ukraina-mir-pod-sekoja-cena-ili-otstapki-do-nov-konflikt/
https://sbunker.org/en/disinfo/zyrtaret-serbe-e-ruse-e-kontestojne-shtetesine-e-kosoves-pavaresisht-vendimit-te-gjnd-se/
https://sbunker.org/en/disinfo/zyrtaret-serbe-e-ruse-e-kontestojne-shtetesine-e-kosoves-pavaresisht-vendimit-te-gjnd-se/
https://sbunker.org/en/disinfo/manipulimi-i-zyrtareve-ruse-me-rezoluten-1244/
https://mfa.gov.rs/en/foreign-policy/bilateral-cooperation/russia#:~:text=Bilateral relations between the Republic of Serbia and,of the fraternal peoples of the two countries.
https://www.atlanticcouncil.org/blogs/new-atlanticist/are-albania-and-montenegro-on-the-fast-track-to-eu-membership/
https://360grade.al/763273/kush-e-rrembeu-zelenskyn-analiza-e-ben-blushit-pse-evropa-ka-kerkuar-me-cdo-kusht-vazhdimin-e-konfliktit-si-ne-ukraine-po-ashtu-edhe-ne-kosove/
https://north-macedonia.news-pravda.com/en/world/2025/05/08/535.html
https://north-macedonia.news-pravda.com/en/world/2025/05/08/535.html
https://lat.sputnikportal.rs/20250124/rusija-situacija-na-balkanu-se-pogorsava-jer-zapad-pritiska-srbiju-da-skrene-sa-sadasnjeg-kursa-1181940789.html
https://www.raskrinkavanje.me/analiza/eu-nije-pred-bankrotom/
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ALBANIA

One of the most influential developments shaping global disinformation trends in early 2025 has 

been the return of Donald Trump to the U.S. presidency. His administration’s rhetoric and policy 

direction have quickly impacted media narratives well beyond American borders, including in 

Albania, where the effects are already visible across both traditional and digital media platforms.

In the first quarter of the year, Albania experienced a noticeable rise in disinformation, particularly 

around public health topics like vaccination, autism, and reproductive, gender and LGBTQ+ 

rights. These narratives often mirrored far-right talking points coming from the U.S. media 

environment, pushing back against progressive values and gaining traction in local outlets. The 

overlap between U.S. discourse and Albanian media coverage suggests a growing alignment 

with international disinformation ecosystems, where controversial U.S. rhetoric is reshaped for 

domestic consumption.

Foreign policy-related disinformation also increased. Unverified claims about the war in Ukraine 

originally circulated by senior Trump officials or conservative U.S. commentators were reported 

by Albanian media, frequently without independent fact-checking. This helped amplify pro-

Russian narratives and normalize Kremlin-aligned disinformation. 

At the same time, a wave of alarming manipulative stories spread across Albanian media 

suggesting that the U.S. was preparing to withdraw from NATO. These reports implied that NATO 

troops would also exit Kosovo, raising public fears about the region’s security and fueling 

anxieties about possible renewed conflict in the Western Balkans. 

COUNTRY CONTEXT 
UPDATE

https://faktoje.al/teorite-konspirative-mbi-vaksinat-dhe-shendetin-e-robert-f-kennedy/
https://faktoje.al/lufte-ne-ballkan-apo-lufte-per-klikime-online/
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The conflict in Gaza added another layer of speculation fueling disinformation. Albanian outlets 

echoed several of Trump’s most controversial statements, particularly around accusations of 

ethnic cleansing and forced displacement. One widely shared story citing unnamed Israeli sources 

claimed that Albania had secretly agreed to host up to 100,000 Palestinian refugees. Even after 

Prime Minister Edi Rama publicly  denied the report, it continued to circulate, intensifying public 

confusion and speculation.

Taken together, these developments reflect how shifts in global power centers can rapidly 

influence local information environments. In Albania’s case, the result is a media landscape more 

vulnerable to imported disinformation, political polarization, and fear-based narratives aiming at 

eroding public trust in institutions. 

Most 
impactful 
themes 

Most impactful narratives Most impactful disinformation 

instances

War in the 
Balkans

`` US wants war in Kosovo 
and Ukraine 

`` Declaration between 
Croatia, Serbia, and Kosovo 
is anti-Serbia

`` Russia wants war in the 
Balkans

`` US government used to 
fund left-wing propaganda 
in the Balkans

`` Ben Blushi’s analysis: Europe demanded at 
all costs continuation of the conflict in both 
Ukraine and Kosovo

`` Trilateral defense agreement between 

Albania, Croatia, and Kosovo that has 

sparked tensions with Serbia

`` Ukraine is closed! Russia wants war in the 

Balkans! The plan is revealed, the CIA on 
alert

`` American taxpayers’ money has been used to 
enrich leftist elites and to capture the justice 
system in the Balkans

Anti-
immigration

`` Albanians will take in 
migrants from Gaza  

`` From 100 thousand to 1 million Palestinians 
in Albania

`` US President Donald Trump was in talks with 
Albania about the possibility of taking in as 
many as 100,000 Gazan civilians

https://x.com/AmitSegal/status/1883940004897923473
https://euronews.al/en/will-albania-host-100000-residents-from-gaza-rama-responds/
https://360grade.al/763273/kush-e-rrembeu-zelenskyn-analiza-e-ben-blushit-pse-evropa-ka-kerkuar-me-cdo-kusht-vazhdimin-e-konfliktit-si-ne-ukraine-po-ashtu-edhe-ne-kosove/
https://www.gazetatema.net/
https://www.youtube.com/watch?v=wyw-6LKmmI0
https://faktoje.al/si-u-kthye-urdhri-i-trump-ne-arme-politike-ne-shqiperi/
https://www.facebook.com/watch/?v=1002869475058790
https://x.com/ediramaal/status/1883985021410893948
https://x.com/ediramaal/status/1883985021410893948
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BOSNIA AND  
HERZEGOVINA

In early 2025, Bosnia’s media environment continued to be shaped by a mix of global conspiracy 

theories and locally generateddisinformation, making it increasingly difficult for the public to 

distinguish fact from manipulation. Much of this content spread quickly through social media 

and local online portals, reinforcing an already fragmented information space.

A large portion of domestic disinformation came from internet accounts aligned with opposition 

parties in the Federation of Bosnia and Herzegovina. These accounts focused on discrediting 

ruling parties, while other narratives attempted to mislead the public about the country’s 

economic situation. In particular, comparisons of average income levels in Bosnia, neighboring 

countries, and EU member states were manipulated to create the false impression that Bosnia 

is close to EU living standards—likely to weaken public pressure for reforms and EU integration.

The suspension of USAID funding, announced by President Donald Trump on January 20, 

2025, triggered one of the most aggressive disinformation anti-American waves in Republika 

Srpska (RS). Media outlets aligned with RS President Milorad Dodik, and used the funding cut to 

launch a campaign painting USAID as corrupt and dangerous. It was falsely labeled a “criminal 

organization,” accused of ties to Al Qaeda, and portrayed as an agent of foreign interference. 

Recipients of USAID funding were portrayed as “foreign agents” and “CIA outposts,” laying the 

groundwork for the proposed adoption of a local version of Russia’s “Foreign Agents” law. These 

narratives weren’t just rhetorical, RS police conducted raids on independent media outlets 

linked to USAID-funded projects, escalating pressure on critical journalism.

One of the more sophisticated tactics observed involved the creation of anonymous English and 

German-language websites that looked like legitimate Western news sources. These anonymous 

portals pushed pro-Russian content while portraying Dodik in a positive light. RS media then 

cited these fabricated foreign outlets to falsely claim that Dodik had international support, an 

attempt to boost his domestic credibility as he faced a prison sentence for abuse of office, after 

the Court of Bosnia and Herzegovina issued a first instance verdict on February 26.

https://raskrinkavanje.ba/analiza/analiza-krize-uz-pomoc-dezinformacija-tuzilastvo-i-sud-bi-h-nisu-neustavne-institucije
https://raskrinkavanje.ba/analiza/u-federaciji-nije-nestalo-petnaest-hiljada-radnih-mjesta
https://www.state.gov/implementing-the-presidents-executive-order-on-reevaluating-and-realigning-united-states-foreign-aid/
https://interview.ba/nakon-dodikovih-prijetnji-i-vrijedanja-poreski-inspektori-upali-u-banjalucki-medij/
https://raskrinkavanje.ba/analiza/pristrasno-na-rtrs-u-ko-su-zapravo-usaid-ovi-placenici-u-republici-srpskoj
https://raskrinkavanje.ba/analiza/koji-su-to-svjetski-mediji-na-koje-se-poziva-rtrs
https://cin.ba/en/milorad-dodik-sentenced-to-one-year-in-prison/#:~:text=The Court of Bosnia and Herzegovina %28BiH%29 has,issued by High Representative for BiH Christian Schmidt.
https://www.reuters.com/world/europe/bosnian-serb-leader-ups-separatist-threats-ahead-court-verdict-2025-02-26/
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Beyond politics, disinformation campaigns also targeted social and historical topics. This 

included repeated denials of war crimes, misleading content related to International Women’s 

Day, and the exploitation of unrelated global events, like wildfires in Los Angeles or floods in 

Valencia, which were manipulated to serve local political narratives.

Altogether, these disinformation efforts show how both local and geopolitical actors are shaping 

Bosnia’s media space with strategies combining emotional manipulation, institutional distrust 

and fabricated legitimacy, to sway public opinion and suppress dissent.

Most impactful 
themes 

Most impactful narratives Most impactful disinformation 

instances

Suspension of 
USAID funding

`` USAID it’s “criminal 
organization 

`` 	USAID financed terrorist 
organizations

`` 	USAID was misused for 
LGBTQ propaganda

`` 	Martin De Luca confirmed that 250 million 
dollars of USAID funds “disappeared”

`` 	USAID financed terrorist organizations 
such as Al-Qaeda and ISIL, as well as 
groups in BiH

`` 	Trump reveals: Biden’s condom business – 
$100 million went to Hamas?

Current socio-
economic 
conditions

`` WB counties are not far 
from the EU economy

`` 	WB countries do not 
need the EU for economic 
progress

`` 	BH institutions are 
unconstitutional

`` 	Regional countries are not far from EU 
average salary 

`` 	The Prosecutor’s Office and the Court of 
BiH are unconstitutional institutions

Climate 
disinformation

`` Conspiracy theories 

`` Geo-engineering as cause 
for natural disasters

`` 	Powerful actors are using 
weather manipulation 
to deliberately create 
disasters

`` 	Climate change is a scam 

`` 	Spain - Floods! The total failure of the 
government is covered up under ‘climate 
change’

`` 	All according to the elite’s plan and 
program — geo-engineering and military 
technology are playing their part

https://raskrinkavanje.ba/analiza/niti-je-nestalo-250-miliona-dolara-od-usaid-a-niti-je-to-potvrdio-martin-de-luca
https://raskrinkavanje.ba/analiza/niti-je-nestalo-250-miliona-dolara-od-usaid-a-niti-je-to-potvrdio-martin-de-luca
https://raskrinkavanje.ba/analiza/usaid-nije-finansirao-terorizam-u-bi-h
https://raskrinkavanje.ba/analiza/izmisljotine-o-usaid-u-od-usta-zvanicnika-do-medijskih-clanaka
https://en.raskrinkavanje.ba/what-are-the-average-salaries-in-bosnia-and-herzegovina-and-the-countries-of-the-region/
https://raskrinkavanje.ba/analiza/analiza-krize-uz-pomoc-dezinformacija-tuzilastvo-i-sud-bi-h-nisu-neustavne-institucije
https://raskrinkavanje.ba/analiza/uklanjanje-brana-nije-uzrok-razornih-poplava-u-valensiji
https://raskrinkavanje.ba/analiza/uklanjanje-brana-nije-uzrok-razornih-poplava-u-valensiji
https://raskrinkavanje.ba/analiza/cinjenice-i-teorije-zavjere-o-pozarima-u-los-angelesu
https://raskrinkavanje.ba/analiza/cinjenice-i-teorije-zavjere-o-pozarima-u-los-angelesu
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KOSOVO

The February 9, 2025 parliamentary elections in Kosovo revealed the level of polarization in 

the political landscape, particularly within the Serbian community. While the elections were 

described by observers as peaceful, deeper tensions simmered beneath the surface, fueled by 

both internal rivalries and external influence.

The campaign itself was marked by sharp rhetoric and internal divisions. The ruling Self-

Determination Movement (LVV) emphasized anti-corruption efforts, economic development, 

and asserting stronger control in Serb-majority northern Kosovo. However, their messaging also 

painted opposition parties as sympathetic to Serbian interests, causing inflammatory discourse. 

At the same time, the government was facing backlash for underperformance in public services 

and deteriorating relationships with the EU and U.S., which had already led to EU sanctions  in 

2023.

Among the Serbian community, political dynamics also shifted. The Serbian List, long dominant 

and closely tied  to Belgrade, lost one of its 10 guaranteed parliamentary seats for the first time 

in over a decade. That seat went to a newcomer, the Party for Freedom, Justice, and Survival, 

hinting at cracks in the Serbian List’s monopoly and a possible opening for more political diversity 

within the community. The EU Election Observation Mission described the vote as peaceful but 

criticized political polarization, pressure on Serb voters from Serbia, and inflammatory language 

from the ruling party. Similar concerns were echoed by the Council of Europe.

Meanwhile, disinformation played a strong, often hidden, role in shaping public perception. 

Campaigns originating from Serbia and Russia portrayed Kosovo as unstable and anti-Serb, 

accusing the West and NATO of supporting ethnic persecution. These narratives were  amplified 

across Serbian media, amplified through digital platforms, and coordinated to frame government 

actions as hostile provocations. Beyond political messaging, disinformation also spread through 

private messaging apps, some of it weaponized for scams and fraud, further corroding public 

trust in institutions and electoral outcomes. These developments lead to a fertile ground for 

strategically developed disinformation that will deepen internal rifts.

https://www.aljazeera.com/news/2025/2/9/kosovo-votes-in-election-seen-as-referendum-on-pm-albin-kurti
https://ec.europa.eu/info/strategy/relations-non-eu-countries/types-relations-and-partnerships/election-observation/mission-recommendations-repository/missions/525
https://legalpoliticalstudies.org/the-one-year-anniversary-of-eu-measures-against-kosova/
https://kosovotwopointzero.com/en/electoral-competition-among-serb-parties/
https://sbunker.org/en/disinfo/beteje-narrativash-mes-listes-serbe-dhe-partive-qe-synojne-ta-sfidojne-hegjemonine-e-saj/
https://news.un.org/en/story/2025/04/1162021
https://sbunker.org/en/disinfo/rusia-dramatizon-me-gjendjen-e-serbeve-ne-kosove-pretendon-pa-fakte-se-ata-po-debohen-me-miratimin-e-perendimit/
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Most 
impactful 
themes 

Most impactful narratives   Most impactful disinformation 

instances

Kosovo- 
Serbia 
relations

`` Albin Kurti as a threat to 
Serbs

`` Kosovo’s institutions 
pursuing an anti-Serb 
policy

`` Kosovo police a threat to 
Serbs in the North

`` Albin Kurti threatening Serbs in the province 
with unloaded weapons

`` Shutdown of the illegal Tax Administration in 
the north another attack on Serbs

`` There is an attack in the north! Special 
police units are headed north.

Russian 
influence

`` EU is pressuring Serbia to 
recognize Kosovo

`` Russia will defend Serbia

`` EU and the West are 
blackmailing Serbia to 
impose sanctions on 
Russia

`` Pressure on Serbia to impose sanctions 
on Russia and recognize Kosovo’s 
independence

`` Lavrov: support for Serbia on the Kosovo 
issue

`` Zakharova: Russia’s stance on Kosovo has 
not changed

Anti 
-Western

`` Kosovo is not loyal to the 
USA

`` US troops are withdrawing 

`` Aleksandar Vulin: Albanian loyalty can only 
be compared to Bulgaria switching sides in 
1944

`` European allies would be alone in the 
Balkans against Putin’s friend

https://sbunker.org/en/disinfo/politikane-e-media-serbe-pretendojne-se-kurti-po-sulmon-serbet-ne-kosove/http://
https://sbunker.org/en/disinfo/zyrtare-serbe-e-konsiderojne-sulm-te-radhes-mbylljen-e-administrates-tatimore-ilegale-ne-veri/
https://sbunker.org/en/disinfo/konspiracionisti-sllamniku-pretendoi-rrejshem-per-kinse-sulm-ne-veri/
https://sbunker.org/en/disinfo/zyrtaret-ruse-intensifikojne-fushatat-dezinformuese-ndaj-kosoves/
https://sbunker.org/en/disinfo/zyrtaret-serbe-e-ruse-e-kontestojne-shtetesine-e-kosoves-pavaresisht-vendimit-te-gjnd-se/
https://sbunker.org/en/disinfo/manipulimi-i-zyrtareve-ruse-me-rezoluten-1244/
https://sbunker.org/en/disinfo/manipulimi-i-zyrtareve-ruse-me-rezoluten-1244/
https://sbunker.org/en/disinfo/propaganda-e-vulinit-akuzon-kosoven-per-tradhti-ndaj-shba-se/
https://sbunker.org/en/disinfo/propaganda-e-vulinit-akuzon-kosoven-per-tradhti-ndaj-shba-se/
https://sbunker.org/en/disinfo/dematnohen-pretendimet-per-mundesine-e-largimit-te-trupave-amerikane-nga-kosova/
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MONTENEGRO

Between January and March 2025, Montenegro faced a turbulent mix of political crisis, institutional 

gridlock and growing public frustration challenges that now threaten to stall the country’s 

path toward EU membership, laying the foundation for disinformation within the information 

ecosystem. 

Political turmoil was triggered in late December 2024, when opposition parties initiated a 

blockade of parliamentary proceedings in response to the dismissal of Constitutional Court judge 

Dragana Đuranović. The opposition claimed the decision violated constitutional norms, framing 

it as a politically motivated attack on judicial independence. The blockade effectively paralyzed 

legislative activity and prevented the adoption of the 2025 state budget, forcing the government 

to operate under a provisional financing arrangement.

Tensions escalated in February when several opposition MPs were suspended for disrupting 

parliamentary sessions. This deepened the divide between parties and showed just how fragile 

political cooperation has become. Without basic trust between institutions, Montenegro’s ability 

to move forward with reforms is increasingly uncertain.

At the same time, a national tragedy shook the country. On January 1, a mass shooting in the city 

of Cetinje left 12 people dead, including two children. The public reacted with grief and anger. 

Many blamed the security institutions for failing to prevent the violence and demanded the 

resignations of top officials. With protesters calling for the resignations of the Minister of Interior 

and the Deputy Prime Minister responsible for security, the incident exposed serious weaknesses 

in Montenegro’s ability to manage crises and protect its citizens. 

In the midst of these internal challenges, EU Enlargement Commissioner Marta Kos visited 

Podgorica to remind leaders that EU membership is still within reach. She called it a “historic 

opportunity,” but made clear that it depends on political unity and meaningful dialogue. 

https://europeanwesternbalkans.com/2025/04/03/political-turmoil-over-constitutional-court-dispute-a-challenge-to-the-montenegrin-eu-reform-path/
https://www.gov.me/en/article/prime-ministers-office-failure-to-adopt-the-2025-budget-threatens-increased-pension-payments-implementation-of-capital-projects-and-repayment-of-old-debts
https://en.vijesti.me/news-b/politika/743704/Mandic-suspends-opposition-MPs-for-15-days%3B-obligations-to-citizens-cannot-wait-any-longer
https://www.bbc.com/news/articles/c2kx7qj8z4wo
https://www.euronews.com/my-europe/2025/01/06/montenegrins-demand-top-security-officials-resign-after-12-killed-in-mass-shooting
https://enlargement.ec.europa.eu/news/commissioner-kos-travels-montenegro-take-stock-eu-accession-negotiations-2025-01-15_en
https://europeanwesternbalkans.com/2025/01/16/kos-in-podgorica-eu-integration-process-requires-the-consensus-of-all-political-actors/
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Most 
impactful 
themes 

Most impactful narratives Most impactful disinformation 

instances

Tragedy in 
Cetinje

`` Montenegrins are against 
Serbs

`` 	The protest was not 
supported by citizens 

`` 	The killer from Cetinje “called for the killing 
of Serbs” before the massacre

`` 	A handful of people that doesn’t know where 
to go tomorrow

Anti-EU `` The EU will dissolve

`` 	The EU is not democratic

`` 	The EU has double 
standards

`` 	EU on the brink of bankruptcy: On the brink 
of a financial abyss due to rising arms costs

`` 	Democracy simulation: If AfD wins, the 
election will be annulled

War in 
Ukraine

`` 	The EU does not support 
Ukraine anymore

`` 	Ukraine is against 
Zelenskyy

`` 	Scandalous message from the EU: Kaja 
Kallas strongly supported the continuation 
of the war

`` 	Zelenski no longer has confidence even in 
his parliament

https://www.raskrinkavanje.me/analiza/alo-lazno-tvrdio-da-je-ubica-sa-cetinja-pred-masakr-pozivao-na-ubistvo-srba/
https://www.raskrinkavanje.me/analiza/alo-lazno-tvrdio-da-je-ubica-sa-cetinja-pred-masakr-pozivao-na-ubistvo-srba/
https://www.raskrinkavanje.me/analiza/fotografijama-sa-pocetka-blokade-zele-da-umanje-broj-prisutnih/
https://www.raskrinkavanje.me/analiza/eu-nije-pred-bankrotom/
https://www.raskrinkavanje.me/analiza/dezinformacije-o-eu-uoci-njemackih-izbora/
https://www.raskrinkavanje.me/analiza/kaja-kalas-nije-podrzala-nastavak-rata-u-ukrajini/
https://www.raskrinkavanje.me/analiza/kaja-kalas-nije-podrzala-nastavak-rata-u-ukrajini/
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NORTH MACEDONIA

In the first quarter of 2025, North Macedonia experienced a convergence of local crises and global 

influence anti-Ukrainian and anti-Western campaigns, highlighting how domestic fragilities 

continue to be exploited by both internal actors and transnational disinformation networks. 

Simultaneously, anti-vaccination disinformation resurfaced during the winter months, exploiting 

seasonal health anxieties and lingering public distrust in institutions.

In February, the celebration of Saint Sava, a holiday intended to foster peace and honor the 

Serbian community, was co-opted by political figures promoting divisive rhetoric. Milorad Dodik, 

President of Republika Srpska, and Ivan Stoilković, Deputy Prime Minister of North Macedonia, 

used the platform to glorify Serbian President Aleksandar Vučić, deny war crimes, and justify 

Russia’s invasion of Ukraine as a ‘defensive move’ against NATO. Their speeches sparked 

public backlash and raised concerns over the instrumentalization of cultural events to spread 

disinformation, historical revisionism, and geopolitical propaganda.

Another important event in February was the opening of a Rumble branch in North Macedonia, 

led by Kris Pavlovski, a Canadian-American businessman of Macedonian origin depicted by local 

politicians as a member of Trump inner circle. The move reflects growing local ties to global 

digital platforms linked to influential U.S. figures. However, Rumble’s lax content moderation has 

raised concerns over the spread of disinformation, conspiracy theories, and hate speech in the 

region.

On March 16, a devastating fire at the “Pulse” nightclub in Kochani, claimed the lives of 62 young 

people and left over 150 injured. This national tragedy quickly moved beyond grief and sparked 

protests. It revealed deep, systemic problems, ranging from corruption and illegal business 

licensing to dangerously inadequate safety standards and emergency infrastructure. While 

public outrage focused on institutional failure and demanded reform, the information space was 

simultaneously polluted by conspiracy theories and anti-Western disinformation, with some 

falsely blaming foreign actors for the protest. This mix of trauma, disinformation and fostering of 

self-censorship further eroded public trust in the institutions.

https://vistinomer.mk/kako-ruskata-propaganda-gleda-diktator-vo-zelenski-i-ja-prefrla-odgovornosta-za-vojnata-vrz-ukraina/
https://truthmeter.mk/counterspin-stoilkovic-and-dodik-with-love-from-skopje-only-for-belgrade-and-moscow/
https://www.cereport.eu/news/politics/81840
https://english.gazetatema.net/kosovo-region/north-macedonia-faces-backlash-after-meeting-with-dodik-i338316
https://sdk.mk/index.php/makedonija/na-slavata-sveti-sava-vo-mnt-vo-skopje-dodik-gi-napadna-amerika-nato-i-eu-mitskoski-ne-ochekuval-od-nego-da-go-zloupotrebi-nastanot/
https://sdk.mk/index.php/makedonija/na-slavata-sveti-sava-vo-mnt-vo-skopje-dodik-gi-napadna-amerika-nato-i-eu-mitskoski-ne-ochekuval-od-nego-da-go-zloupotrebi-nastanot/
https://vistinomer.mk/kakvi-se-pravilata-na-rambl-brzorastechkata-platforma-so-pretstavnishtvo-vo-makedonija/
https://www.wired.com/story/rumble-sends-viewers-tumbling-toward-misinformation/
https://edition.cnn.com/2025/03/16/europe/north-macedonia-night-club-fire-intl/index.html
https://vistinomer.mk/pozharot-vo-kochani-ne-e-zlodelo-na-prozapadnata-vlast-so-cel-unishtuvanje-na-makedoncite/
https://safejournalists.net/north-macedonia-media-coverage-of-tragedy-in-kocani-must-respect-journalistic-ethics/
https://safejournalists.net/north-macedonia-media-coverage-of-tragedy-in-kocani-must-respect-journalistic-ethics/
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Additionally, disinformation narratives originating from the United States, particularly tied to the 

politics of U.S. President Donald Trump and his appointments began circulating on social media. 

This content was often decontextualized or distorted and used to reinforce  anti-democratic and 

anti-EU sentiment adding to the local context.

Most 
impactful 
themes 

Most impactful narratives Most impactful disinformation 

Fire at the 
nightclub in 
Kochani

`` The fire was deliberately 
set

`` The fire was orchestrated 
by the deep state

`` Orchestrated attempts to 
destabilize the country

`` The catastrophe was caused by the 
structures of the “deep state” in Macedonia, 
all with the aim of changing the government

`` Western servants from all parties in power 
— this tragedy will be just another chapter in 
the destruction of the Macedonian people

Suspension 
of USAID 
funding

`` USAID is a criminal 
organization 

`` USAID financed the war in 
Ukraine

`` USAID is wasting taxpayer 
money on absurd, 
inappropriate aid to 
enemies or unstable 
regions like Gaza

`` USAID paid Hollywood actors to visit Ukraine

`` 4 million from USAID for Ben Stiller to film 
Rambo 8 with Zelensky

`` US spent 50 million on condoms in Gaza

Anti-
vaccination

`` Vaccines are not safe

`` Vaccines can cause cancer

`` Governments and 
pharmaceutical companies 
are hiding the risks from 
the public

`` Unexplained deaths among children have 
been occurring

`` Experimental Covid vaccine that caused 
cancer

https://truthmeter.mk/while-the-west-fights-over-ukraine-the-kremlins-supporters-celebrate-in-our-country/
https://vistinomer.mk/tramp-ne-izjavil-deka-eu-kje-bide-iskluchena-od-pregovorite-za-stavanje-kraj-na-vojnata-vo-ukraina/
https://vistinomer.mk/nema-dokazi-deka-pozharot-vo-kochani-bil-podmetnat-nitu-deka-e-povrzan-so-strukturi-od-dlabokata-drzhava/
https://vistinomer.mk/nema-dokazi-deka-pozharot-vo-kochani-bil-podmetnat-nitu-deka-e-povrzan-so-strukturi-od-dlabokata-drzhava/
https://vistinomer.mk/pozharot-vo-kochani-ne-e-zlodelo-na-prozapadnata-vlast-so-cel-unishtuvanje-na-makedoncite/
https://vistinomer.mk/objava-preku-lazhno-video-tvrdi-deka-usaid-im-plakjala-na-holivudski-akteri-za-da-ja-posetat-ukraina/
https://vistinomer.mk/objava-preku-lazhno-video-tvrdi-deka-usaid-im-plakjala-na-holivudski-akteri-za-da-ja-posetat-ukraina/
https://vistinomer.mk/tendenciozno-i-bez-dokazi-se-tvrdi-deka-sad-potroshile-50-milioni-dolari-na-kondomi-vo-gaza/
https://vistinomer.mk/smrtta-na-chetirigodishnoto-dete-vo-struga-nema-nikakva-vrska-so-vakcinite/
https://vistinomer.mk/vakcinite-na-fajzer-protiv-kovid-19-ne-predizvikuvaat-rak/
https://vistinomer.mk/vakcinite-na-fajzer-protiv-kovid-19-ne-predizvikuvaat-rak/
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SERBIA

In early 2025, Serbia became the stage for a significant wave of student-led protests following 

a tragic incident, the fatal collapse of a canopy at the Novi Sad railway station. Public outrage 

quickly turned into demands for transparency, accountability, and justice. However, instead 

of addressing these legitimate concerns, the government and its aligned media launched a 

calculated disinformation campaign to discredit the movement.

Major pro-government outlets, such as Informer and Alo, portrayed the protests not as a civic 

response to systemic failures, but as part of a foreign-orchestrated plot. The demonstrations 

were framed as a “color revolution”, a term often used in the region to evoke regime change 

movements allegedly sponsored by Western intelligence services, opposition parties, and 

foreign-funded NGOs. This narrative aimed to delegitimize the protesters and shift public 

attention away from state responsibility.

The spread of disinformation didn’t stop at the protests. Around the same period, new sanctions 

were imposed on Serbia’s state-owned oil company, NIS, due to its ties to Russian ownership. 

Pro-Russian and conspiratorial sources exploited this development to claim that President Vučić 

was planning to nationalize NIS so it could be handed over to U.S. interests, or that Serbia was 

being coerced into breaking its alliance with Russia. These claims misrepresented the actual 

legal and geopolitical dimensions of the sanctions, further muddying public understanding.

As the protests grew, so did their visibility. Student activists organized 24-hour blockades  in 

front of the public broadcaster RTS, demanding objective and timely coverage of the movement. 

While some journalists within RTS reportedly showed sympathy toward the cause, pro-

government media quickly turned in accusing RTS of siding with anti-state forces. This created 

internal tension within public media institutions and signaled how even moderate voices could 

be targeted in the climate of distrust.

International organizations also became targets. USAID, which has a long-standing role in 

supporting democratic development and civil society in Serbia, was falsely accused of funding 

protest organizers. The intent behind this accusation was clear: to paint foreign support for civic 

engagement as a threat to national sovereignty, and to erode public confidence in international 

partnerships.

https://www.dw.com/en/serbia-students-mark-100-days-since-deadly-canopy-collapse/a-71554521
https://www.isac-fund.org/en/programmes/regional-initiative-to-combat-disinformation/analysis-of-the-narrative-criticism-of-public-broadcasting-service-reporting-radio-television-of-serbia-on-student-and-civilian-protests
https://informer.rs/politika/vesti/984315/olivera-kovacevic-protesti-studenti
https://www.alo.rs/vesti/politika/1010270/rts-isti-kao-n1-protiv-kakvog-tacno-izvestavanje-se-bore/vest
https://www.reuters.com/business/energy/serbias-nis-oil-firm-gets-new-sanctions-waiver-us-2025-04-26/
https://dailywrap.net/en-ca/serbias-media-protests-voices-rise-against-rts-coverage,7115505344526465a
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Tensions reached a peak on March 15, when over 300,000 people gathered in what became the 

largest protest in recent Serbian history. During a 15-minute silence in memory of the victims of 

the Novi Sad tragedy, sudden chaos broke out—allegedly triggered by the use of a sound cannon 

to disperse the crowd. Although officials initially denied its use, they later issued conflicting 

statements, which only intensified public mistrust. The incident became a powerful symbol of 

how the government’s disinformation tactics combined with institutional opacity can escalate 

public confusion and deepen societal divisions.

Ultimately, the events of early 2025 in Serbia illustrate how disinformation is not just about false 

claims, it’s a strategy used to delegitimize dissent, distort public discourse, and protect those in 

power from accountability.

Most 
impactful 
themes 

Most impactful narratives Most impactful disinformation 

instances

Student 
protests

`` 	Foreign-funded attempts to 
destabilize and overthrow the state

`` 	Orchestrated attempts to 
destabilize the country and 
undermine the state

`` 	Color revolution scenario being 
imported into the country

`` 	The sound cannon was not used at 
the protests

`` They received millions from USAID 
to organize political protests in 
Serbia

`` 	Shocking revelations about a plan 
by Western intelligence agencies 
to topple the government in Serbia

`` 	The Ministry of the Interior 
responds with a denial

Regional 
Military Pact 
Formed to 
Encircle and 
Threaten 
Serbia

`` 	Croatia, Albania, and Pristina are 
negotiating military cooperation

`` 	NATO and EU  -arming and 
mobilizing Serbia’s neighbors

`` 	Kosovo’s participation is 
illegitimate

`` 	A triple pact against Serbia

`` 	What is the aim of the Declaration 
on military cooperation between 
Croatia, Albania and Kosovo?

https://edition.cnn.com/2025/03/15/europe/serbias-protests-saturday-ap-intl/index.html
https://en.wikipedia.org/wiki/Long-range_acoustic_device
https://www.politico.eu/article/serbia-protests-president-aleksander-vucic-corruption-belgrade-country-europe/
https://www.isac-fund.org/en/programmes/regional-initiative-to-combat-disinformation/analysis-of-the-news-exposed-they-received-millions-from-usaid-to-organize-political-protests-in-serbia
https://www.isac-fund.org/en/news/analysis-of-the-narrative-reporting-by-pro-government-media-on-the-student-civil-protests-as-a-means-of-destabilizing-and-overthrowing-the-state
https://www.isac-fund.org/en/programmes/regional-initiative-to-combat-disinformation/analysis-of-the-news-the-ministry-of-the-interior-responds-with-a-denial-the-sound-cannon-was-not-used-heres-what-the-anti-drone-gun-looks-like
https://www.isac-fund.org/en/programmes/regional-initiative-to-combat-disinformation/analysis-of-the-news-why-croatia-albania-and-pristina-are-negotiating-military-cooperation-a-triple-pact-against-serbia
https://europeanwesternbalkans.com/2025/03/24/what-is-the-aim-of-the-declaration-on-military-cooperation-between-croatia-albania-and-kosovo/
https://europeanwesternbalkans.com/2025/03/24/what-is-the-aim-of-the-declaration-on-military-cooperation-between-croatia-albania-and-kosovo/
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Across the Western Balkans, disinformation remains a powerful tool for undermining democratic 

processes, polarizing societies, and distorting public debate. From January to mid-2025, a new 

wave of narratives, often aligned with Russian interests intertwined with local political agendas, 

have been used to discredit protests, disrupt electoral processes, and weaken public trust in 

institutions.

Delegitimizing protest movements

A recurring tactic across the region is the framing of public protests as foreign-orchestrated 

operations. In both Serbia and North Macedonia, demonstrations sparked by domestic tragedies, 

such as the Novi Sad canopy collapse or the Kochani nightclub fire, have been portrayed as part 

of Western plots. Protesters, particularly students and youth, are often labeled as manipulated 

agents serving political purposes, rather than engaged citizens demanding accountability. These 

narratives not only seek to suppress dissent but also distract from the systemic failures that 

sparked the protests.

In Serbia, where protests have broadened to include educators and farmers, disinformation 

campaigns aim to portray the movement as a destabilizing force. Messaging focuses on 

presenting calls for new elections as threats to national security, while regime-friendly media 

amplify the voices of right-wing groups to counter the protests and sow division.

Weakening EU credibility and reinforcing Anti-Western sentiment

The Western Balkan region continues to suffer from EU accession fatigue. The slow and 

inconsistent progress toward EU membership has fueled skepticism, providing fertile ground for 

disinformation. Across the region, the EU is increasingly framed as a hypocritical actor imposing 

politically motivated conditions, infringing on national sovereignty, and interfering in internal 

KEEP AN EYE OUT FOR 
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affairs. This anti-EU messaging is especially strong in Montenegro, where political instability 

and weak institutional responses to falsehoods allow disinformation to spread unchecked—

undermining democratic institutions and delaying reform at the time when EU officials declare 

that “Montenegro is the most advanced country” on the EU accession path,  closer than ever to 

final negotiations.

Meanwhile, Russia remains central to the disinformation ecosystem in the Balkans. Pro-Russian 

narratives portray the EU and NATO as destabilizing forces, drawing comparisons between their 

role in Ukraine and their involvement in the region. Russia, by contrast, is cast as a defender 

of sovereignty and regional stability, particularly in Serbian media and Russian-linked channels 

operating across the Balkans. Additionally, efforts in anti-EU disinformation campaigns portraying 

democracy as a nonfunctional system and the West being unable to provide systemic solutions 

are further undermining public trust and contributing to citizens’ passive and low participation in 

democratic processes. 

Weaponizing social and cultural divides

As Pride events are scheduled in multiple countries during May and June, anti-LGBTQ disinformation 

is expected to  increase. Such campaigns typically frame LGBTQ rights as a “Western import” 

that threatens national identity and moral values. Organizers are falsely accused of being foreign 

agents, while Pride parades are portrayed as tools of EU or U.S. influence. These narratives are 

designed not just to stigmatize the LGBTQ community, but to reinforce broader anti-Western 

resentment and deepen social polarization.

Country-Specific Vulnerabilities

●	 As global tensions escalate due to the Israel-Iran conflict, Albania is expected to 

become a potential target for new wave of disinformation and cyber disruptions, due 

to its alignment with the West and past experience with Iranian-sponsored cyber-

attacks.Additionally, Albania has been sheltering MEK (People’s Mojahedin Organization 

of Iran) Iran’s opposition movement in Ashraf 3 camp near Durres, making Albania`s 

information environment vulnerable to manipulated information framing the country 

as a potential battleground on the geopolitical scene.  Disinformation campaigns are 

expected to intensify in the upcoming period, exploiting national fears that deceptively 

suggest either future military (or nuclear) strikes, strongly affecting public trust and 

simultaneously affecting the support for EU integration.

●	 Bosnia and Herzegovina: As the anniversary of the Srebrenica genocide approaches, 

denialism and historical revisionism are expected to intensify. Pro-Russian and Serbian 

nationalist sources often downplay or deny the genocide, portraying it instead as a 

https://neighbourhood-enlargement.ec.europa.eu/system/files/2023-11/Montenegro Report 2023.pdf
https://ec.europa.eu/commission/presscorner/detail/en/mex_25_268
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  civil conflict or disputing the number of victims. These campaigns aim to delegitimize 

international recognition of the genocide and are used to accuse the West of politically 

targeting Republika Srpska and undermining Serbian identity.

●	 Kosovo: Disinformation will likely increase amid the ongoing political deadlock. Narratives 

accusing political parties of secret deals, vote-buying, or corruption may be used to 

erode trust in the Assembly and electoral processes. Speculative claims, such as Srpska 

Lista cooperating with Vetëvendosje, could inflame ethnic tensions, especially in the 

north. Meanwhile, Russian and Serbian-linked media continue to push the notion of 

Kosovo as a “failed state,” abandoned by the West.

●	 Montenegro: With institutional mechanisms to counter disinformation still weak, the 

country remains highly vulnerable to both domestic and foreign narratives. Ongoing 

political conflict between the government and opposition is exploited to spread 

confusion, promote extremist views, and erode public trust further stalling Montenegro’s 

EU aspirations.

●	 North Macedonia: The aftermath of the Kochani fire continues to be manipulated for 

political purposes. Narratives portraying protests as part of a “new Colorful Revolution” 

aim to delegitimize public outrage and dismiss calls for accountability. Students and 

civil society organizations are targeted by smear campaigns that paint them as tools 

of foreign intervention. These tactics are designed to suppress public pressure, shift 

blame away from the government, and weaken momentum for reform.

●	 Serbia is on the verge of an all-out media regulatory crisis, which is expected to undermine 

the information environment and strengthen the disinformation ecosystem. The 

extremely controversial process for appointing new members to the Regulatory Authority 

for Electronic Media (REM) Council resulted in the selection of only pro-government 

candidates, after 78 independent proposers withdrew the candidacy of 16 nominees 

due to the rejection of 30 formal objections. This Council is the primary regulatory body 

for all electronic media in Serbia, with the authority to oversee content—particularly 

during election periods. Its politicization represents a violation of EU standards on media 

freedom and electoral integrity, paving the way for an increase in disinformation.

The Western Balkans face a persistent threat from organized disinformation campaigns that 

exploit societal divisions, discredit civic activism, and undermine Euro-Atlantic integration. 

These narratives are not random, they are strategic, coordinated, and increasingly transnational. 

Addressing this challenge requires not only stronger institutional resilience but also public 

awareness, regional cooperation, and proactive engagement from both domestic and 

international partners.
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