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Foundation for Internet and Society

Request for Proposals (RFP)

Procurement of a “News Alert” Al supported Software Solution
Issuer: Metamorphosis Foundation for Internet and Society (Skopje, North Macedonia)
RFP Project No. 4000005359

Issue Date: 08.04.2025
Submission Deadline: 30.04.2025, 17:00 CET/CEST
Contact for Clarifications: filip@metamorphosis.org.mk

Project context: This procurement is conducted under the Western Balkans Anti-Disinformation
Hub (WBADH) project, supported by the Kingdom of the Netherlands. The project’s main goal is
to expose foreign malign influence in the Western Balkans by debunking and mapping the flow of
disinformation, misinformation, and propaganda originating from external actors across the
region.

1) Background and Purpose

Metamorphosis Foundation seeks to procure and deploy a software solution (“News Alert”) that
ingests news items, processes them using Al-assisted features (clustering, sentiment, similarity,
categorization), and automatically produces an alert draft for editorial review and publication. The
objective is to streamline monitoring and alerting workflows while preserving human oversight and
editorial control.

2) Scope of Work

The selected Contractor will design, build, test, document, and deploy the News Alert solution on
Metamorphosis infrastructure, integrate it with required external services (including Google
authentication and OpenAl/ChatGPT APIs), and provide training, warranty, and support as
specified below.

3) Technical Specifications (Mandatory)
The solution must implement the following features and behaviors:
1. News ingestion — manual / automatic / semi-automatic (one item at a time)

A web interface shall accept a URL (e.g., https.//portalb.mk/nxenesit-e-tetoves-perballen-me-
mungese-librash-pavaresisht-milionave-te-shpenzuara/). The system attempts to fetch and
parse the article (headline, body, author if available, timestamp, source). Where automated
fetching is not possible due to source restrictions (e.g., Portalb limitations), the interface shall
allow manual entry and editing of the news text and metadata.

2. News processing pipeline
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Clustering with previously ingested news as well as articles from existing databases;
sentiment extraction; similarity scoring with prior items; feature identification (e.g., category,
topic, entities). Processing must be re-runnable to reflect models, taxonomies, or prior corpus
updates.

3. Scheduler (Cron job)

A configurable scheduler runs at least two (2) times per day to process newly ingested items
and (re)compute features and alerts.

4. Al-assisted alert generation

The system recalculates features using the most recent 24—48 hours of news (configurable in
line with the Cron schedule). It produces an alert draft (headline + body + suggested
tags/categories + suggested sources/links). The draft is pushed into the internal
portal/editorial queue for review.

5. Editorial editing

Authorized users can edit the published alert draft in a rich text (HTML) editor before
publication (and make post-publication edits, with version history).

6. Publication

One-click “Copy & Paste” or equivalent workflow to publish alerts publicly on the target portal
(or export as HTML/Markdown). The system should support permanent links/permalinks for
published alerts.

7. Authentication

User authentication via Google Accounts (OAuth 2.0). Role-based access control (e.g.,
Admin, Editor, Viewer) is required.

8. Al Integration

Integration with OpenAl/ChatGPT API (keys provided and paid by Metamorphosis; not part
of this offer). The solution must allow configuring APl keys per environment and feature
graceful degradation if keys are unavailable.

9. Deployment

Deployment on Metamorphosis servers (Linux preferred) under a custom subdomain
provided by Metamorphosis. The solution must be containerizable (Docker) or otherwise
easily deployable with automated install scripts and environment variables.

3.1 Non-Functional Requirements

e Compatibility & Runtime: Linux server environment; UTF-8; full support for multi-
language content (e.g., Albanian/Macedonian/English) including right diacritics and
search.

o Scalability & Performance: Able to process at least [N] new items/hour and generate an
alert draft within [M] minutes of a scheduled run under typical load.



Reliability: Clear error handling, retry logic for fetch/parsing, and admin notifications on
failures.

Security: HTTPS, secure secrets management (.env or vault), least-privilege access,
input validation and sanitization, audit logs for authentication and publication actions.

Privacy/GDPR: Processing limited to necessary fields; logs, retention, and deletion
controls; privacy notice for users; DPA readiness.

Observability: Basic admin dashboard with job status, last run timestamps, item counts,
error logs.

Documentation: Admin and user guides, architecture overview, APl/config reference, ops
playbook.

4) Deliverables

1.

9.

Solution Design & Implementation: Source code and configuration; reproducible
deployment (Docker or automated scripts); initial taxonomy/categories; model/config
presets.

Environment Setup: Installation and configuration on Metamorphosis servers
(production + [staging/test] if applicable) under the designated subdomain.

Integration: Working Google OAuth and OpenAl/ChatGPT integration; ability to
swap/rotate keys without code changes.

Editorial Portal: Web Ul for ingestion, review, alert drafting, editing, and publication; role-
based access.

Scheduler & Pipelines: Configurable Cron jobs; re-runnable processing with logs.
Testing & Acceptance Package: Test plan, test results, and UAT sign-off checklist.

Documentation: Admin guide, user guide, deployment guide, architecture & data flow,
backup/restore procedures.

Training: One remote training session for up to [X] staff; training materials
(slides/recording).

Warranty & Support: See Section 9.

5) Implementation Timeline (Indicative)

Contract award: 15.05.2025

Kick-off & design: [2 weeks]

Development & internal testing: [4—6 weeks]

UAT & refinements: [2 weeks]

Production deployment & training: [1 week]

Warranty period: [3 months]

Bidders may propose an alternative but realistic schedule.

6) Intellectual Property & Licensing



All developed source code, configuration, and documentation produced under this contract shall
be delivered to Metamorphosis and licensed for perpetual, worldwide, royalty-free use by
Metamorphosis. Third-party/open-source components must be disclosed and use permissive
licenses compatible with this requirement. No vendor lock-in (all environment variables,
build/deploy steps, and data export must be documented).

7) Data Management

Content and metadata stored by the system remain the property of Metamorphosis. The system
must support full export (JSON/CSV + HTML where applicable). Retention periods and backups
should be configurable. Processing of personal data (e.g., user accounts) must comply with
GDPR.

8) Service Levels (SLA) & Support

e Warranty: Minimum three (3) months after acceptance: bug fixes, minor patches,
assistance with configuration.

e Support Hours & Response: Business hours CET/CEST; response within one (1)
business day for normal priority; within four (4) hours for critical production issues.

o Maintenance: Clear procedures for applying updates, rotating API keys, and restoring
from backup.

9) Acceptance Criteria
Metamorphosis will accept the solution when:

o All mandatory technical specifications (Section 3) function as described in production on
Metamorphosis servers.

o UAT scenarios (ingestion manual/automatic, processing, scheduling, Al draft creation,
editorial edit, publication, authentication) pass.

e Documentation, training, and deployment artifacts are complete and validated.

o Performance targets and security checks are satisfied.

10) Vendor Qualifications (Minimum)

o Demonstrated experience delivering Al-assisted editorial/monitoring or similar pipeline
systems.

e Atleast two (2) relevant references in the past three (3) years.

e Technical capacity in secure web app development, OAuth2/OIDC, Linux deployments,
and containerization.

o Team composition with clearly identified Project Manager/Tech Lead.

11) Proposal Format

Proposals must be submitted electronically in readable PDF format or as hard copy documents
and include:

e Cover Letter (signed, authorized representative, proposal validity = 60 days).



Technical Approach (architecture, data flow, ingestion/fetching strategy for restrictive
sources, Al prompt/guardrails approach, security controls, multilingual handling,
observability, deployment method).

Work Plan & Timeline with milestones and responsibilities.

Team & Relevant Experience with CVs and references.

Financial Proposal (fixed price in EUR, without VAT, including work hours; excludes
OpenAl or other Al platforms usage fees, which Metamorphosis will bear).

12) Evaluation & Award

Metamorphosis will evaluate proposals using Best Value for Money. The following weighted
criteria will apply:

Technical quality & compliance: 35%

Team experience & references: 20%

Security, privacy, and reliability approach: 15%
Implementation plan & timeline realism: 10%
Cost competitiveness: 20%

Metamorphosis may request clarifications, conduct interviews/demos, or negotiate scope prior to

award.

13) Administrative Information

Questions/Clarifications: Submit by email to [filip@metamorphosis.org.mk] no later than
[21.04.2025, 17:00 CET/CEST].

Submission: Proposals should be delivered in hard copy to the Metamorphosis
Foundation archive at the address str. Franklin Ruzvelt 19, 1000 Skopje, North Macedonia
or submitted in electronic format by email to filip@metamorphosis.org.mk with subject
“‘RFP — News Alert — [Vendor Name]’

Validity: Proposals must remain valid for at least 120 days from the submission deadline.
Confidentiality: All information provided by Metamorphosis is confidential and may not
be disclosed without prior written consent.

Right to Cancel: Metamorphosis reserves the right to accept or reject any proposal and/or
cancel the procurement at any time without incurring liability.

Limitations: Each bidder can participate with one offer only.

14) Compliance Checklist (to be completed by Bidder)

All mandatory features in Section 3 addressed
Linux deployment & subdomain readiness
Google OAuth2 integration plan
OpenAl/ChatGPT integration (keys externalized)
Documentation & training included
SLA/warranty included

Source code/IP and licensing terms accepted
GDPR and security controls described
Fixed-price EUR budget provided (without VAT)
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