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Summary

2024 with around 65 elections globally has been one of the biggest democratic tests with almost
half of the world population voting. Historic year, not exclusively due to the magnitude of the
elections, but to the battles of the democracies defending themselves from the clear and growing
threat of anti-democratic disinformation and malign operations influencing the elections. The
end game has drawn a very clear wedge between democracies and autocratic populists

mimicking democracies.

Elections in the Western Balkans have been following the same pattern of challenges that every
other democratic process has been facing for the last three decades since Yugoslavia's
breakdown. Although there are vast differences from country to country, generally the region has
gone through electoral reforms that have eliminated the severe forms of election irregularities
(with occasional exceptions). However, information manipulation and disinformation
propaganda not only have remained a common tool in the parties toolbox all over the region, but
they have evolved and have become the most powerful weapon both during and between election

cycles, often used by foreign actors for interference as much as the domestic ones.

Taking into consideration the background of the electoral reforms, the following analysis
explores the role of information manipulation and disinformation in undermining democratic
electoral integrity across the Western Balkans. Drawing on the work and experience from leading
regional watchdogs and anti-disinformation organizations, this analysis will explore Kkey
vulnerabilities in disinformation affecting electoral processes, cross-border narratives, and
malign influence operations. While each country features specific and different factors, the
overarching tendency is one of growing digital manipulation aimed at eroding democratic trust,

discrediting reform-oriented actors and discouraging citizens from participation in elections.

Although different narratives function in different countries, supernarratives work across the
board. The supernarratives that are further translated into the national specific narratives also
indicate the presence of a regional strategy being deployed as a malign influence. Based on

extensive media monitoring and analysis done by the leading anti-disinformation organizations
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in the region, anti-West and anti-democratic supernarratives dominate the information
environment of the region without exceptions, indicating the clear goal of the regional strategy,
which is to undermine the democratic system as such and dismantle it into an autocratic one.
This is the main reason why information manipulation and disinformation operations are

targeting elections as the core for democratic setup.

Although all six Governments in the region declare EU orientation and have initiated some form
of accession process, yet none of them are actively reforming or placing policies that will
specifically protect the elections from foreign information manipulation, disinformation or
malign operations, therefore preserving the Euro-Atlantic democratic path. Moreover, three out
of six Western Balkan countries are NATO members with full responsibilities based on Article 3
from the North-Atlantic Treaty, however none of them have placed functional security
mechanisms for protection of the countries from foreign hybrid threats, or the elections from
foreign information manipulation, disinformation or malign operations. Weak or no regulation,
media capture and low media literacy has contributed to structural enabling of partisan bot farms

and inauthentic online behaviour influencing the public opinion in voting.

Besides exploring the effects and vulnerabilities that enable disinformation to affect the election
cycles and erode democratic trust of citizens, this analysis also gives recommendations based on
best practices as well as the country-specific factors that influence the information environment

nationally and regionally.

Elections in the Western Balkans remain highly vulnerable to disinformation, with weak
regulations, captured media and low media literacy enabling domestic and foreign actors to

distort debates, polarize voters and erode trust in institutions.

Without systemic reforms and a whole-of-society response, this environment risks undermining

participation, democratic stability and the region’s Euro-Atlantic trajectory.
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Western Balkans regional overview: Shared threats, divergent
responses

2024 had around 65 elections globally, with almost half of the world population voting.

It has been one of the biggest democratic tests in recent history. Regardless of the end
results and whether autocratic forces have managed to influence the elections, a
notorious fact is that extreme anti-democratic actors are having a momentum and will
continue to use it wisely. It is even more clear that foreign or domestic, anti-democratic
actors have used this round of elections as a playground, notably checking what works

and where. Unlike them, the proponents of democracy globally were trying different

strategies for defending the democratic elections. This claim, however, does not apply to
the Western Balkans, which demonstrated lack of both legislation and visible action to

counter the malign influences and disinformation campaigns.

Western Balkans have notably been more susceptible to disinformation campaigns

during electoral cycles reflecting both domestic political struggles and foreign strategic
interests. Some experts claim that the factor that leads to this is having domestic actors

who do not shy away from alignment with global anti-democratic strategies as means to

get in power enhancing political polarization, while others attribute it to weak porous

media landscapes and unresolved historical disputes. Almost all six countries

experienced domestic anti-democratic actors sharing or adapting narratives that have
been used by anti-west autocrats, few of them running their own candidates in the

elections. Unlike Romania or a few other European countries that have set the example

by carefully using every democratic tool in the toolbox to protect the citizen's rights on
free choice, access to information, free will and democracy in general, Western Balkans

governments and courts barely look at the toolbox. Declaration wise, most political actors

declared the fight against disinformation, information manipulation and malign


https://eu.boell.org/en/2025/01/20/world-elects-assessing-super-election-year-2024
https://www.idea.int/publications/catalogue/review-2024-super-cycle-year-elections-trends-challenges-and-opportunities
https://www.idea.int/publications/catalogue/review-2024-super-cycle-year-elections-trends-challenges-and-opportunities
https://www.nato.int/docu/review/articles/2020/12/21/disinformation-in-the-western-balkans/index.html
https://www.nato.int/docu/review/articles/2020/12/21/disinformation-in-the-western-balkans/index.html
https://www.isdglobal.org/isd-publications/monitoring-influence-disinformation-campaigns-in-the-western-balkans-mediweb/#:~:text=The%20study%20also%20identifies%20emergent,Europe%20to%20gain%20an%20advantage.
https://www.atlanticcouncil.org/blogs/new-atlanticist/the-western-balkans-a-growing-disinformation-battleground/#:~:text=Serbia%20and%20other%20Western%20Balkan,remain%20elusive%20throughout%20the%20region.
https://www.atlanticcouncil.org/blogs/new-atlanticist/the-western-balkans-a-growing-disinformation-battleground/#:~:text=Serbia%20and%20other%20Western%20Balkan,remain%20elusive%20throughout%20the%20region.
https://www.cidob.org/en/publications/disinformation-and-eu-enlargement-instability-and-battle-narratives-eastern#:~:text=However%2C%20besides%20the%20Serbian%20case%2C%20there%20are,member%20states%2C%20for%20example%20Bulgaria%20and%20Greece.
https://www.ifes.org/publications/romanian-2024-election-annulment-addressing-emerging-threats-electoral-integrity
https://carnegieendowment.org/research/2025/01/european-democracy-support-annual-review-2024?lang=en
https://www.amo.cz/wp-content/uploads/2023/11/Electoral_Disinformation_in_the_WB.pdf
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influence, however real measures particularly protecting the elections have not taken

place.

Lack of any serious institutional effort to protect the democratic spirit of the elections,

has been an entry point for foreign narratives often exploiting unresolved ethnic

tensions, skepticism toward Euro-Atlantic integration, and institutional distrust, to

overflow the public discourse during elections and affect citizens' support. This has been
further intensified by political parties, which reportedly identified that the lower a
citizen's vote turnout is, the better chances they have of winning by mobilizing solely
their supporters and members. Besides North Macedonia where political parties in
power change was visible early before elections, all other Western Balkan countries have
shown a decline in percentage of vote turnout in the latest elections compared to the

previous one.

Democracy works. The focus of anti-democratic actors’ on dismantling
democratic elections is the proof for it.

Influencing elections is the fastest and safest way to change the course of any country
hiding behind the legitimacy of the people. The last decade and the sharp turns in the
international positioning of the countries is a strong indicator for that. Even more so,
when those sudden shifts occur only after a very close election or referendum win. Many
of the leaders use the “will of majority of the people” given at elections as a legit
justification for the policies that they are introducing during their mandate. However,
this might be mathematically wrong, not only in sense of questioning the ethics behind
calling 51% a majority, but in sense of the fact that winning elections usually requires
51% of the combined votes of the participants in the elections, thus the winner can be
the one with the strongest coalition capacity, which sometimes is not the one with

majority votes. This math, well known to the political parties in the Western Balkans, is


https://octopusinstitute.org/hybrid-warfare-and-the-importance-of-elections-in-geopolitics-north-macedonia-as-a-part-of-the-west-or-returning-to-the-sphere-of-russia-and-serbia-2/#:~:text=Disinformation%20campaigns%2C%20a%20key%20element%20of%20hybrid,divisions%2C%20weakening%20public%20support%20for%20pro%2DWestern%20reforms.
https://re-engaging.eu/the-interest-of-values-the-eus-democracy-promotion-in-the-western-balkans-and-the-eastern-neighbourhood/#:~:text=But%20this%20complicated%20the%20enlargement%20process%2C%20likely,reforms%20for%20some%20countries%20in%20the%20region.
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motivating them to focus all resources into mobilization solely of party members and
supporters, ensuring the numbers place them either in the group with larger support, or
in the group that will decide the elections by contributing their votes into the 51%
majority coalition. In the Western Balkans, attracting and mobilizing party supporters
often leads to populistic communication and political strategies, shifting the language
into stronger nationalism and even radicalism, deviating the parties further away from
democracy and the language of togetherness and reconciliation. This type of partisan
strategies also repel undecided and nonpartisan citizens from participation in the
elections and in political life in general, further shrinking the space for democratic

elections expressing the will of as many as possible citizens.

Lastly, this spiral is opening up the doors for global anti-democratic actors, who see the
Western Balkans actual political society as a playground with domestic allies. By further
enhancing already strong anti-west and anti-democratic narratives, and having them
“translated” by national actors in different countries to different circumstances, the anti-

democrats position themselves as very popular therefore very influential in the region,

particularly among youth. This public discourse, along with the already weak media

landscape and the political parties’ language mobilizing supporters, creates an
atmosphere where undecided nonpartisan citizens refuse to participate in the elections,
making it the weakest link for autocrats to target and influence them, achieving getting
an populistic autocrat in power through democratic methods thus proving that

democracy paradoxically works.


https://www.ned.org/the-struggle-against-authoritarian-influence-in-the-western-balkans-montenegro-as-a-test-case/
https://www.tandfonline.com/doi/epdf/10.1080/10758216.2020.1757468?needAccess=true
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The democrats are not doing enough to preserve democracy from the
autocrats. At least not for the Western Balkans.

with just Albania still having a Government strongly committed to the Euro-Atlantic path.
The Euro-Atlantic community on the other hand is doing little to nothing to ensure that
the Western Balkans will stay on the Euro-Atlantic path, and the protection of elections

or the lack of one is the crown jewel of evidence in that thesis.

With the exception of Albania's progressing focus on the EU, the rest of the government's

commitments to EU or NATO remain declarative. As democratic institutions remain

brittle and challenged on a daily basis, country progress reports decline, political elites

heavily engaging in power amalgamation, leading to a weak media landscape enabling
the disinformation chaos and the use of information manipulation operations. Narratives
that exploit ethnic divisions for short-term political gain remain in the communication

strategies of the domestic political actors. EU and NATO required_reforms on judicial

independence, rule of law, and anti-corruption are diluted and performed only for the

sake of ticking boxes in progress reports. Protecting democracy in elections has fallen off

the leader for the political party leaders, which seem to use state resources and
institutions to entrench their positions, weakening the very foundations of democratic
governance. Lack of official and real measures countering disinformation and
information manipulation operations, prove the absence of political will to act both under
Article 3 of the North-Atlantic Treaty for the NATO members, or the Chapters 23 and 31
of EU acquis, and certainly not building resilience mechanisms. This trend risks reversing

the region’s Euro-Atlantic trajectory.

Although it is a fact that Western Balkans governments are not fast at introducing
mechanisms for protection of democracy and by extension preserving the democratic
spirit of the elections, experts would argue that this lethargic and passive gestures are a

result of the frustration of the stalled eurointegration by the EU bureaucracy or their lack

~N


https://ecfr.eu/article/growing-pains-how-the-eu-should-support-the-western-balkans-eu-accession/#:~:text=In%20the%2020%20years%20since%20the%20Thessaloniki,of%20excuses%20and%20disappointments%20on%20both%20sides.
https://ecfr.eu/article/growing-pains-how-the-eu-should-support-the-western-balkans-eu-accession/#:~:text=In%20the%2020%20years%20since%20the%20Thessaloniki,of%20excuses%20and%20disappointments%20on%20both%20sides.
https://www.clingendael.org/pub/2022/the-eu-as-a-promoter-of-democracy-or-stabilitocracy/2-eu-effects-on-stabilitocracy-formation-in-the-western-balkans/#:~:text=EU%20effects%20on%20stabilitocracy%20formation,stabilitocracy'%20in%20the%20Western%20Balkans?&text=These%20developments%20have%20taken%20place,different%20degrees%20%E2%80%93%20to%20stabilitocracy%20formation.
https://www.clingendael.org/pub/2022/the-eu-as-a-promoter-of-democracy-or-stabilitocracy/2-eu-effects-on-stabilitocracy-formation-in-the-western-balkans/#:~:text=EU%20effects%20on%20stabilitocracy%20formation,stabilitocracy'%20in%20the%20Western%20Balkans?&text=These%20developments%20have%20taken%20place,different%20degrees%20%E2%80%93%20to%20stabilitocracy%20formation.
https://www.clingendael.org/pub/2022/the-eu-as-a-promoter-of-democracy-or-stabilitocracy/2-eu-effects-on-stabilitocracy-formation-in-the-western-balkans/#:~:text=EU%20effects%20on%20stabilitocracy%20formation,stabilitocracy'%20in%20the%20Western%20Balkans?&text=These%20developments%20have%20taken%20place,different%20degrees%20%E2%80%93%20to%20stabilitocracy%20formation.
https://tepsa.eu/analysis/challenges-of-enlargement-in-the-western-balkans/#:~:text=For%20the%20Western%20Balkans%2C%20it,the%20challenge%20of%20further%20integration.
https://www.eeas.europa.eu/eeas/western-balkans-we-need-change-dynamic_en#:~:text=In%20recent%20months%2C%20we%20have%20seen%20frustration,the%20region%20closer%20to%20the%20European%20Union.
https://www.iss.europa.eu/publications/briefs/eu-enlargement-and-integration-voices-support-and-scepticism
https://www.iss.europa.eu/publications/briefs/eu-enlargement-and-integration-voices-support-and-scepticism
https://aspeniaonline.it/the-eu-accession-prospect-for-western-balkans-countries-dream-or-reality/#:~:text=Four%20of%20these%20nations%2C%20Albania,the%20north%20of%20the%20country.
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of political will for enlargement. Despite repeated commitments, the EU has not been able

to maintain consistency in delivering enlargement steps, thus ensuring that the Western

Balkans stay firmly on the path of democracy and integration. The fatigue coming from

Brussels and continuous failure to introduce clear pathways or deblock the countries on
their EU path, has created a vacuum that anti-democratic actors and foreign influence

boldly and resourcefully exploit. From a security perspective, the corrosive effects of

political instability, disinformation as well as institutional backsliding is being
overlooked, and protecting elections looks like a blind spot. The EU’s conditionality
mechanisms are not applied by merits and evenly, allowing political decisions to block
the enlargement therefore enabling entrenched elites to stall reforms without serious

consequences. This strategic hesitation weakens citizens' trust in EU institutions

therefore gives space for authoritarian narratives to flourish, threatening to undo

decades of progress in the region’s democratic transformation.

The end game: the elections are being decided by anonymous bot accounts
and fabricated support

The democratic fatigue in the Western Balkans has caused an environment which
orchestrated disinformation and inauthentic online behavior to thrive, mostly due to the
absence of robust legal mechanisms and reluctance of political elites to impose

meaningful systems. Or the absence of the demand for such on behalf of the euro-atlantic

democratic partners.

Evidence from Serbia illustrates the scale of the problem, where_Twitter removed over

8,500 accounts linked to the ruling party that were engaged in coordinated promotion of

government narratives. Such depth of partisan capture of digital spaces and the failure of
domestic oversight mechanisms to act preemptively has tainted the information space

peaking around elections, denying the right of citizens for access to information and


https://aspeniaonline.it/the-eu-accession-prospect-for-western-balkans-countries-dream-or-reality/#:~:text=Four%20of%20these%20nations%2C%20Albania,the%20north%20of%20the%20country.
https://institutdelors.eu/en/publications/strengthening-the-european-unions-credibility-in-the-western-balkans/#:~:text=The%20slow%20pace%20of%20the,neighbourhood%2C%20through%20its%20enlargement%20policy?
https://institutdelors.eu/en/publications/strengthening-the-european-unions-credibility-in-the-western-balkans/#:~:text=The%20slow%20pace%20of%20the,neighbourhood%2C%20through%20its%20enlargement%20policy?
https://carnegieendowment.org/europe/strategic-europe/2017/05/judy-asks-does-the-eu-really-care-about-the-western-balkans?lang=en
https://ecfr.eu/article/growing-pains-how-the-eu-should-support-the-western-balkans-eu-accession/#:~:text=In%20the%2020%20years%20since%20the%20Thessaloniki,of%20excuses%20and%20disappointments%20on%20both%20sides.
https://www.spdfraktion.de/system/files/documents/positionspaper-western-balkan-states.pdf#:~:text=The%20EU%20enlargement%20policy%20was%20the%20most,the%20Thessaloniki%20agenda%20has%20its%20twentieth%20anniversary.
https://www.iiss.org/publications/armed-conflict-survey/2024/the-western-balkans-controlled-instability/#:~:text=Importantly%2C%20Dodik%20has%20influential%20allies,approach%20adopted%20by%20the%20Europeans.
https://www.iiss.org/publications/armed-conflict-survey/2024/the-western-balkans-controlled-instability/#:~:text=Importantly%2C%20Dodik%20has%20influential%20allies,approach%20adopted%20by%20the%20Europeans.
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0219_EN.pdf?utm_source=chatgpt.com
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0219_EN.pdf?utm_source=chatgpt.com
https://europeanwesternbalkans.com/2024/09/12/discussion-eu-in-serbia-targeted-by-disinformation-campaigns-accession-process-poorly-communicated/?utm_source=chatgpt.com
https://www.rferl.org/a/serbia-twitter-vucic-sns-serbian-progressive-party/30526199.html
https://www.rferl.org/a/serbia-twitter-vucic-sns-serbian-progressive-party/30526199.html
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informed decision. Similar patterns are visible across the region. In Bosnia and
Herzegovina there are documented extensive bot networks simulating grassroots
support and drowning out genuine political debate, while in Montenegro reports show

coordinated troll accounts and “bot farms” artificially amplifying partisan

content. The persistence of these practices highlights how the political class benefits
directly from manipulation, and therefore resists systemic reform that would diminish
their digital advantage. The consequences for democratic processes such as referendums
and elections are severe. Citizens are increasingly confronted with distorted narratives
in a digital sphere dominated by fabricated consensus and ad hominem attacks disguised

by anonymity. In North Macedonia, the legacy of “content farms” in Veles evolved into

coordinated online amplification strategies during elections, while in Kosovo has tracked
how Facebook pages and troll accounts spread divisive narratives that mimic authentic

citizen voices. In Albania, there are documented cases of how anonymous accounts push

election-related conspiracies and polarizing claims.

This not only undermines voter autonomy by deceiving citizens into believing certain
narratives are widely shared but also erodes the quality of public discourse, where
substantive political programme debate is displaced by personal discreditation,
conspiracy theories and identity-based antagonism. The normalization of these tactics by
political actors entrenches a culture of manipulation where disinformation is treated as

a legitimate campaign tool.


https://www.balcanicaucaso.org/eng/Areas/Bosnia-Herzegovina/Disinformation-and-anonymous-portals-in-Bosnia-204485
https://www.balcanicaucaso.org/eng/Areas/Bosnia-Herzegovina/Disinformation-and-anonymous-portals-in-Bosnia-204485
https://www.raskrinkavanje.me/mjesecni-pregledi/jeftini-trikovi-botova-i-pristrasnih-portala/
https://balkaninsight.com/2024/06/27/online-smear-campaigns-marred-north-macedonia-elections-birn-report/
https://www.bbc.com/news/magazine-38168281
https://www.bbc.com/news/magazine-38168281
https://sbunker.org/en/disinfo/lajmet-e-rreme-sfide-serioze-per-demokracine-tone-te-brishte/
https://www.idea.int/sites/default/files/2025-07/social-media-monitoring-albanias-parliamentary-elections-2025_0.pdf
https://balkaninsight.com/2025/05/08/third-parties-albanian-election-campaign-marred-by-lack-of-online-transparency/
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Albania

Although Albania differs a lot from the other Western Balkan countries in their
commitment on keeping the euro-atlantic course, as well as internal historical grievances
and unresolved issues, the disinformation campaigns and the information manipulation
operations are succeeding based on the same infrastructure and lack of mechanisms for
protections as any of the other five countries in the region. Albania’s information
environment is rising with online disinformation, particularly amid pivotal electoral
periods, exposing the nation’s inadequate legal and institutional safeguards for digital
resilience. Harmful narratives such as those polarizing institutional trust and democracy
hesitation, proliferate across public discourse, often linked to malign external actors and
internal proxies. Government measures such as the blocked access to TikTok amid
concerns over youth-targeted content are welcomed, however they are partial solutions
to a complex problem which requires a whole-of-society approach which will overcome

the fragility of institutional frameworks in navigating disinformation threats.

Election cycles in Albania are marked by the strategic use of disinformation, manipulative
narratives, and norm-bending digital campaigning that together decrease the quality of
voter choice. Media monitoring reports show a combination of domestic partisan
messaging, sensationalist media amplification and opportunistic foreign frames
leveraged to polarize, distract or delegitimize institutions and opponents.The
disinformation campaigns peak during elections through coordinated inauthentic
behavior on social media usually anonymous accounts and groups, often aimed at
delegitimizing opponents or discrediting independent institutions such as the Central
Election Commission. The rise in populist and anti-EU rhetoric, with false claims about
electoral frauds and foreign manipulation targeting urban youth and diaspora voters has

been the center of the public discourse. A weak media literacy environment and low trust
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in media further enable viral harmful narratives, while fact-checkers remain under-

resourced and with limited reach to citizens.

Narrative tactics include several different directions, such as_identity frames attacking

with the use of degrading language and gender smear tactics for ad-himinem attacks,

while other direction is geopolitical frames which are connected to the_institutional

frames aiming at discrediting the institutional and democratic system and thus feeding
into the distrust and undermining electoral legitimacy. Besides narratives, the public
discourse around elections is clouded by policy-timed incentives that blur information
integrity, such as the “Tax peace” incentive or proposals and benefit promises that are
feeding the narratives of inevitability. Opaque ad-buys, Al-altered content and limited
platform disclosure contribute to the digital campaigning, which combined with the rest
of the elements create communication chaos and asymmetry of information integrity

important for decision making citizens in the elections.

Political parties and aligned media are primary actors in Albania's information
environment, while foreign frames remain to occasionally surface through regional

outlets, rumor recycling, or cyber disruption. However, most consistent amplification

occurs via local media channels with high reach and low accountability. The combined
effect is not merely misinformed voters but a distorted image of the society. Elections
don't produce conversations for the political parties programs, but they do however
produce strong language over ad-hominem attacks on the participants which
continuously erode the public trust as institutions appear ineffectual. The online

environment becomes more toxic and reframes every conversation into a partisan one.

Albanian Government has introduced heavily criticized institutional fixes, such as the

Commission for Disinformation or temporary TikTok ban, however robust safeguards,

particularly ones that require a whole-of-society approach which protect elections and
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by extension preserve democratic integrity, have not taken place nor they have been part

of any official conversation.

The Government needs to introduce a series of measures, brought through a whole-of-
society approach, that will wrap around the complexity of the problem. These measures
must include hard accountability for digital campaigns which mandate real-time ad
libraries and sponsor disclosures, including data access for election monitors and

gender-aware protections protecting women candidates from deepfakes and altered

content. Besides digital campaigns, independent fact-checkers should be funded and
prioritized in the rapid-reponse for debunking. Last, but not least, the Government must
introduce tightening pre-election restrictions on debt amnesties, legalizations and fiscal

giveaways.
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Bosnia and Herzegovina

Elections in Bosnia and Herzegovina, much like the euro-atlantic path or any institutional
reform, take place in a deeply fragmented political landscape, shaped by ethnic divisions
with historical grievances, fragile institutions and persistent external influences.
Disinformation has become a structural challenge in this environment, undermining both

the credibility of electoral processes and citizens’ trust in democracy. Media debates

where statements by top political figures can be challenged by opponents or media have
been replaced by one-sided interviews, deepening the making it impossible for citizens
to have access to rapidly verified information. Narratives targeting the integrity of
elections, the legitimacy of institutions as well as the geopolitical orientation of the
country are amplified by partisan media, political actors and foreign influence campaigns,

particularly coming from Serbia and Russia, but also from the EU countries, like Croatia
and Hungary.

Independent fact-checking organizations consistently document widespread
manipulation, including fabricated news, smear campaigns, and the strategic use of
divisive rhetoric during election cycles. While efforts exist to counter these challenges,
government responses remain fragmented and insufficient, leaving civil society

organizations as the primary defenders of democratic integrity.

Elections in Bosnia and Herzegovina demonstrate a dense multy-layered manipulations
across partisan messaging, proxy media ecosystems and complex digital campaigning.

Media monitoring shows how fabricated polls, targeted smear pages and last-minute

rumor cascades affect the public discourse and tilt the information environment
particularly in entity and ethnicity-specific battlegrounds while normalizing skepticism

toward electoral institutions themselves.
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Narrative tactics during elections are multy-dimensional, such as the ad-hominem

attacks on the personalities previously mentioned on the Albania analysis, however in
the Bosnian case, dedicated Facebook pages run paid ads aiming at degrading individual
candidates including recycled materials timely repeated. Another dimension which

seems not to be unique solely for Bosnian information environment during elections, is

one for manufactured momentums placing uncredited polls or research aiming at
creating bandwagon perception. Lastly, the disinformation campaigns designed to make
the final push around photo-finish electoral races which include rumor shocks,
anonymous web outlets appearing during the election campaign and and terminating
their work post-elections, forged statements, invented affiliations and other tools that
will encourage citizens for a step in a certain direction. Having no regulation for
anonymous web outlets that run articles with no disclosure, nor social media platforms
that allow blurry spending and audience targeting. Media bias toward office-holders and
uneven online ad spending by party-linked actors create conditions that prioritize speed
over accuracy, leaving corrections as an afterthought."The net effect is distorted
contestation where public discourse does not revolve around electoral programme offers

from the parties, however it does around personality warfare, manufactured

momentums and ethnically divisive issues. This is leading to a severe distrust in
institutions by citizens as voters experience contradictory data and rumor shocks.
Gender disinformation undermines efforts to achieve fair representation by perpetuating

biases, discouraging participation, or discrediting individuals based on their gender.

Not much different from the other Western Balkan countries, Bosnia and Herzegovina's

information environment actors that primarily run the discourse are domestic parties,

allied local portals and semi-anonymous social media pages that blend newsy aesthetics
with campaign-style messaging. Serbia-based outlets or regional rumor relays are

monitored as frequent narrative providers, however the most consistent amplification is

14


https://raskrinkavanje.ba/analiza/korektiv-rs-prljave-kampanje-na-drustvenim-mrezama-od-izbora-do-izbora
https://raskrinkavanje.ba/analize/razabiranje?page=11
https://raskrinkavanje.ba/analiza/pregled-sedmice-dezinformacije-u-izbornom-fotofinisu
https://raskrinkavanje.ba/analiza/pregled-sedmice-dezinformacije-u-izbornom-fotofinisu
https://raskrinkavanje.ba/analiza/korektiv-rs-prljave-kampanje-na-drustvenim-mrezama-od-izbora-do-izbora

FROM BOT FARMS TO
BALLOT BOXES:

THE DIGITAL ASSAULT ON
WESTERN BALKANS ELECTIONS

domestic, leveraging community pages and locality-specific groups with minimal

accountability.

The institutional responses to disinformation around elections are ad hoc, focused on

post-event clarifications rather than systematic transparency. Rather than a whole-of-
society approach as required by such complex and multi-layered systemic problems, the
measures seem to be focusing on digital campaigning. While the Central Election
Commission regulates formal aspects of the process, there is no evidence in these sources
of a comprehensive, public, real-time transparency regime for online political ads,
coordinated pages, or the provenance of “polls,” leaving fact-checkers as de facto first
responders with little or no institutional support. The government of Bosnia and
Herzegovina has yet to establish a systematic and coordinated framework to counter
disinformation, particularly in the context of elections. While certain electoral rules
address transparency of media and campaign financing, enforcement remains
inconsistent and often politically contested. This limited and fragmented institutional
response leaves Bosnia and Herzegovina vulnerable to manipulative narratives that

distort public debate and erode trust in the democratic process.

These measures that Bosnian Government is required to introduce must include hard
accountability for digital campaigns which mandate real-time ad libraries and sponsor
disclosures, including data access for election monitors and gender-aware protections
protecting women candidates from deepfakes and altered content. Poll provenance
standards that will prohibit publication of election-period “polls” without named
fieldwork, sampling frame, and funding disclosure including sanction noncompliance
should address one dimension of the disinformation problem during elections. Lastly, a
rapid-response fact-checking loop should formalize channels between CSOs, the election
administration, and major platforms for expedited action during the final campaign

week.
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Kosovo

The information environment in Kosovo during elections is increasingly shaped by
targeted disinformation campaigns that manipulate public perception, amplify

polarization, and undermine confidence in democratic institutions. Media monitoring

highlights the interplay between domestic partisan actors, regional influence operations,
and foreign-backed narratives that exploit ethnic, political and ideological divides
strongly using unresolved reconciliation. These disinformation campaigns often rely on
personalized attacks and the amplification of historical grievances to delegitimize
opponents and foster distrust in electoral processes among citizens. The digital platforms
due to lack of legislation restraining it, serve as accelerators for harmful content, with
unclear ad spending, use of social media bots and viralized Al-altered content, creating
asymmetries that traditional media struggles to counter. The resulting environment not
only erodes public trust. The lack of systemic resilience measures endangers the
elections and by extension the euro-atlantic democratic trajectory. Polarizing narratives
often link democracy with foreign meddling, weakening civic participation. Domestic
partisan media, proxy outlets in Serbia, and Russian affiliates circulate mutually
reinforcing claims that depict Kosovo as unstable, anti-Serb, or externally controlled,
eroding trust in institutions and delegitimizing outcomes, especially among the Serb-

majority north.

The narrative tactics are very similar to Albania and Bosnia and Herzegovina, with the

exception of the identity threat frame which is boldly exploiting the unresolved historical

grievances. The geopolitical frame where foreign information manipulation is mostly

present and polarizing the society by revining genocide tropes. Lastly, the
delegitimization of institutions particularly running elections, framing the participation

in elections as betrayal driving even deeper disapproval into election participation.

Disinformation spikes align with sensitive milestones snap polls, mayoral replacements,
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and security operations in the north, when administrative enforcement is easy to miscast
as ethnic persecution and when low-turnout outcomes are most vulnerable to “sham

election” narratives.

Similar to the Bosnian information environment, the primary amplifiers vary from

domestic media outlets to Serbian political figures and aligned outlets. Russian state

actors do not shy away from supplying external validation and metanarratives. Local
partisan social media pages and low-accountability online portals are echoing and
localizing claims for Albanian-language audiences, often tying international
developments to Kosovo’s electoral stakes. The effect is a full distortion of electoral
choices, where the public discourse revolves around identity panic, inter-community and
intra-community polarization and institutional legitimacy which is already fragile in the
north. Narrative saturation raises the social cost of moderate participation and

entrenches the perception that outcomes are externally scripted.

The Government pursued episodic enforcement in the north and public rebuttals

however without any comprehensive, election-specific information-resilience
architecture. Reactive debunks by institutions help on account of institutional
transparency, yet the combination of fragmented communication, limited transparency
on security operations, and weak, real-time monitoring enables rumor cascades to
overflow official corrections. A comprehensive systemic mechanism for building
electoral resilience, indicates that the institutions must initiate an inclusive process that

will lead to institutional structured, pre-bunking communication_especially around

security operations. This will enhance the independent fact-checkers, normalize the

election participation in the north and introduce hard accountability for digital and cross-

border narratives.
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Montenegro

Montenegro's public discourse faces an intertwined electoral context where
disinformation is a persistent challenge to democratic resilience and the Euro-Atlantic
alignment of the country, through frequently leveraging religious identity, regional
instability and distrust in institutions. Fact-checking platforms have documented a
steady flow of misleading claims during election periods, targeting the credibility of
institutions with narratives that exploit deep-seated polarization, often tied to Serbian
Orthodox Church influence and foreign funding claims fueling political radicalization.
Increasingly targeting youth via TikTok and Instagram, while media polarization
hampers any unified counter-response, the disinformation campaign results in
demotivation of voters. Although the Montenegrin government has taken some steps to
address information threats, primarily through cooperation with civil society, its
measures remain fragmented and reactive, leaving critical vulnerabilities in the electoral
process while disinformation continues to erode public trust and amplify divisions,

posing risks to democratic governance.

Narrative tactics in Montenegro are not much more creative than the rest of Western
Balkan countries. Starting with fabricated polls and public opinion surveys with no

methodological transparency aimed to demoralize opposing electorates, through ad-

hominem sensationalistic attacks on candidates and parties which lower the quality of

voters choice, ending with rumor shocks on domestic or geopolitical candidates carefully
placed at the end of electoral campaigning influencing predictability of the election
outcome leaving no time-window for corrective fact-checking. Disinformation campaigns
leverage a crowded marketplace of low-cost digital outlets with unclear ownership and
editorial bias which can rapidly amplify a message and information asymmetries in
disclosure public ad libraries or poll registries, which permit actors to weaponize opacity

as a competitive advantage. Marginal portals repeatedly provide echo chambers for
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recycled content and biased reporting, affecting the information environment in favor of

better-resourced partisan actors.

The actors don't differ too much from the rest of the countries in the region as well.
Primarily domestic partisan actors and allied local online portals using sensationalism as
a tool, along with regional outlets notably from Serbia due to the lack of a language
barrier, which function mostly as amplifiers of narratives. While foreign actors are
sometimes implicated in broader anti-EU and anti-democratic frames, the most

operational disinformation is produced and propelled by domestic or regional media

environments. The end effect is shifting the election conversation from election programs
of the parties reducing it to personality politics and rumors as well as delegitimization of
opposing “data” thus attacking information integrity and raising doubts on electoral
fairness in institutional competence. This results in lower participation of citizens and

meaningful turnouts while amplifying the voice of highly mobilized fringe audiences.

The Montenegro government responses to disinformation affecting elections have been
fragmented and reactive. While the official election administration enforces formal rules
on ballot integrity or finance disclosure, there is no comprehensive strategy that will
protect the integrity of the election process that includes countering information threats
or protecting the free will of citizens. The absence of legally mandated transparency for
digital political advertising, media ownership disclosure or an institutionalized
mechanism for pre-emptive poll verification could be a good start to tackle the most
burning issues around elections. However, a whole-of-society approach and inclusion of
civil society in the creation of a long-term strategy which will include rapid collaborative

debunking and civic media literacy is needed to address the state actor's often post-hoc

response.
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North Macedonia

&>
<

Electoral periods in North Macedonia are characterized by a marked intensification of

disinformation that exploits ethnic cleavages, institutional distrust and transnational
narrative flows to shape voter perceptions and electoral behaviour. Disinformation in the
pre-electoral environment is not incidental but strategically employed by domestic
partisan actors and by actors amplifying regional anti-EU and anti-Western frames with
the aim to delegitimize opponents, manufacture consent and demotivate undecided
nonpartisan voters. These campaigns combine traditional media manipulation with
digitally accelerated and amplified narratives, thereby reducing the space for evidence-

based contestation and undermining confidence in electoral outcomes.

The narrative tactics are focusing on identity-personalization frames with attacks that
target politicians’ character, gender or ethnic affiliation and aim to delegitimize rivals and
deter particular groups from political participation. Gendered disinformation examples
and recycled personal scandals are monitored as timed to campaign peaks. Geopolitical
frames import external antagonists into local contests, with strong anti-EU/anti-Western
narratives amplified during election cycles, aimed at recasting reforms and integration
as external impositions, thereby converting policy debates into sovereignty crises. Lastly,
there are the institutional targeting narratives which instrumentalize contested cases,
anonymous polls, or misattributed expert statements to allege bias in election
administration and to seed post-electoral contestation. Disinformation campaigns
leverage structural vulnerabilities, starting from an information environment
fragmented by partisan media financing, unclear ad and campaign spending and unequal

platform regulation. During elections financial flows and sponsored content produce

asymmetries in reach and credibility, while anonymous or poorly-sourced polls create

the impression of momentum or collapse. The final effect is total loss of programmatic debate in

the public discourse which is replaced with identity-driven spectacle. The public trust in election
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administration is undermined by fabricated polls and misattributed expert commentary. This
results in increased volatility around pivotal votes and elevated risk of post-electoral

contestation.

During elections, drivers of public discourse are domestic political parties which are often the
originating source of disinformation, as well as party-affiliated media that amplify targeted
narratives. Regional outlets and transnational networks that translate into local frames with anti-
Western tropes, are following the domestic ones. The interaction of these actors results in an
information environment where domestic opportunism and external strategic narratives

mutually reinforce one another.

Another important aspect are the rising ethnic tensions and incidents that are on the rise around

elections, followed by disinformation narratives usually placed on public pages on social media

that mimic media.

The Government measures have so far been limited and largely oriented toward guidelines and
ad-hoc initiatives rather than comprehensive statutory reform binding into a national strategy
remains partial. Meanwhile, state institutions’ public communications are reactive and often
fragmented, allowing rumor cascades to outpace official corrections. A whole-of-society
approach with wide inclusivity of civil society and media organizations is needed as a beginning
for the creation of a comprehensive approach in protecting the elections. This approach should
include ad-transparency and poll-provenance rules, which will enact legal requirements for
public disclosure of political ad spend and for mandatory methodological transparency and
media finance and ownership disclosure, as well as institutionalization of a joint rapid response
mechanism consisted of multistakeholder hub that links election authorities, civil society
monitors and platform representatives for coordinated pre-bunking and expedited labeling

during the campaign’s final fortnight. In the long-term, adoption of the FIMI response plan

ensures countering disinformation measures for building democratic resilience.
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Serbia

Serbia is distinct from the rest of the Western Balkans, with a complex disinformation
ecosystem where state-aligned media play a central role during elections. Pro-
government outlets often propagate electoral success narratives, discredit opposition
with various lies, direct smearing and conspiracy theories while stoking fears about
foreign intervention. The blurred line between misinformation and official narrative
presents a unique challenge to any independent monitoring, while dissenting media and
civil society face the pressures of legal and illegal harassment. At best, Serbia's
democratic score is lowest in the region to begin with, with a very strong grip of the
Government over electoral freedom. In that sense, Serbia is the only country in the region
where even a conversation for protection of elections and democracy cannot be focused

on Government measures.

Electoral cycles in Serbia are embedded within an information environment
characterized by concentrated media ownership, prolific disinformation, and frequent
coordination between partisan actors and sympathetic outlets. Narratives that routinely

frame opponents, civil society, and international actors as hostile or illegitimate are

overflowing the public discourse during elections, clouding the possibility of information

integrity.

Narrative tactics are without exception focused on delegitimization and moral panic

frames, aiming at opposition actors, protest movements and independent NGOs, all

portrayed as foreign agents, criminals or frames recycling the “color revolution” trope to

justify repressive measures and discredit electoral grievances. Anti-Western and anti-EU

narratives campaigns follow, asserting that Western actors seek to punish or humiliate
Serbia which is a motif prominent during campaign seasons, undermining pro-European

lines and reframing reform as external coercion. Lastly, manufactured data and
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sensational headlines with fabricated polls, misleading reports, and sensational tabloid

narratives timed to produce momentum effects and “last-mile” opinion shocks.
Disinformation campaigns exploit structural asymmetries: media capture and
concentration, where a handful of outlets dominate reach and often align with state or
commercial interests. There is severe intransparency in campaign financing which is

connected to_monetization first through ad revenues. The Government's grip over the

regulatory bodies overseeing elections, particularly for online ad transparency is
enabling coordinated amplification allowing false or distorted narratives to persist
through critical electoral windows. The effect is asymmetrical and distorted electoral
competition, where voters receive an information diet leaned toward sensationalism and
delegitimization of “others” rather than policy. In this information environment the

opposition and independent actors encounter_ structural barriers to effective

communication and public trust in institutions is further eroded, continuing the

democratic backsliding and EU accession regress.

Unlike the rest of the Western Balkan countries, Serbia’s actors and active drivers are
primarily state-aligned media networks and partisan communication teams that
generate and amplify favorable narratives, as well as political operatives who seed and
recycle disinformation. Although third-party amplifiers include fringe portals and social
media bots are not much behind. External rhetorical boosters, foreign officials and
sympathetic outlets are monitored to lend credibility to domestic frames and complicate

remedial outreach.

Again, unlike any other country in the region, the Government action has been a mixture
of rebuttal, selective enforcement and regulatory inertia. While election administrations
and state bodies issue occasional clarifications, institutional responses are often reactive
and frequently drive in opposite directions with law enforcement activities against civil
society, resulting in a chilling effect on watchdog functions, complicating civil society’s

role in countering disinformation.
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Asymmetrical information environment and strong government grip over the public
discourse especially during elections is suggesting that the measures to be recommended
in Serbia’s case are more relatable for civil society and international community rather
than the Government. Measures should include mandate ad-transparency and platform
cooperation as well as legal requirements for real-time political ad libraries, sponsor

disclosures, disclosure of media ownerships and platform cooperation with accredited

monitors during election periods involving regulators in platform oversight and

defunding disinformation incentives. With state-affiliated media being in the center of

the disinformation ecosystem and the government taking action against CSOs, protecting
civic watchdog and journalistic freedom is the most essential measure that needs to be
secured. These measures might enable a more fair and balanced information
environment during elections, they will not however give long-term results that would

require public education reforms and media literacy introduction for voters in elections.

This and many other pieces of the election process puzzle were included in the ODIHR
report_on the latest local election in Serbia held in June 2024 as well as in their

recommendations for “fixing” the election process.
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Elections across the Western Balkan countries remain structurally vulnerable to

Conclusions

information manipulation and disinformation, despite progress in addressing traditional
electoral irregularities. Domestic political elites and foreign actors actively exploit weak
regulatory frameworks, captured media ecosystems and low levels of media literacy to
shape electoral outcomes. Coordinated inauthentic behavior, fabricated polls and Al-
altered content increasingly define the information space during electoral cycles,
replacing policy and media debates with smear campaigns and identity-based

polarization.

The absence of comprehensive institutional responses and the lack of political will have
created an enabling environment where disinformation is normalized. Citizens are
exposed to distorted narratives that erode trust in institutions and discourage electoral
participation thus weakening the Euro-Atlantic trajectory of the region. Without systemic
reforms and a whole-of-society approach, the region risks further democratic backsliding

and entrenchment of authoritarian narratives.
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Recommendations

Elections in the Western Balkans remain particularly exposed to disinformation,
requiring a coordinated response at both national and regional levels. Electoral
commissions, media, civil society and fact-checkers need to strengthen cooperation to
detect and debunk false narratives quickly, while transparent and real-time publication
of election data can help reduce space for manipulation. At the same time, regulations on
online political advertising and campaign finance should be enforced to ensure voters

know who is behind the messages they see.

International actors have an important role to play by integrating disinformation
monitoring into election observation missions and supporting cross-border information
sharing, since manipulative campaigns often spill over national boundaries. Donors
should prioritize funding for digital monitoring and voter education efforts that can
counter fabricated polls, smear campaigns and Al-generated content during election
cycles. Regional networks of journalists, analysts and practitioners can further enhance
resilience by exposing coordinated inauthentic behavior and amplifying effective

countermeasures.

Finally, long-term resilience depends on building the knowledge base for reform.
Academia should lead in studying the impact of disinformation on voter behavior and
testing the effectiveness of counter-disinformation measures, while regulators and
media self-regulatory bodies must adopt clear guidelines for handling manipulative
content without stifling legitimate debate. Only through systemic reforms and a whole-
of-society approach can the region safeguard electoral integrity and strengthen its

democratic trajectory.
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