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1. PREFACE

The analysis Geopolitical Perspective of Disinformation Flows in the Western Balkans 2023-2024 offers a
comprehensive and nuanced overview of the region’s evalving position amid intensified global competition,
hybrid threats, and shifting alliances. This annual publication continues the effort to monitor and interpret
strategic developments affecting the region, implemented through the project Western Balkans Anti-
Disinformation Hub: Exposing Malign Influences through Watchdog Journalism, with a particular focus on
the intersection of information security, geopolitical alignment, and Euro-Atlantic integration.

Addressing the growing need to build societal resilience to information threats, the 2023-2024 edition
examines how regional actors navigate the pressures of renewed great-power rivalry, including the hybrid
influence of Russia and China on regional politics, as well as the enduring strategic engagement of the
European Union, NATO, and their member countries. It maps key vectors of external influence—political,
economic, religious, and informational—highlighting how disinformation and propaganda shape public
perception, media discourse, and institutional resilience.

This report draws upon the accumulated knowledge and experience of the regional network of anti-
disinformation practitioners supported by the project. Its analytical framework integrates insights from
regional experts and international researchers, providing a balanced and policy-relevant perspective.
By situating local dynamics within the broader European and global context, it underscores both the
vulnerabilities and the adaptive capacities of Western Balkan societies.

The findings reaffirm the region’s continued commitment to the Euro-Atlantic path while drawing
attention to systemic challenges—disinformation, democratic backsliding, and corruption—that must
be addressed to ensure sustainable integration. The report outlines a range of methods and tools, from
fact-checking and media literacy to the improvement of policy and legal frameworks, which Western
Balkan actors should continue to strengthen in order to safeguard democratic institutions and societal
cohesion from malign disinformation. In both practical and normative terms, such efforts advance the
region along its merit-based path toward integration within the European Union. By advocating systemic,
whole-of-society solutions, the analysis contributes to the ongoing dialogue on resilience, security, and
democratic consolidation in Southeast Europe.
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2. SUMMARY

Ensuring the unity, stability, and security of the Western Balkans—especially through effective responses
to disinformation, misinformation, and propaganda—is crucial to addressing the complex threats posed
by hybrid warfare, cyberattacks, and information espionage. These multifaceted threats rely on false or
manipulative narratives designed to destabilize democratic institutions, interfere with political processes,
and manipulate public perception.

Contemporary challenges that undermine democracy, threaten citizens’ security, and erode the
credibility of key state institutions demand the active engagement of journalists, civil society actors,
domestic institutions and international organizations. Strengthened cooperation among these
stakeholders, based on the whole-of-society approach, is essential in addressing the various sources
and methods of disinformation, as well as in countering the spread of false narratives.

When initial sources of information lack credibility, misinformation spreads through society, eroding
public trust and undermining informed, evidence-based decision-making.

After Russia’s aggression against Ukraine, disinformation, misinformation, and propaganda have
emerged as major security challenges, particularly across the Western Balkans. Despite growing
awareness, the public still underestimates the gravity of these threats and their capacity to shape
perceptions of political developments. A significant portion of population remains highly vulnerable to
manipulation through disinformation, which distorts public understanding, polarizes discourse, and
undermines confidence in democratic institutions and processes.

This geopolitical analysis is based in an empirical research framework involving a sample of 30
participants—five from each country of the Western Balkans. Data were collected through open-ended
interviews with university professors, officials holding state functions in security, defence, and other
sectors, representatives of civil society organizations and the media, as well as experts in cybersecurity,
data protection, and related fields, alongside analysts and journalists.

The respondents were asked to provide insights on several key aspects, including:
o the influence of disinformation on the erosion of democracy in society;

« the level of public awareness regarding the impact of disinformation on distorting perceptions of
political developments in the Western Balkans;

o the role of various domestic and external actors in spreading disinformation and undermining
societal security;

o the existence and effectiveness of national policies aimed at detecting and preventing
disinformation, misinformation, and propaganda;

o the role of media outlets in disseminating or countering such narratives; and

» the broader geopolitical context, particularly the influence on the information environment by
malign external actors such as Russia, China, and Iran.




Geopolitical Perspective of Disinformation Flows in the Western Balkans 2023-2024

In addition, this analysis incorporates data collected from a Focus Group with Media Representatives
from the Western Balkans. These participants work daily with challenges related to disinformation,
false narratives, and fact-checking, as well as with efforts to develop effective strategies for improving
public awareness and information accuracy. They emphasized the impaortance of strengthening societal
resilience to disinformation within both local and broader geopolitical contexts.

The report also presents in-depth insights from global experts specialised in security-related issues,
who assess both current dynamics and future projections for the Western Balkans. Particular attention
is given to the challenges of disinformation, misinformation, and propaganda, as well as to the broader
implications arising from the Russian-Ukrainian war.

The research was conducted within the framework of the regional project Western Balkans Anti-
Disinformation Hub: Exposing Malign Influences through Watchdog Journalism. The study is based on the
investigation, synthesis, mapping, and comparative analysis of disinformation flows and patterns across
the Western Balkans region during the period from January 2023 to December 2024. The implementation
of this regional initiative is supported by the Ministry of Foreign Affairs of the Kingdom of the Netherlands.

Disinformation undermines democracy by manipulating public opinion and elections, eroding trust in
institutions and polarizing society, and ultimately damaging the very foundation of democratic processes.
Domestic actors such as political parties, media outlets, and extremist groups spread disinformation to
gain advantages, often leading to increased polarization and social instability. Non-state entities use
disinformation to destabilize societies and undermine national security.

The Geopolitical Analysis draws conclusions and recommendations that refer to the following aspects:
(1) insight into the real situation in the Western Balkans Region regarding the level of disinformation,
false narratives, propaganda, and the existence of fareign malign influence; (2) concretization of
recommendations for next steps with cooperation, resources, and concept of influence, intended for
public policymakers, media, and civil society.

Effective cooperation among the media, independent fact-checkers, civil society organizations,
policymakers, and institutional representatives across the Western Balkans is essential. Disinformation,
misinformation, and propaganda transcend social and national boundaries, posing challenges that
cannot be addressed solely through individual state policies. A coordinated regionalapproach is therefore
necessary—one grounded in concrete, evidence-based actions that reflect on-the-ground realities and
aim to strengthen democratic institutions, social stability, and regional security. True resilience can be
built only though systemic efforts through reforms based on the whole-of-society approach, engaging
all stakeholders.
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3. INTRODUCTION

Disinformation significantly undermines democracy by threatening the fundamental principles that
sustain democratic governance. It erodes public trust in institutions and democratic processes,
manipulates public opinion, distorts political outcomes, and compromises the integrity of electoral
systems. Furthermore, it weakens freedom of expression and independent journalism, while enabling
fareign antidemocratic interference in domestic affairs.

The widespread use of the Internet and online platforms plays a mayor role in the dissemination of
disinformation, making it increasingly difficult to counter false narratives and propaganda effectively.
Social media platforms are often exploited through tactics designed to intimidate or discredit individuals
and organizations. Such actions pursue multiple objectives — from amplifying false narratives and
disinformation to issuing threats and personal attacks intended to undermine the credibility of targeted
persans or organizations.

The media environment also plays a significant role in the spread of disinformation, misinformation,
and politically motivated propaganda in line with antidemocratic agendas. This often occurs through the
publication and circulation of content lacking factual grounding, or through the uncritical repetition of
political statements that reinforce manipulative narratives without adequate verification or contextual
explanation.

The current geopolitical landscape of the Western Balkans is significantly influenced by spread of
disinformation, misinformation, and propaganda. These factors have far-reaching implications for both
democratic governance and regional security. The deliberate manipulation of information and narratives
erodes public trust in democratic institutions, heightens ethnic and political tensions, and contributes to
the overall destabilization of the political environment.

Russia has a long history of using disinformation, misinformation and propaganda as strategic
instruments to exert influence in the Western Balkans. Russian state-sponsored media outlets
continuously spread narratives that seek to undermine Western institutions and NATO. These effarts are
designed to sow discord, generate confusion, and weaken the pro-European orientation of the region’s
countries. Advancements in new technologies have enabled modern forms of influence that require
active countermeasures and specialsied knowledge for suppression. This is the case with cyber attacks
targeting various institutions, with the aim of destabilizing their functioning and creating a sense of
insecurity among the population. Such activities often constitute forms of hybrid warfare, combining
cyber operations with coordinated disinformation campaigns to achieve broader geopolitical objectives.

Chineseinfluence in the Western Balkans is primarily economic rather than political, although elements
of disinformation are occasionally used when promoting China’simage and its Belt and Road Initiative (BRI).
On the one hand, the pro-Chinese media portrays China as a benevolent investor, downplaying concerns
about debt dependency and economic leverage, while on the other hand, narratives of the realization of
geopolitical aspirations are increasingly visible in the public discourse.
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Iran’s influence in the Balkans is relatively limited but has been growing in recent years. Iranian state
media and affiliated organizations spread disinformation to advance its ideological and geopolitical goals.
This includes promoting anti-Western narratives—particularly regarding conflicts in the Middle East—and
expanding Shia religious and cultural influence, as well as engaging in hybrid influence activities that
occasionally intersect with cybersecurity domains.

This report presents an empirical analysis aimed at investigating, synthesizing, mapping, and
comparing the flows and patterns of disinformation across the Western Balkans region during the period
between January 2023 and Becember 2024.

In addition, the analysis incorporates the perspectives of relevant global experts on the current
situation in the Western Balkans, particularly regarding the identification and mapping of disinformation,
misinformation, and propaganda in the region, with consideration of their possible geopolitical influence.
This study also draws on insights gathered from a Focus Group comprising media representatives from
across the Western Balkans, who engage directly with the challenges of disinformation and propaganda
andtheirimpact ondemocratic processes. This multidimensionalapproach enables a more comprehensive
understanding of the problem and contributes to efforts aimed at strengthening public resilience to
disinformation, countering harmful narratives, and improving the accuracy and quality of information
shared with local and regional audiences.
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4. WESTERN BALKANS

PERSPECTIVE: GLOBAL VIEWS

Are the Western Balkan countries once again at a geopolitical crossroads? Their roadmap is affected
by fluctuating interests demanding restructuring amid global challenges. While European integration
remains as the region’s long-term strategic goal, as publicly stated by political leaders, confusion affects
developments on the ground. The public often perceives uncertainty amid the shifting global order and
the geopolitical restructuring triggered by Russia’s war against Ukraine. This issue remains complex and
constantly evolving. At the same time, persistent challenges such as corruption, human rights concerns,
limited media freedom, and unresolved regional disputes continue to slow progress toward accession.
Europe, for its part, needs the Western Balkans in their entirety and authenticity. However, growing
Euroscepticism within the European Union has created the impression that potential membership is
seemingly being postponed.

The idea of the Open Balkan is presented as a positive incentive for regional cooperation, trade,
and political dialogue, expressed through enhanced mability between Albania, Serbia, and North
Macedonia. However, the initiative’s sustainability depends on the current political dynamics and internal
developments within the participating countries.

Euro-Atlantic relations in the Western Balkans are largely shaped by Russia’s expanding influence—
particularly in the context of its war against Ukraine. Disinformation, misinformation, and propaganda are
included in every segment of influence to obscure the strategic priorities of the Western Balkan countries.
Chinese influence in the region is undeniable, especially with its presence in through investments,
infrastructure projects, and initiatives (such as the Belt Road Initiative - BRI).

NATO remains the cornerstone of regional stability. While Montenegro, Albania, and North Macedonia
have become part of the Alliance, Bosnia and Herzegovina stagnates due to internal political divisions,
while Serbia maintains, in a way, military neutrality. Serbia’s positions is key determinant to the future
shaping of the regional security environment. Future projections indicate the need for normalization of
relations between Kosovo and Serbia, fostering national unity in Bosnia and Herzegovina, and advancing
economic regional cooperation.

The United States is positioned as a strategic partner and supporter of the Euro-Atlantic integration
of the Western Balkans. Turkey is an important player in the Region, especially through the cultivation of
diplomatic and econamic relations.

The Western Balkans needs to resist external pressures, while recognizing that their future is
realistically shaped by the broader European and global order. It is also essential to emphasize the
influence of Hungary in the politics of the Western Balkan countries. Its support for certain governments
directly affects both security domain and economic developments, as well as the course of European
integration. Amid ongoing EU tensions over migration, the rule of law, and democratic standards, Hungary’s
narratives have emerged as a catalyst for shifts in how the European family functions. These dynamics,
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coupled with the challenges brought about by the era of digitalization, underline the urgent need for the
Western Balkan countries to reassess their level of preparedness for dealing with disinformation flow and
false narratives to maintain their Euro-Atlantic path.

Maodern societies face the open question about the influence of disinformation, especially its role in
undermining democratic processes and the shaping overall geopolitical reality. Levels of public awareness
and understanding the danger of disinformation, misinformation, and propagandistic behaviour vary
across societies. At the same time, individuals, as actors in society, are not always adequately informed
about the impact of disinformation on the degradation of democratic processes, locally, regionally, and
globally. This open question continues to attract interest of numerous researchers aiming to provide
expert analysis and theoretical-practical concepts.

What is important to perceive is that the different opinions about disinformation are increasingly
influencing public awareness, and the potential for disrupting existing democratic processes is
undoubtedly becoming visible. The public, especially the professional public, does not remain immune
to the emergence of a certain level of awareness, in terms of the need for educational programs, media
literacy programs, and other curricula that will raise overall public awareness to improve the critical
assessment of the information that reaches them from various sources. However, a long-term cooperation
pracess of different institutional capacities and stakeholders is needed to understand the extent of the
impact of disinformation, which continues to be an imminent challenge for the entire Western Balkans
Region.

This geopolitical analysis is enriched by studious views of contemporary analysts and experts in
security and external malign influences in Europe. Their contributions provide a broader understanding
of the flow of disinformation and fake news, from which the Western Balkans is not excluded. In this
way, a wider picture is obtained regarding the geopolitical context of disinformation, misinformation, and
propaganda on a broader international scale, while outlining equally relevant roadmap for the Western
Balkans countries.

According to Dr. Paul Dunay, Interim Director 0SCE Academy OSCE in Bishkek:?

“The Western Balkans is one of those areas of Europe that is not firmly settled on the political map
yet. Although four successor states of the former Yugoslavia and Albania have become NATO members,
Slovenia and Croatia have also joined the EU, and the Western Balkans continue to be a playing ground
where external actors are taking their chances to influence the region in their best interest. This entails
various elements but not the full spectrum of power and influence. Even the state that uses a broad
spectrum of means, the Russian Federation, is not extending its activity to military means but does not
hesitate to use camouflaged means, like fostering a putsch or co-financing anti-government protest.
However, it applies to nearly every other means, including the somewhat ambiguously defined tools of
hybrid warfare. The Russian policy has become refined and tailor-made over the years that resulting in
the use of large resources. It uses means as part of a spectrum. It focuses partly on long-term benefits
stemming from influence on various countries’ political establishments, combined with concrete,
often short-term economic advantages. It is driving wedges among actors and cater its partners with
supporting divisions both internationally (Serbia - Kosovo) and domestically (Bosnia and Herzegovinal.
Its differentiated messages contain call words. E.g. for Serbia its orthodoxy, for Croatia it is the unity
of Slavic nations. Even though it has not achieved a breakthrough it definitely weakened the influence
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of democratic forces of the so-called political West. It is taking advantage of every mistake, weakness
and internal division of the West. It is very difficult to successfully fight such influence operations and
even more to identify what success and failure means in this context. In such a situation, the West shall
reconsider its technocratic, step-by-step policy and complete the process of integrating those states of
the Western Balkans that live up to wthe political requirements. Due to the noticeable volatility in several
states of the region, such a change of terminating the exclave status must be carried out to develop
adequate guarantees that the fundamental values, principles, and norms will not be violated. Russia will
have to take note of the change that will weaken its influence operations and create a fait accompli.”

According to Anna Wieslander, Birector for Northern Europe, Atlantic Council:*®

“The current geopolitical situation in the Western Balkans highlights the significant hybrid threat
posed by Russia to the region and beyond. Despite Russia’s ongoing conflict in Ukraine, it continues
its hybrid operations across Europe, posing a direct, acute threat to European security and NATO.
This threat encompasses cyberattacks, espionage, disinformation campaigns, election interference,
sabotage, and other subversive activities designed to destabilize political processes and influence
public opinion. These activities contribute to increased regional tensions, underscoring the need for
NATO’s long-term conflict preparedness and a sustained commitment to confronting Russia’s actions.
Recent developments in the Baltic states underscore the increasing frequency of hybrid attacks, such
as GPS interference at Estonia’s Tartu airport, weaponization of migration and a series of arson attacks
in Poland, suspected to be orchestrated by Russian GRU to create chaos and fear. Similarly, in Kosovo,
Russia’s hybrid tactics include spreading false information to undermine public trust in government
institutions and cyberattacks on government websites in retaliation for Kosovo’s military support
to Ukraine. These actions are part of a broader strategy by Russia to undermine NATO and EU unity
while punishing and weakening countries that support Ukraine or oppose Russian actions. To counter
Russia’s cyber and electronic warfare, a coordinated, multifaceted and strategic approach is necessary
among NATO allies, with solid deterrence-by-denial capabilities in place. This includes enhancing civil
preparedness to reduce vulnerabilities in strategic sectors and strengthening digital capabilities and
cybersecurity measures to protect critical infrastructure across allied territory. NATO and EU members
must work together to strengthen robustness and resilience against hybrid threats through intelligence
sharing and joint initiatives. By reinforcing solidarity with Western Balkan countries and implementing
these comprehensive strategies, the unity, stability and security of the entire region can be strengthened.
This is crucial in facing and mitigating the ongoing hybrid warfare tactics employed by Russia and other
geopolitical actors, which are integral to modern warfare.”

According to Dr. Cineyt Gurer, Professor of Transnational Security Studies, CTOC Program Academic
Chair, George C. Marshall European Center for Security Studies:*

“Non-state criminal actors argue that criminal engagement through corruption and illegal financing of
elections still dominates a significant part of the politics in the region. In that sense, it is different than
the traditional mis/dis information operations but still, part of the malign actors influence operations in
the region. One way of dealing with this type of involvement is to provide an open and transparent political
system and make the financial connections available in the political system. Measures related to money
laundering, corruption, and other type of involvement in criminal activities and shady businesses require
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working with investigative journalists, civil society actors, and international organizations investing in
countering these types of activities. Taking into consideration that strategic competition among global
actors, using criminal elements and tactics will continue to be a convenient tool for the malign actors
and that needs to be considered a serious threat and a source of many mis-disinformation activities.”

4.1. Broader Geopolitical Context of the Western Balkans:
Strategic Goals and Obstacles to EU and NATO Integration

“The situation in the Western Balkans remains concerning. With secessionist threats in Bosnia
and Herzegovina, a fragile security situation in Kosovo, and little progress made in the EU-facilitated
Belgrade-Pristina dialogue. Russia is also seeking to undermine democracies in the region with cyber
and hybrid threats, including disinformation, using internal vulnerabilities to sow divisions,” stated NATO
Secretary General Mark Rutte, ahead of the meeting of NATO Defense Ministers in Brussels on 16 October
2024.>"

4.1.1. EU membership as Common Strategic Goal

In geopolitical context, the term Western Balkans (WB] designates an area in South East Europe that
includes six countries: Albania and the former Yugoslav republics/provinces of Bosnia and Herzegovina
(BIH), Kosovo, Montenegro, North Macedonia and Serbia. They all have Stabilization and Association
Agreements with the European Union (EU), opening up trade and aligning the region with EU standards.®
Therisk of instability in the region, where in many cases governance structures are yet to be consolidated,
has increased due to the war in Ukraine.’

While all six WB countries set EU membership as key geostrategic goal, their progress had been slow
and uneven. They are all at various stages of the process of accession, with Montenegro, Serbia, and
Albania conducting negotiations, North Macedonia in the screening phase of the negotiation process,
and BIH receiving the candidate status in December 2022. Kosovo has EU integration as a key goal but is
unable to start the formal process due to a lack of recognition by several EU members.®

All countries in the region have low level of media literacy, which provides fertile ground for
disinformation.® As part of the EU integration process, all candidate countries need to build resilience
to disinformation through advancing basic human rights, esp. freedom of expression and develop
mechanisms for dealing with Foreign Information Manipulation § Interference (FIMIJ'® as part of Chapter
31 of the acquis communautaire [foreign, security and defence policy).'* EU annual reports highlight
that “challenges remain in the aonline media sector, with growing threats arising from disinformation,
hate speech and breaches of intellectual rights,” while actual progress in these areas is limited or non-
existent.'?

Weak economies of the WB countries provide another avenue of FIMI risk, esp. because in 2023 they
experienced a decline “due to the ecanomic fallout from Russia’s war of aggression against Ukraine and
soaring inflation.” EU reports note that economic integration with the EU is high, with the EU acting as the
biggest trading and investment partner. However, trade and FDI from Russia and China provide inroads
far influence, with a great need to “decrease energy dependence on Russia.” China plays major role in
building road infrastructure in the region, which includes the influence of the speed of building the EU
corridors.”
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As EU candidate, Serbia has only partially aligned with EU positions and restrictive measures. while
serving as akeyregionalally of both Russiaand China, providing a staging ground for many of their activities
in the Balkans, from propaganda to security, in return for support on the Kosovo issue in international
institutions. Serbia “has maintained high-level relations with the Russian Federation and intensified its
relations with China, raising questions about Serbia’s strategic direction,” while Chinese FDI “accounted
for around a quarter of the total between 2021 and 2023" the EU report notes. Even though EU remains its
key economic partner, Serbia maintains strong economic relations with RF and PRC, ranging from Russian
ownership of QilIndustry of Serbia (NIS Srbija) to preferential treatment for Chinese investments in mining, **
metallurgy and infrastructure. AidData shows that out of Chinese 259 projects in the region (2012-2021),
85 are in Serbia, with over half of committed $10.3 billion slated for Serbia ($5.9 billion).*®

Anti-Western posturing is integral to the concept of “Serbian World,” promoted by Belgrade
establishment since 2020. It emulates Putin’s concept of Russian Ward, indorsing Serbia’s dominance in
the region, first as cultural sphere, but with allowance to absorb (parts of] countries with sizable ethnic
Serbian population or ‘historic ties.” Therefare, besides Kosovo, risk of instability is high in Bosnia and
Herzegovina, as open threats of separatism by the pro-Russian leadership of the Serbian entity Republika
Srpska (RS, lit. “Serbian Republic”) could ignite a new war.

Prior to its entry to NATO in 2017 Montenegro served as haven for Russian investments, including large
scale purchases of real-estate. Over the recent years Serbia’s influence in the country increased, as did
the number of citizens who self-identified as ethnic Serbs (from 29%* to 33% during 2023 Census®’).
Mabilization via the Serbian Orthodox Church brought to power a coalition that includes pro-Serbian
political parties, incl. run by acquitted defendants in 2016 “coup” plot case involving Russian spies.*

After all WB countries except Serbia joined the EU-led sanctions opposing Russian aggression against
Ukraine in 2022, RF put Albania, Montenegro and North Macedonia on their list of hostile nations.* In 2024
it also blacklisted them as perpetrators of “destructive neoliberal ideologies” against “Russian traditional
spiritual-moral values”.? Even though both joined the sanctions, Kosovo was not officially blacklisted
since Kremlin considers it part of Serbia, while BIH had been “‘exempt’ due to close ties of leadership of the
Serbian entity Republika Srpska (RS) entity with Putin regime.?

IF REFERENDUM WERE HELD TODAY ON OUR COUNTRY
JOINING THE EUROPEAN UNION, HOW WOUL YOU VOTE?
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The key goal of FIMI perpetrators in the region is to exacerbate the internal tensions and deepen existing
divides between countries and within societies, which are the key obstacle to integrating the region into
the EU.

“When we speak of the Western Balkans, the six countries, we are speaking of [joint economy with total
GDP slightly exceeding that of] Slovakia.”* We also speak of population which reaches about 17 million
people.. rather less than Netherlands. It is something that is consequent, important and absorbable by
the European Union. It is not about the size of other countries and it is not the size of previous waves
of enlargement. The most crucial difficulty of this region are the internal tensions which are legacy of
former periods, the war in Yugoslavia, and we now have to overcome that,” explained Ambassador René
Troccaz, Special Envoy for the Western Balkans of the French Ministry for Europe and Foreign Affairs at
the Civil Society and Think Tank Forum 2024 in Berlin.?

In particular, ethnic diversity of the region is used as grounds for inciting conflicts, especially through
conspiracy theories and narratives based on old grievances. With exception of Albania, the level of
religiosity in the region is high, #* which is also exploited for propaganda promoting authoritarian regimes
or their proxies as defenders of traditional moral values.

While majarity of Western Balkans citizens, with the exception of Serbia, still support joining the EU,%
Euroscepticism is on the rise, not only among people with preconceived anti-Western attitudes most
vulnerable to FIMI, but also among pro-EU groups whose disappointment is also target of propaganda
narratives.”

“EU’s ‘power of attraction” being diminished in the Western Balkans. Rival perceptions of China and
Russia as ‘less demanding’ partners than the EU, and the slowing down of EU’s enlargement agenda have
also contributed to this trend.”’

The lack of criteria regarding rule of law and protection of human rights makes alliances with Russia
and China appealing to members of the political/business elites implicated in profiteering from corruption.
On the contrary, joining the EU in most cases requires building resilience to corruption, motivating civil
society support for the process.

4.1.2. NATO Membership as Pillar of Security

In all Western Balkan countries, but Serbia, majority of decision makers and the population consider NATO
membership a positive thing, contributing to stability and security.? Three of them—Albania, Montenegro,
North Macedonia—are NATO members. As such, they have been included in NATO efforts to address the
“growing challenges” posed by adversarial use of hybrid tactics within “worsening threat environment”
based on strengthening national resilience “primary responsibility to respond to hybrid threats or attacks
rests with the targeted country” with NATO assistance “as part of collective defense.”® Incidents of
sabotage documented in other European countries increase the risk for WB.*

Lack of strategic communication capacities, resulting in lack of transparency about hybrid attacks,
especially related to cybersecurity has been an issue in the Western Balkans. Concerns had been raised
about FIMI background of numerous incidents, from fake bomb threats disrupting the work of institutions
and especially schools in all WB countries, to Distributed Denial-of-Service (DDoS) and ransomware
attacks against digital critical infrastructure, including websites of state institutions, from ministries to
public health funds, as well as independent media.** In 2023 Albania experienced wave of cyberattacks,
blamed on state-related actors Iran,* which had been linked to Moscow.* Such attacks continued in
2024.
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However there’s also lack of awareness about these kinds of threats, related to lack of substantial
public debate, with perception of incidents as collateral damage of attacks aimed at other primary
targets.™

Bosnia and Herzegovina is considered an aspirant for NATO membership,® participating in the
Partnership for Peace (PfP) and the Membership Action Plan (MAP).*® Kosovo declared its independence
in 2008, but Serbia officially still considers it its territory. Kosovo continues to struggle for broader
international recognition and UN membership, as precondition for its desired EU and NATO candidacy.
Russia and China support Serbia’s claim in this dispute, and their veto power in the UN Security Council
provides them strong leverage over Serbian government.

Geopolitically Serbia performs a balancing act” between the West on one hand and its self-declared
opponents Russia and China, while positioning as top regional political, economic and military power.
Although it actively participates in the PfP, acting as both recipient of military aid by US* and other allies
and purchaser of NATO weapons like French jets,* it continues to insist on maintaining its ‘'neutrality.’
Serbia had been purchasing Russian weapons also, from aircraft to anti-drone systems,“’ and received
no public backlash from the Kremlin after recent revelations™ it sold munitions to NATO countries which
re-export them as military aid to Ukraine.”* President Aleksandar Vucic keeps declaring that the country is
not interested in NATO membership,” while anti-NATO rhetoric is a staple of mainstream populist political
discourse, portraying Serbia as victim of 1999 bombing during Kosovo War.

And while Serbia has provided “financial and humanitarian assistance to Ukraine” it “has continued to
prevent circumvention of the EU restrictive measures introduced in the context of Russia’s aggression
against Ukraine via Serbian territory and/or by legal entities registered in Serbia. Serbia should continue to
step up its efforts to fight sanctions circumvention including concerning the risk of trade triangulation,”
EU Serbia report 2024 noted.

Western Balkans countries have been involved in military aid to Ukraine. Albania, North Macedonia
and Montenegro have donated their surplus of Cold War-era stockpiles of artillery shells and artillery
pieces, including APCs and infantry equipment. Kosovo is a part of other international mechanisms of aid
including training of Ukrainian soldiers. “Bosnia and Herzegovina and Serbia as the regional leaders in the
production of artillery pieces and shells, have seen their weapons used by the Ukrainian Army, procured
through third-party exports.”* Ukraine has also proposed co-production with weapaons suppliers from WB,
but no information about implementation has been made public by now.”

4.1.3 FIMI influences in the Western Balkans
Influence of Russia in the Western Balkans

Relevantinternational and state institutions as well as civil society expert consider the Russian Federation
(RF) the main perpetrator of FIMI threats in the Western Balkans, aimed at undermining Euro-Atlantic
integration, stoking conflicts, undermining trust in democratic institutions and rule-based global order.

“Russia’s main objectives for the Western Balkans are threefold. First, the Kremlin seeks to project
great power status globally. Second, it seeks to obstruct the Euro-Atlantic integration of the region
by advocating against NATO and EU integration and by raising instabilities. Third, the Kremlin uses the
Balkans, especially the Kosovo issue, as an argument for its foreign policy agenda elsewhere, particularly
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when it comes to defending its perceived dominance over its near abroad,” notes the analysis by
Clingendael Institute experts Wouter Zweers and Niels Drost.*®

Russia benefited from widespread lack of awareness about its influence, which was camouflaged by
narratives of denial (“we are too far from its sphere of interest,” “we are too small to matter”) that provided
excuse for local actors not to act appropriately to this threat. However, “Russia sees the Western Balkans
as an opportunity to undermine the EU and NATO by making use of the countries” own weaknesses. In
this respect, the Balkans are a vulnerable periphery of Europe where Russia can build a foothold, recruit
supporters, and ultimately maximize its leverage vis-a-vis the West.""

Russian officials repeatedly stated their goal to prevent the NATO and EU enlargement. This is in line
with their more immediate goal of reducing political and public support for the EU-led sanctions related
to Russia’s aggression against Ukraine, as well as reducing other kinds of domestic support for Ukraine.
RF has been transparent in this regard, and many local actors take these positions as a given. Aggressive
acts by RF officials, including open declarations of hostility toward WB countries, receive little or no
official reactions. As media often take politicians’ lead, this attitude translates into lack of public debate
about RF's local and global impact, creating a void that is easily filled by pro-Kremlin propaganda.

Russiais opposing NATO integration promoting the narrative that NATO is “aggressive alliance dragging
its members into war,” restricting their sovereignty.“ Russia is also opposing EU enlargement, considering
it easier to handle the European countries one by one from position of size, as opposed to when they act
together in one bloc as EU. In February 2024 a Russian ambassador to Montenegro explicitly threatened
the WB countries who aspire to join the EU, while also claiming that the interest in enlargement in Brussels
with vanish with the end of “Ukrainian crisis.”%"

While pro-Kremlin narratives include ideas of joining the BRICS, or the Russia-dominated Eurasian
Economic Union and Collective Security Treaty Organization (CSTO) as ‘alternatives’ to joining the EU and
NATO, no mainstream political party outside of Serbia and RS discuss them as serious options. Scant media
coverage aften conveys Kremlin propaganda claims, like blaming Armenia for Russia’s failure to protect its
fellow CSTO member during 2023 conflict with Azerbaijan.*

Table 1: Methods of Russian influence

social media campaigns—supported by bots and troll farms—amplify these messages, while

Propaganda: efforts to discredit Western institutions aim to position Russia as a more reliable regional

partner.

Russia uses state-controlled media such as Sputnik and RT to spread pro-Russian narratives,
eIUELCLIM conspiracy theories, and nationalist sentiment, often exploiting ethnic divisions. Coordinated

Political and Moscow provides political and economic backing to nationalist and Eurosceptic actors,

Eco

Interference:

Security
LI GELS other destabilizing operations. The presence of intelligence operatives, arming of non-state
actors, and cyberattacks on critical infrastructure and elections highlight the region’s growing
exposure to hybrid warfare.

nomic cultivating ties with political actors in Serbia, Republika Srpska, Montenegro and North
Macedonia. Through energy deals and financial incentives, it seeks to secure palitical

NATO accession. Dependence on Russian oil and gas remains a key leverage tool.

alignment and obstruct Euro-Atlantic integration, including cases such as North Macedonia’s

Russia has been accused of activities include alleged coup plots, assassination attempts, and
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Countering these multifaceted threats requires a comprehensive, coordinated response from the
West, regional governments, and civil society to enhance resilience, strengthen democratic institutions,
and limit the Kremlin’s ability to exploit vulnerabilities.

Influence of China in the Western Balkans

In the Western Balkans, People’s Republic of China (PRC) is cultivating the image of a “benign global
power” building clout through promotion of mutually beneficial economic interaction, utilizing its capital
as an “economic miracle-maker” to influence public opinion.*? China has endeavoured to portray itself
as a strategic investor who does not intervene in internal political affairs. It projects positive image of
desirable partner in areas of economy, technology, science and culture.

“China’s approach in the Balkans is primarily economic, but it also incorporates strategic information
campaigns aimed at enhancing its influence and countering Western narratives.

- Manipulation and disinformation: China employ soft power through media partnerships and Confucius
Institutes to promote a positive image of its policies and economic model. Chinese state media outlets
like CGTN and China Radio International are active in the region, spreading pro-China narratives and
downplaying negative aspects of Chinese investments.

Security Threat Factors: The Belt and Road Initiative (BRI) has led to significant Chinese investments
in infrastructure projects across the Balkans. While these projects provide much-needed development,
they also create dependency on Chinese capital and can lead to economic and political leverage.
Concerns about debt-trap diplomacy and the strategic use of infrastructure projects for military or
intelligence purposes are prevalent.”

And while the Western Balkans represents a small market of less than 18 million consumers, investing
in the EU candidate counties provides a foothold towards the EU common market of over 700 million.
Investments in transport infrastructure also relate to China’s control over transport corridors. Therefore,
all WB countries except Kosovo were included in its “17+1" special mechanism for regional cooperation
and policy coordination since 2011.% Using the Belt and Road Initiative (BRI), as the main framework for
expanding its economic presence in the region, China’s focus had been on transport infrastructure at
first, and expanding to industry, mineral extraction, energy and communications/IT. European parliament
has warned® that loans and investments further enhance China’s position and create dependencies,
even debt-traps, for the six Western Balkan states, like in the case of Montenegro.* Chinese participation
in construction of 56 networks was stopped®*in North Macedonia, Albania and Kosovo after they joined
the US Clean Network initiative, * aimed to address “the long-term threat to data privacy, security, human
rights and principled collaboration posed to the free world from authoritarian malign actors.”®

Meanwhile, China has been collaborating with Serbia on surveillance® since 2009,%° building joint
Government Data Center in Kragujevac,® utilizing Huawei cloud and Al systems,® and also memorandum
for service center for Chinese drones.®* Human rights organizations have raised concerns about Chinese
access to personal data of Serbian citizens.® This cooperation has has regional impact, reflected in
procurement of Chinese video surveillance in predominantly ethnic Serb areas of BiH and Kosovo.®

Chinese footprint in the other WB countries is much subtler, mainly taking the role of investor or
business partner. The building of transport infrastructure in Serbia, North Macedonia,®® and Montenegro®’
is blamed for debt traps, impunity for malpractice and rare investigations of corruption. Chinese
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development assistance in the region, “shaped by Chinese rules in combination with Western Balkans
domestic agency, is marked by the opacity of the procedures, lack of accountability, disregard for rules
in public finance management, and public procurement. Moreover, China could use its grant and loan
agreements to influence sovereign decision-making on issues that affect China’s interests.”®

With the exception of Kosovo (which it doesn’t recognize) diplomatic relationships of the other WB
countries with the PRC have been described as traditionally friendly, with no open issues. They have
adhered to the One-China Policy and strived to make the most of the economic cooperation, focusing
on increasing exports, attracting direct investments and using Chinese funds for large infrastructure
projects. However, due to recurrent tensions between China and the US, as well as the EU’s changing
approach to China, WB countries increasingly face difficult policy choices. As current or future NATO allies,
they are bound to align with NATO's positions, including on China.®®

The 2022 NATO Strategic Concept’® states that

“13. The People’s Republic of China’s (PRC) stated ambitions and coercive policies challenge our
interests, security and values. The PRC employs a broad range of political, economic and military tools
to increase its global footprint and project power, while remaining opaque about its strategy, intentions
and military build-up. The PRC’s malicious hybrid and cyber operations and its confrontational rhetoric
and disinformation target Allies and harm Alliance security. The PRC seeks to control key technological
and industrial sectors, critical infrastructure, and strategic materials and supply chains. It uses its
economic leverage to create strategic dependencies and enhance its influence. It strives to subvert
the rules-based international order, including in the space, cyber and maritime domains. The deepening
strategic partnership between the People’s Republic of China and the Russian Federation and their
mutually reinforcing attempts to undercut the rules-based international order run counter to our values
and interests.”

Indirect influence of authoritarian regimes through third parties

Russia’s indirect influence continues to obstruct the Euro-Atlantic integration of Western Balkan
countries, often operating through networks within certain NATO and EU member states. Moscow has
intensified its hybrid activities across Europe, supporting far-right and populist movements—some with
violent tendencies—through funding, training, and ideological engagement. In the Balkans, both far-right
groups and parties on the left of the political spectrum—such as the Socialist Party in Serbia and Levica
(The Left) in North Macedonia—serve as proxies promoting Kremlin interests, with their leaders maintaining
direct cooperation with Russian Federation institutions, including through official visits to Moscow.

Another channel of Kremlin influence operates through the Russian Orthodox Church, particularly via
its ties with the Serbian Orthodox Church and the Macedonian Orthodox Church - Ohrid Archbishopric.

Hungary, maintaining close ties with both Russia and China,” exerts notable influence in Serbia, Bosnia
and Herzegovina (Republika Srpska), and North Macedonia through political alignment and financial
cooperation, particularly in the media sector.

Recent reports have also warned of Russian infiltration within the militaries of Bulgaria and Greece, 2
where Kremlin-linked forces sought to undermine the Prespa Agreement that enabled North Macedonia’s
accession to NATO. In Bulgaria, nationalist pro-Russian groups continue to block EU accession talks for
North Macedonia and Albania, with local proxies actively working to stall further progress.
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4.2. Overview of Disinformation Narratives Affecting the Western Balkans in 2023

The MediaMonitoring Reports by the Metamorphosis Foundation highlight several prominent disinformation
topics and narratives in the Western Balkans (WB] during 2023, focusing on geopolitical, social, and
regional issues.

NUMBER OF ARTICALS ON MOST DOMINANT
DIDINFORMATION TOPICS IN 2023
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War in Ukraine

The War in Ukraine has been a central focus of disinformation campaigns in 2023, particularly within
the Western Balkans, with a series of narratives designed to undermine Ukraine’s legitimacy, paint Russia
as a defender of values, and fracture international support for Ukraine. These narratives attempt to shape
the public perception of the conflict by distorting facts and emotions surrounding the war, often aligning
with broader geopolitical objectives, particularly those of Russia. There are several wider narratives that
emerged, using key incidents in the conflict to manipulate public opinion and create confusion.

Undermining Ukraine’s Legitimacy: Disinformation frequently depicts Ukraine as corrupt and morally
flawed. Claims such as Ukraine “recruiting children” or being responsible for the destruction of the
Kakhovka dam are intended to tarnish the country’s international image, presenting it as a state violating
human rights and international norms. Claims like “child organ trafficking” and “high levels of corruption”
further paint Ukraine as an illegitimate actor, unworthy of support, while emphasizing Russia’s supposed
moral superiarity.

Russia as the Defender of Tradition and Sovereignty: Another layer of disinformation seeks to reframe
Russia’s invasion as a defensive action, portraying Russia as a defender of traditional values against
Western liberalism. This narrative is reinforced by claims that “Russia is only defending itself” and the
glorification of Russian military forces and the Wagner group, which are presented as fighting for justice.
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Russia is also depicted as standing up for values and sovereignty against NATO expansion, appealing to
conservative elements within the Western Balkans, where anti-Western sentiment is often high.

Destabilizing Ukraine’s Support Network: The disinformation campaigns frequently attempt to create
divisions within Ukraine’s international support network, particularly targeting the U.S. and Poland. By
pushing claims such as “The US is behind Ukraine’s drone attack on the Kremlin,” these campaigns suggest
that Ukraine is being manipulated by foreign powers for geopolitical gain, discrediting both Ukraine and its
Western allies. Additionally, the claim that “Poland will conquer the western portion of Ukraine” seeks to
undermine Poland’s position, sow discord among NATO and EU members, stir social and political tensions
within Poland, and discredit its leadership by portraying it as a destabilizing force in the region.

Russian Influence in the Western Balkans: Russia is portrayed as a stabilizing force in the region, with
narratives suggesting that Russian influence is beneficial for the Western Balkans. Claims of Russian-
backed groups and politicians are framed as essential counterweights to Western intervention and
influence, presenting Russia as a protector of the region’s sovereignty and traditional values particularly
in relation to the Orthodox religion.

The War’s Outcome and Military Strength: A consistent thread throughout these narratives is the claim
that “Russia is winning and Ukraine is losing.” Disinformation exaggerates the strength of Russian military
farces while downplaying Ukraine’s resilience and military capability. These messages aim to create a
sense of inevitability regarding Russia’s victory, discouraging further military aid to Ukraine. By suggesting
that “Ukraine has no way to win” or that it is “too weak to continue,” these narratives seek to demoralize
both domestic and international support for Ukraine’s defense efforts.

Anti-Western narratives

The West particularly in the context of the War in Ukraine, has been a significant theme in media
throughout 2023. Anti- Western narratives are propagated mainly by pro-Russian outlets and are designed
to undermine Western influence in the region, casting the West as a destabilizing, hypocritical force while
promoting Russia as a defender of traditional values and a more reliable partner.

The West is responsible for the war: One of the most prominent anti-Western narratives in the context
of the war in Ukraine is that the West, particularly NATO, is to blame for the escalation of tensions leading
to the war. This narrative claim that NATO’s expansion and its encroachment on Russia’s borders provoked
the conflict. According to this view, Russia’s actions are framed as a defensive response to Western
aggression. The narrative often emphasizes the West's role in fostering instability in Eastern Europe and
its failure to recognize Russia’s security concerns.

NATO expansion is the cause of the war: This narrative argues that NATO's eastward expansion since
the end of the Cold War has directly contributed to the outbreak of war in Ukraine. Proponents of this
view claim that NATO’s promise to incorporate former Soviet states like Ukraine and Georgia led Russia
to perceive the alliance as a threat, ultimately resulting in Russia’s invasion of Ukraine. This narrative is
used to justify Russia’s military actions as a form of self-defense against an aggressive Western alliance.

The West’'s hypocrisy and double standards: This narrative focuses on the perceived hypocrisy of
Western countries, particularly in their stance on human rights and international law. It often highlights
incidents like the bombing of Yugoslaviain 1999 or the Irag War, accusing the West of violating international
law while accusing Russia of doing the same. The narrative claims that the West selectively applies
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standards of justice, promoting a distorted view of human rights that suits its geopolitical interests, while
turning a blind eye to Western misconduct.

Western values and cultural decline: Anti-Western narratives also emphasize the moral and cultural
decay of Western societies. These narratives argue that Western values promote practices considered
harmful or immaral, such as gender fluidity, LGBTQI+ rights, and alleged misuse of children. They depict
Western societies as culturally bankrupt, pushing these values onto the world while destabilizing other
countries. The narrative often includes extreme accusations, like claims that the West is involved in organ
trafficking or promoting pedophilia under the guise of LGBTQI+ rights.

Russia as a defender of traditional values: A counter-narrative to the West's supposed moral decline
is the portrayal of Russia as the protector of traditional, conservative values. This narrative highlight
Russia’s stance against LGBTQI+ rights and its promotion of orthodox Christian values, framing the country
as a bulwark against the culturalinfluence of the West. Russia is presented as a defender of family values
and national identity, contrasting itself with the West's alleged moral relativism.

The West violates international law: This narrative emphasizes the West's record of violating
international law, particularly during military interventions like the bombing of Yugoslavia and the invasion
of Irag. It accuses Western powers of imposing their will on sovereign nations and committing war crimes,
while attempting to delegitimize international responses to Russian actions by pointing to the West's own
transgressions.

Kosovo and Serbia relations

The relationship between Kosovo and Serbia has been marked by ongoing tension, ethnic divisions,
and political standoffs, particularly since Kosovo declared independence in 2008. Over the years, both
media narratives and political rhetaric from both Serbia and Kosovo have amplified existing grievances,
fueling a narrative of conflict and irreconcilable differences. The disinformation narratives surrounding
this relationship often focus on portraying Kosovo as illegitimate, criminal, and a threat to Serbia, while
also emphasizing fears of Serbian persecution in Kosovo.

Kosovo as a “False State”: Serbian media frequently depict Kosovo as a fabricated or illegitimate
entity, arguing that Kosovo is not a sovereign nation but a creation of Western powers. This narrative
is reinforced by the claim that Kosovo will never truly be independent and should remain part of Serbia.
These ideas are rooted in nationalist sentiments and the belief that the loss of Kosovo is an affront to
Serbian territorial integrity.

Kosovo as a Source of Crime and Threat: Another prevalent narrative suggests that Kosovo is a hotbed
of crime, particularly focusing on organ trafficking and terrorism, positioning Kosovo not just as a prablem
for Serbia, but as a destabilizing farce for the European Union as well. These accusations often serve to
portray Kosovo as a state incapable of providing stability and security, amplifying fears of its impact on
regional peace.

Genocide and Persecution of Serbs in Kosovo: Serbian narratives frequently accuse the Kosovo
government of persecuting the Serb minority, claiming that Kosovo's ruling elites are responsible for
genocide against Serbs, particularly in the narth. These messages evoke emational responses linked to
ethnic tensions and historical traumas, creating a victimization narrative that positions Serbs as under
attack in their own homeland.
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The “Greater Albania” Threat: Serbian media also emphasize fears of a Greater Albania, a narrative
suggesting that Kosovo's independence is just the first step in a wider ethnic Albanian expansionist
agenda. The claim that Kosovo aims to annex Serbian territories or expel Serbs further stokes nationalist
fears and portrays Kosovo as an existential threat to Serbia’s territarial integrity.

Anti-EU narratives

Anti-EU narratives in the Western Balkans have been growing in strength, particularly as EU accession
for some of these countries becomes more feasible. These disinformation campaigns often aim to portray
the European Union in a negative light, suggesting that the EU is an unreliable partner or that it supports
undemacratic and fascist behavioramong its member states. Forinstance, some narratives claim that the
EU does not truly want the Western Balkans to join, framing the accession process as a tool of exploitation
rather than a genuine opportunity for regional development.

The EU supports undemocratic behavior within its member states: This narrative suggests that the
European Union is complicit in supporting authoritarian regimes and undemocratic behavior among its
member states. Claims often cite the rise of far right and fascist movements within the EU as evidence
of the bloc’s failure to uphold demaocratic values. By focusing on examples like Hungary or Poland, the
narrative posits that the EU prioritizes political and economic interests over human rights and democratic
principles, making it an unreliable model for the Western Balkans.

The EU does not genuinely want the Western Balkans to join: A recurring narrative in anti-EU
disinformation is the idea that the European Union is not truly interested in expanding to include the
Western Balkans. This is often framed as a deliberate strategy to keep the region economically and
politically subordinated, ensuring that the Western Balkans remain within the sphere of influence of
external powers like Russia or China. Proponents of this narrative argue that the EU has placed unfair
demands aon the region or delayed the accession process to weaken the region’s development prospects.

Economic damage caused by EU policies: Anti-EU narratives often highlight the negative economic
impacts of EU sanctions on Russia, claiming that they have caused significant harm to the economies
of EU member states. The narrative argues that these sanctions have destabilized European economies,
undermining the union’s credibility. Furthermore, it suggests that the Western Balkans should not follow
the EU’s example and should instead consider other alternatives for future economic partnerships, such
as Russia, which is framed as a more stable partner.

Russia as a preferable alternative: Pro-Russian media outlets have consistently pushed the idea that
Russia is a better ally for the Western Balkans than the EU. This narrative taps into historical ties and
common grievances against the EU’s perceived interference in domestic politics. It promotes Russia as
a supporter of national sovereignty and traditional values, offering the region an alternative to the EU’s
“diluted” political agenda. The narrative is often linked to broader geopolitical competition, where Russia
is presented as a counterbalance to Western influence in the region.

Israel and Hammas war

The armed conflict between Hamas and Israel that escalated on October 7, 2023 brought about a
whole new wave disinformation in the Balkans, spread by already active propagators of anti-Western
narratives. Russia benefited from the distracted international attention toward these developments, as
media diverted their coverage to Middle East, reducing their reporting about the war in Ukraine.
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False Allegations of Victims on Both Sides: In the context of the Israel-Hamas war, this narrative
manipulates perceptions by claimingthatvictimhood onboth sidesisbeing misrepresented orexaggerated.
Disinformation often accuses international media or governments of bias, either overstating Palestinian
casualties to demonize Israel or inflating Israeli suffering to justify military actions against Gaza.

The West Is Financing the War: Accuses Western countries of financing the war by providing military
or economic aid to Israel. This narrative often suggests that such support diverts resources from other
criticalareas, including aid to Ukraine. By claiming that the West's involvement in the Israel-Hamas conflict
will weaken its ability to support Ukraine, the narrative aims to foster resentment among Ukrainian allies
and stoke division within NATO and the EU.

These narratives collectively aim to sow confusion, shift blame, and erode trust in Western media,
governments, and humanitarian efforts, ultimately polarizing audiences and diminishing empathy for
victims on both sides of the conflict.

Russia Will Send Mercenaries to Palestine: A narrative about Russia deploying mercenaries to Palestine
ties into broader disinformation efforts to frame Russian intervention as protective or strategic in various
conflict zones. This type of message often blurs the lines between geopolitical conflicts, seeking to
position Russia as a stabilizing force in areas of instability, and contrasts this with the West's perceived
failures in handling similar crises

Anti-LGBTIQ disinformation narratives

Anti-LGBT narratives in the Western Balkans, often peak around events like Pride Parades and similar
social movements. These narratives are primarily spread via social media and traditional media outlets,
where LGBTQI+ events are portrayed as foreign impositions or as threats to traditional family values.

LGBTQ+ Rights Are a Western Imposition: This narrative positions LGBTO+ rights as an external
influence that is being forced onto the local population by the West. It suggests that the West is trying
to “destroy” traditional family structures and impose foreign values on the region. This argument is tied
to broader anti-Western sentiments, framing the LGBTO+ rights movement as part of a larger “cultural
imperialism” effort. It seeks to delegitimize LGBTQ+ rights by portraying them as alien and incompatible
with local culture.

Anti-gender fear mongering: A common disinfarmation tactic involves provoking public outrage and
resistance by portraying gender diversity and LGBTQ+ rights as threats to children and traditional family
values. These narratives often falsely claim that promoting gender equality or LGBTQ+ inclusion will “turn
children gay” or “make them transgender,” exploiting fear and misunderstanding to rally opposition.

In addition, these narratives often misrepresent gender equality laws as part of a so-called
“transgender agenda,” falsely claiming that such legislation allows men to “turn into women” and vice
versa. This framing distorts the purpose of gender equality measures, which aim to protect and promote
the rights of all individuals, regardless of gender identity, by presenting them as enabling opportunistic
ar deceitful behavior.
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Elections and national/local events

In 2023, elections in the Western Balkans were marred by significant disinformation campaigns aimed
at delegitimizing the democratic processes. These campaigns targeted electoral integrity, claiming that
elections were either corrupt or externally manipulated.

In Kosovo, disinformation centered on the elections in northern municipalities, with narratives
suggesting that the elections were part of a larger scheme to expel Serbs from the region. This narrative
was especially potent given the Serbian boycott of the vote, framing it as illegitimate and manipulated.

Similarly, elections in Albania and Montenegro faced claims of political favoritism and vote tampering,
aimed at undermining trust in the democratic process and the governing parties.

Local events were also exploited to fuel ethnic tensions, political manipulation, and regional disputes,
leading to destabilization. False or exaggerated claims about violence or provocations between ethnic
groups, such as Albanians, Serbs, Bosniaks, and Croats, amplify historical grievances and deepen
divisions. Political figures and parties are also targeted, with disinformation used to discredit rivals by
spreading false accusations of corruption, criminal activity, or unethical behaviar, particularly during
elections or politically charged moments. Furthermore, local events tied to regional conflicts, such
as those concerning Kosovo, are manipulated through false narratives about border changes, ethnic
partitioning, or foreign interference, stoking nationalist sentiments and disrupting diplomatic efforts.

Other disinformation narratives affecting the Western Balkans

Anti-Vaccination Disinformation: False claims about vaccines spread widely, with narratives
suggesting they were part of a global conspiracy orchestrated by Western governments to control
populations. Disinformation included fears that vaccines could alter DNA, implant tracking devices, or
cause severe health issues. This narrative, particularly around COVID-19 vaccines, was amplified on social
media and alternative media platforms.

Economic and Climate-related Disinformation: Disinformation targeted economic struggles and
climate policies, claiming that Western nations were intentionally destabilizing Balkan economies and
exploiting the region’s resources. Climate change narratives were framed as a tool for redistributing
wealth and resources globally, with accusations that Western powers were manipulating these issues
for political gain.

Conspiracy theories: Linked global elites to technologies like 56, HAARP, and chemtrails, claiming
these were used to manipulate politics and destabilize the region. 56 was said to control minds or
enable surveillance, while HAARP was accused of causing weather manipulation and natural disasters.
Chemtrails were portrayed as secret efforts to alter the environment and control populations. These
theories, often driven by anti-Western sentiment, connected NATO’s expansion and the Ukraine conflict
to a broader plot by global powers to destabilize the region. They also extended to local politics, alleging
foreign interference in elections, financial policies, and regional outcomes.

Geopolitical Perspective of Disinformation Flows in the Western Balkans 2023-2024

4.3. How to Nurture the Information Environment:
Response to the Challenges?

Traditional media have not made the necessary leap to a new reporting format. The public demands
constant information, yet how much do citizens pay attention to the democratic process and their civic
duties?

As the cracks of the failing foundation of the existing information ecosystem and, more broadly, the
demacracy begin to be filled, plans should not be made from scratch. However, each society makes
different progress in this field.

Understanding the information process goes beyond the existing geographic perspective. From the
influence of malignant foreign actors on electoral discourse and democratic processes in society to
regulations to initiate change, social media platforms are slowly but gradually starting to make changes
in how their services work regarding information. Facebook, Twitter, and Google have made political
advertising more transparent, creating searchable databases of political ads, and have tightened
restrictions on who can purchase them.”

According to Dr. Yevgeniya Gaber, Professor at the George C. Marshall European Center for Security
Studies:’™

“In 2013, Valery Gerasimov, Chief of the General Staff of the Russian Armed Forces, wrote that in the
new generation warfare, “the main front is the human psyche and the information space.” The wars
Russia is now fighting, both a conventional war in Ukraine and irregular warfare in other regions from
the Western Balkans to Africa, are largely being fought in the cognitive domain. They are not so much
battles for territory as they are battles for narratives, for the hearts and minds of people. We live in an
age where everything is weaponized: social media, the Orthodox Church, cultural associations, political
corruption, historical traumas, economic and energy dependencies. |dentifying these vulnerabilities,
countering Russian disinformation, and exposing its malign influences in the region, is becoming a
matter of national security, especially in such critical areas as the Balkans. Despite existing initiatives,
much more effort is needed to debunk Russian myths, prevent the securitization of existing problems,
avoid polarization of societies and internal destabilization.”

Democratic governments also need to take action without the slightest politicization of all
disinformation-related issues. The success of information campaigns is largely related to the success
of disinformation campaigns and how the sacietal “cracks” or “fault lines” revealed in this relationship
are reported. In one country, these vulnerabilities may take the form of ethnic tensions and historical
revisionism; in another, they may center on culture and religion; and in a third, on political polarization
that enables manipulation.”

In the Western Balkans, often can feel the pulse of the population regarding the appearance of
scepticismregarding the European Union; or emphasizing anti-migrant sentiments for certain government
decisions. Inshort, itis not only externalinfluences that create unfavourable social conditions. As long as
political polarization and internal issues are not affected, societies, governments, and citizens will be an
easy target for any malignant actor - Russian or Iranian, foreign or domestic - to manipulate.
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All this tends to cause mistrust in institutions, including the government and the media, two critical
playersin the counter-disinformation space. Between a world of online and offline influence and flagging
trust which clever communications campaigns cannot solve on their own, the cards are stacked against
societies attempting to win the information war. But establishing a coherent counter-disinformation
policy becomes impossible when governments are not strategically focused on the process itself.

4.4. Building a Framework of Resilience to Disinformation
and Misinformation

We live in an age of information disorder, where recognizing deliberate disinformation efforts can
be difficult. When executed effectively, disinformation is especially hard to spot in its early stages. It
is therefore important to clarify what constitutes an active measure in countering disinformation,
misinformation, and related phenomena—and what does not.

The term active measures, which dates back to the 1920s, includes operations such as espionage,
propaganda, sabotage, and assassination, based on foreign policy objectives of the Soviet and Russian
governments.”® These activities aim to influence the course of regional or global geopolitical events
by collecting and exploiting information, shaping media content, and spreading disinformation and
misinformation.

More specifically, the role of active measuresin the context of disinformation and misinformation refers
to deliberate actions or strategies used by organizations or groups to manipulate public opinion, disrupt
political and social systems, undermine democracy, impose a particular ideology, and shape reality for
their own purposes.

Active measures are not spontaneous lies by politicians, but the methodical output of large
bureaucratic systems. Historically, disinformation was—and in many ways continues to be—professionally
run, continuously improved; and always directed towards specific end, usually to weaken the targeted
adversarySuch measures also aim to create divisions between allied nations, drive wedges between
ethnic groups, fuel internal friction within political movements, and undermining the trust in institutions
while targeting specific groups in a society.”

Active measures may also be directed towards a single, narrow objective - to erode the legitimacy
of a government, for example, or the reputation of an individual, or the deployment of a weapon system.
Sometimes narratives that are guided by specific goals are designed to facilitate specific political
decisions.

These characteristics—often misunderstood—have led to widespread misconceptions about the
nature of disinformation, which is commonly perceived as a sophisticated activity focused on spreading
false news in the public sphere.

According to Dr. Monika Begovic, President of the Atlantic Council of Croatia:’®

“Disinformation is very often being used as a tool to achieve certain geopolitical goals, and it proves
to be quite effective, especially in region characterized by complex relations. Western Balkan is one
such region, which is vulnerable to external influences, as they undermine its political stability, fragile
regional relations, and security dynamics. History marked by ethnic conflicts and still existing political
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fragmentation makes this region fertile ground for disinformation, especially nationalistic narratives.
They awake ethnic tensions and disrupt regional cohesion, creating a fertile ground for great powers,
such as Russia, China, to leverage disinformation in the Western Balkans. Russia, aiming to maintain
its influence and counter Western integration efforts (EU and NATO), uses disinformation to exacerbate
ethnic divisions and political instability. China, while more focused on economic influence, occasionally
uses disinformation to further its strategic interests. Disinformation is also being used by various
non-state actors, including nationalist parties and criminal organizations, to use disinformation for
their agendas. Disinformation impact geopolitical security as they deteriorate political fragmentation
and weaken democratic institutions, while at the same time they destroy public trust in government
institutions and international organizations. As such, disinformation shapes the foreign policy decisions
of Western Balkan states, often aligning them with the interests of external actors like Russia, contrary
to their EU or NATO aspirations. Current political vulnerabilities in countries of this region, together
with historical context, make Western Balkan a subject to influence of different interests, therefore,
addressing this challenge requires a multifaceted approach involving local, regional, and international
efforts to strengthen media literacy, regulate information platforms, and foster cooperation among
democratic institutions.”

Almost all disinformation operations are, in fact, imperfect by design, run not by perfectionists but
pragmatists. But when there is active measure, it can be contradictory: they are covert operations
designed to achieve overt influence, secret devices, deployed in public debates, carefully hidden yet
visible in plain sight.

Also, disinformation is not simply fake information - at least not necessary. Some of the most vicious
and effective active measures in the history of covert action were designed to deliver entirely accurate
information. Moreover, even if no forgery was produced and no content altered, larger truths were often
flanked by little lies, whether about the provenance of the data or the identity of the publisher.

Finally, disinformation operations do not always take place in public. Some highly successful active
measures, reached their target audience without ever being publicized in a newspaper, radio broadcast, or
pamphlet, and sometimes they were more effective for that very reason. It can be called “silent measures”.

“Silent measures” can be strategically placed, but are usually subtle and behind-the-scenes, and
can also be organized by groups, arganizations, even public platforms, with the primary goal of distorting
public opinion, redirecting the same, and achieving the desired goal. This explanation is often followed
by the term “Silence Propaganda” i.e. the majarity have their thoughts on a particular issue manipulated
without ever realizing.”

Understanding resilience can differ in organizations, cultures, and societies. The level of resilience
can be interactive, having an effect in combination with situational and risk factors, but also be related
to ethnicity, gender, age, religious affiliation, community, society, etc. In the context of disinformation,
resilience is important to experience as strengthening information integrity. Only with properly informed
individuals, can we talk about democratic debate and society.

Strengthening societal resilience to disinformation and misinformation requires a series of sequential
steps: (1) acquiring skills and competencies to strengthen media, information, and digital literacy; (2)
proactive and publiccommunicationsto accuratelyinform the public; (3) strengthening public participation
to build information integrity (pre-bunking) and understanding of the information space.®
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In their initiatives, governments have a role in coordinating with media professionals, academics, civil
saciety organisations and platforms, where they influence the strengthening of information integrity
(building resilience] and the countering of misinformation and disinformation.

4.5. Through the Labyrinth of Information - Countering Foreign Propaganda

Distinguishing between facts and non-facts or falsehoods is becoming increasingly difficult. The line
between truth and lie is a continuation of the line between peace and war, domestically as well as
internationally.®

The management of disinformation is best explained through the Foreign Information Manipulation and
Interference or FIMI concept introduced by the EU. It provides a comprehensive approach in combating
disinformation and managing misinformation in the digital age. FIMl—also often referred simply as
“disinformation”—is a growing political and security challenge for the European Union. The process of
European integration, which extends to the Western Balkan countries, also includes building capacities
in the countries to combat disinformation and respond to the FIMI challenge.®

Disinformation operations and propaganda ultimately erode the very foundations of open societies—
not only harming the victims, whether individuals, groups, or the broader public, but also corrupting those
who perpetrate them.

According to Dr. Daniela Irrera, Professor of International Relations at the School of Advanced Defence
Studies in Rome:®*

“The Balkans have always been a highly strategic area for European partners, Countries such as
Kosovo and Bosnia-Herzegovina have been an important laboratory for testing EU intervention and its
capacity to deliver peace, stability, and development. Despite these efforts over the past decades,
the EU remains popular with local citizens, but far from being the ‘only game in town’, especially for
local political elites and economic actors. Looking at the current conditions in the region, one can
observe that the EU’s primacy is contested by local political elites, who tend to find other actors more
rewarding and less demanding. The fact that Russia and China have different interests, preferences,
and objectives, including different ways of approaching stakeholders, may not be relevant. Russia is a
historical ally in the region. This is not only because of ideological similarity or Cold War ties, but also
because of the strong relations it has established with some WB countries, especially Serbia. Russia was
instrumental in protecting the Serbian leadership within the Balkan ethnic mosaic. This worked quite
comfortably under Tito’s leadership, informally supported by the US and European countries, but it began
to complicate after Slobodan Milosevic’s attempts to revive an already failing dominance. By opposing
Kosovo's independence and favouring territorial fragmentation, Russia has shown that it will always be
actively present in the Western Balkans. The Chinese presence is relatively newer, and more focused
on strengthening its economic power and has been expanding in different regions for several years.
Numerous studies, policy briefs and academic works have highlighted the broad and long-term strategy
behind the establishment of the Belt and Road Initiative. Investments in several infrastructure projects
have already started, along with a credit policy that is expected to complement a more comprehensive
engagement at all levels. So far, China has been more successful in some countries than others, with
Serbia being its strongest supporter. The influence of so many different actors reflect the strategic
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importance of the Balkan region. At the same time, the big powers contribute to the fact that the EU is
formally the most important actor, but concretely the least influential. The hegemonic balance in the
region has changed over the decades, depending on historical events and territorial settlements.”

Forliberaldemocraciesin particular, disinformation and propaganda represent a double threat. If active
measures of disinformation and propaganda are taken, that will undermine democratic institutions. It is
impossible to excel at disinformation, propaganda and at democracy at the same time. The stronger and
the more robust a democratic body politic, the more resistant to false narratives it will be — and the more
reluctant to deploy and optimize disinformation.

The internet space, with its very own culture, creates a vast new human-machine interface
that appeared to be optimized for mass disinformation and an even greater rise in propaganda. Yet,
disinformation and propaganda messages, by design, still resist the metrics. If more data generally
meant more reliable warfare: the metrics produced by digital disinformation were, to a significant
degree, themselves disinformation. The internet didn't bring more precision to the art and science of
disinformation - it made active measures less measured: harder to control, harder to steer, and harder
toisolate engineered effects. Even more, disinformation and propaganda, as a result, become even more
dangerous.®

Education and awareness alone cannot win the information war. It will take a long-term investment
in them to even win a single battle. But in countries where disinformation-emanating both from fareign
malignant actors and domestic sources - has long been a reality of life, empowering people to be active
and engaged members of society through investments in the information space and in people themselves
isalways part of the solution. While platforms, governments, and civil society organizations still set criteria
for fact-checking, struggle with new technologies and digitalization, bad actors continue to manipulate
and amplify social and institutional weakness. To prepare for these future attacks on democracy - and
indeed, even attack from within - one must think beyond, and pay attention to the key actors in the
democratic process: people.

Thomas Jefferson recognized this, writing in 1820: “I know of no safe depository of the ultimate powers
of the society but the people themselves; and if we think not enlightened enough to exercise their control
with a wholesome discretion, the remedy is not to take it from them but to inform their discretion by
education ".#
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5. RESEARCH FRAMEWORK
AND ANALYSIS

5.1. Methodology

Disinformation is interpreted as a symptom of instability in a society. It can be largely associated with a
contemporary aspect of cultural hegemony (described within the framework of Gramsci’s theary), or more
specifically, as a soft way of displaying the dominance of social groups, under the influence of various
situational factors.

Deliberative methodological choices, basic assumptions, and dynamics of display are important to
examine a deeper ideological struggle, which has a particular role in shaping public opinion and public
understanding of certain socially imposed issues. In this way, it encourages an understanding of the
dynamics of the general information environment, the democratic participation of the masses, the
existence of appropriate educational initiatives for upgrading, as well as publicly available platforms for
the exchange of experiences.

The phenomenan of disinformation, misinformation, and propaganda needs to be analyzed through the
application of a holistic approach, primarily because these terms are often used in the public sphere with
variable meanings. In this regard, a focus on analyzing the dynamics is needed, within a given timeframe,
to obtain relevant conclusions and recommendations for future improvements.

Through thorough analysis, a way is set up to identify the sources and targets of the emergence of
disinformation, misinformation, and propaganda. The analysis itself is set up using local specificities
since it is the local context that influences the spread of disinformation, which can be seen through a
series of sociological analyses through interpreted data.

In order to obtain a thorough picture regarding the emergence and impact of disinformation,
misinformation, and propaganda, it is important to use in-depth knowledge of the dynamics of individual
data, as well as to provide an analysis of the discourse of the movement of narratives and their perception
within social framewaorks. This is a useful model to identify possible populism in the field of disinformation
and the spread of fake news.

The aim of the study is to develop insightful conclusions about the causes and influencing factors
for exposing foreign malign influence in the Western Balkans by debunking and mapping the flow of
disinformation, misinformation and propaganda originating from external actors through the region.
The research study aimed to create insight into the acquired practices of influence, as well as to find
alternatives to prevent future malignant influence in the Western Balkans, when it comes to foreign
disinformation flows on democratic processes. In addition, the main goal of the empirical research is
to provide recommendations, applicable conclusions and positive practices with a direct impact on the
academic public, the professional public, as well as the public policy makers.
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The application of a qualitative research framework, as opposed to a guantitative one, allows for a
clear picture of the specificity of the occurrence of disinformation, misinformation, and propaganda, to
have anidea of the intention, as well as to give priority to individual characteristics. This research practice
offers comprehensiveness in the insight into a higher social problem, as well as how people perceive itin
a democratic society.

The research framework applied in this geopolitical analysis uses the ground of: (1) discourse analysis
as a qualitative methodology to explore the narratives of expression, from a socio-cultural aspect of the
spread of disinformation, misinformation, and propaganda, in a different social context; (2) Method of
Thematic Analysis, for the purpose of analyzing and interpreting paths of repetition of events, topics,
ideas, and opinions.

Consequently, based on the data obtained, through a critical view, appropriate interpretations are
developed and refined, relevant to the given time frame of the research, through insight into dominant
attitudes and ideologies.

In this context, it is important to choose a target group that is familiar with the issue and has the
potential to send effective messages through its shared data. The generated theoretical-research model
arises from the type of experience of the participants.

The data obtained through the qualitative methodological analysis arise from a semi-structured
interview and focus group.

The processing of the questionnaire is based on the scope of the following research questions:

@ How does disinformation and misinformation spread and impact in the security context?

© What types of actors are involved in creating and disseminating disinformation (state actors,
non-state groups, individuals)?

© What is the role of governments, the media, and the public in dealing with disinformation?

O How does spreading disinformation affect national interests and the established process of
democracy within social frameworks?

O What is the level of perception of the terminology (disinformation/misinformation/propaganda)
by the public? What are the possibilities and perceptions for strategically raising the level of
media literacy at the national level?

O What is the effectiveness of national policies to prevent disinformation, misinformation, and
propaganda?

Indicators that describe the trend, the momentum, and the framework of stability of the research
problem are the following:

© The assessment of the achieved goals to prevent misinformation within the past year.

© Level of impact of the propaganda campaigns and prevention of disinformation.

© The changing of the methodologies (future labs) in the assessment of the geopolitical
perspectives.

O The level of existing benefits of the Western Balkans countries regarding dealing with
misinformation/disinformation/propaganda.

© The change of the national policies at the expense of new geopolitical practices - regarding
disinformation/misinformation/propaganda.
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5.2. Demographic Overview of the Research Sample » Quotes from respondents:
The research framework uses a sample of a total of 30 respondents, 5 from each country in the Western e “.The large amount of information, lack of reliable verification and uncritical adoption and
Balkans Region [North Macedonia, Serbia, Montenegro, Bosnia and Herzegovina, Albania and Kosovo). The dissemination opens the possibility for data manipulation and abuse...”

demographic composition of the sample, expressed in percentages, is presented below.

“It can distort political discourse, influence elections, and incite violence, all of which weaken

Table 2: Demographic composition of the research sample democratic institutions and processes. As lies spread, they erode the foundation of trust that
democracy relies on. People become unsure of who to believe, and they start to question the
A up to 29 years from 30 to 49 years over 50 years institutions and processes that hold society together. This confusion and mistrust make it
ge 10 v 13 easier for those with ill intentions to manipulate public opinion and undermine democratic
values...”
Male Female
Gender o “Disinformation is negatively influencing democracy and democratic processes to a certain
0, 0
“3% 57% extent since the aim of most of the disinformation campaigns is to create a negative image of
Public sector o Western, modern democracies, and values of democratic societies...”
- R Civil Analyst/Expert
Institution/  Security / rlvate ucation sector / (Cyber/Data e “There is quite often a wrong assumption that the problem will solve itself and we don't give so
Profession Defence Other S ST media Protection) much attention to this. But if we see how its growing as a mean of information warfare and don’t

react properly, and mitigate it, the democracy is going to be absolutely undermined...”

30% 77% 6% 27% 20% 10% e —— . -
o “Disinformation is used by different state and non-state actors to create confusion and

uncertainty in certain societies...”

5.3. Key Findings: Analysis of Qualitative Research
e "It creates parallel discourses, creates polarization within the society and indicates about the

The research obtained the following results, taking into account the integrated views of the respondents, ) . ) . Y
porosity of the country in terms of internal and external undemocratic influences...

analysed and interpreted, in general for the Western Balkan countries:

e “Disinformation significantly affects democracy by creating general mistrust...”
1. “To what extent does disinformation influence the undermining of democracy in society?” . / o 99

e “.the large amount of misinformation in the information that reaches individuals through
different channels encourages the individual’s inability to select, analyze, and understand the
flow of information he receives, which results in the individual's apathy toward active social

There is a general conclusion that disinformation undermines democracy by manipulating public
opinion and elections, eroding trust in institutions and polarizing society. | huge percentage of
the respondents thinks that disinformation and fake news have become major threats to the

action.”
integrity of elections globally, significantly impacting their outcomes. The creation and operation
of content farms, designed to spread disinformation on a massive scale, exacerbate this issue by 2. "Is the public sufficiently informed about the impact of disinformation on distorting the real picture
intensifying political polarization and manipulating public emotions. This systematic dissemination of political events in society?”

of false information erodes democratic principles, making it increasingly difficult to hold elections
free from misinformation’s corrupting influence. The pervasive presence of disinformation
undermines voter trust, skews public perception, and ultimately damages the very foundation
of democratic processes. Furthermore, it can create confusion among citizens, making it harder
for them to participate meaningfully in the democratic process. According the respondents, in
the contemporary conditions of a very divided world, after Russia’s aggression against Ukraine,
disinformation represents one of the biggest security challenges, especially in the Western
Balkans, which is at the crossroads “whether to support Russia as a traditional Slavic and Orthodox
state or to continue the pro-Western path of European integration. Despite increasing awareness
of disinformation, the respondents point out in their answers that several factors contribute to
an inadequate understanding of its full impact such as lack of critical skills, education gaps,
misinformation spread, erosion of trust, information overload, etc. In summary, the respondents
are aware that the public in the Western Balkans is not sufficiently informed about the impact of
disinformation on distorting the real picture of political events.

The prevailing opinion among the respondents is that the public does not fully understand the
danger of disinformation and its profound impact on shaping perceptions of political events. The
views are aimed at the fact that people often rely on social media for information. Social media
algorithms prioritize emotional content over factual reporting, which blurs the line between fact
and fiction for the audience. This shift in information consumption significantly affects how we
interpret and respond to political developments. According to the respondents, understanding is
increasingly influenced by these algorithms and the level of engagement content receives, rather
than by the canscious, critical analysis. Consequently, the manipulation of information through
emotionally charged and misleading content can steer public opinion and decision-making in ways
that are not aligned with reality. One of the attitudes that prevails among the respondents is that
many individuals lack the critical media literacy skills needed to discern credible sources from
misleading ones, and the rapid spread of disinformation on social media platforms exacerbates
thisissue. While there are efforts by governments, non-profits, and media organizations to educate
the public about disinformation, these initiatives often fall short in reaching a broad audience or

35




36

Geopolitical Perspective of Disinformation Flows in the Western Balkans 2023-2024

in effectively countering the sophisticated tactics used by those spreading false information.
Consequently, a significant portion of the population remains vulnerable to being influenced by
disinformation, which can distort their perceptions of political events and undermine democratic
processes. Both domestic and external actors play significant rales in the spread of disinformation,
which poses a direct threat to societal resilience and security by fostering political instability,
exacerbating social tensions, and impacting economic security. Bomestic actors such as domestic
political groups and parties often spread disinformation to manipulate public opinion, discredit
opponents, and influence elections; politicians may propagate false information to undermine
trustin institutions; different interest groups and media outlets may use disinformation to promote
specific policy agendas or ideological perspectives, often distorting facts to fit their narratives and
spread sensationalist disinformation to attract attention. External actors such as state-sponsored
campaigns and cyber operations as well as non-state actors (terrorist organization and criminal
networks] can use variety of tools to spread propaganda and disinformation to create confusion
and distrust, or to gain/achieve financial or political goals.

» Quotes from respondents:

“Bearing in mind the relative lack of education of the general population, the large percentage of
the rural population, the impact of war, being confined exclusively to their national frameworks
and the complete absence of the breadth of reflection and acceptance of others and different
(including people and opinions], | think that the majority of the population does not accept the
concept of disinformation at all, at least not when it comes to “their representatives...”

“Disinformation is poorly or not at all recognized as a possible hybrid threat, which is the cause
of the lack of media literacy...”

“The public is relatively well aware of the influence of disinformation, but it seems that they
decide to place quite a lot of trust in certain sources, whether it’s a certain media, political
organization, institution, and etc, and they check such sources little or not at all. A potential
cause of reduced critical appreciation can be the constant speed of receiving different
information and its daily amount.”

“It is not informed sufficiently (far from that) because those false narratives are un-fortunately
louder, stronger and wider in reach then the truth. In many cases those false narratives and
disinformation are being disseminated by those who have strong influence on a significant
part of the population and who are abusing some difficult situations in order to spread
disinformation, usually by provoking emo-tional reactions...”

“0f course not. Balkan societies are divided along ethnic and religious lines. Governments are
mostly authoritarian, where religions have a significant influence, and this is a very sensitive
issue for them, which they do not want to face and to realistically inform the public...”

“I think that the public is not sufficiently informed about the impact and danger of
misinformation. Precisely as a consequence of the lack of correct information, collective
uncertainty is created that has an negative impact on society...”

“No, the public is generally not sufficiently informed about the impact of disinformation.
While awareness is growing, there remains a lack of comprehensive understanding of how
disinformation distorts political events and affects societal stability...”
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e “The public is still not sufficiently informed and educated about the impact of disnformation. The
impact of these type of disinformation remains strong. Public is often effectively manipulated
with similar tactics and propagandistic tools...”

e “Although compared to the recend past, more activities and various campaigns are undertaken
that influence and raise public awareness of the presence and role of misinformation on the
overall social milieu, | believe that still not enough is being done and the activities that are
undertaken are sporadic, without continuity and without system support...”

e “Unfortunately, there is almost no way for the public to get information about the impact of
misinformation on distorting the image of political events in society...”

e “This erosion of trust can lead to a society where people question all information, making it
difficult to build consensus and make informed decisions. Studies and surveys reveal a troubling
reality: a significant portion of the population struggles to distinguish between factual news and
opinion. For instance, A study conducted by the Balkan Investigative Reporting Network (BIRN)
found that a substantial number of people in countries like Serbia, Bosnia and Herzegovina, and
North Macedonia have difficulty distinguishing between real news and disinformation. The report
highlighted that false information spreads rapidly on social media, contributing to a polarized
and often misinformed public. To address this issue, various fact-checking organizations have
stepped up their efforts to debunk false claims and educate the public. FactCheck.org, Snopes,
and their international counterparts are at the forefront of this battle, providing valuable
resources for those seeking the truth...”

3. “What is the impact of different actors, domestic and external, on the spread of disinformation
and thus a direct impact on undermining security in society?”

There is an awareness among the respondents that domestic actors such as political parties,
media outlets, and extremist groups spread disinformation to gain advantages, often leading to
increased polarization and social instability. The general opinion is that external actors, including
foreign governments and non-state entities like terrorist organizations, use disinformation to
destabilize societies and undermine national security. The respondents point out that the society
receives the information from various means of information, portals, social media or other forms
as something real, and it cannot analyse what is the practical impact on the increase of risk and
the violation of security in the society. As long as society takes certain information as something
real, without understanding the purpose, then the possibilities also increase to create uncertainty.
There is also a unified view that both domestic and external actors play significant roles in
spreading disinformation. Domestic actors may use disinformation to gain political advantage,
while external actors often aim to destabilize the region, create divisions, and undermine trust in
institutions, directly impacting societal security. Accordingly, while many national policies aim to
combat disinformation, their effectiveness varies and there’s no single solution. Disinformation is
a complex issue rooted in sacial, political, and economic structures, driven by both supply (those
creating and spreading it) and demand (those receptive to it). Some policies focus on media literacy
to help citizens critically evaluate information, while others target malignant actors and aim to
detect and counter disinformation campaigns. However, balancing effective countermeasures with
democratic values like free speech remains a challenge, and disinformation continues to evolve,
requiring adaptable and multifaceted approaches.
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» Quotes from respondents

“Most domestic players are engaged in spreading disinformation, because it is a completely safe
way for them to maintain their positions. A constant atmosphere of fear and threats of renewed
conflict is a sure way for nationalist leaders to stay in power. They know and use it very well,
which directly contributes to security breaches...”

“It often happens that actors with the aim of realizing their political or economic interests use
public space and services in order to send their key messages to target groups in a certain
way and perform manipulative actions. In addition, they also use anonymous portals and thus
contribute to the creation and spread of misinformation...”

“I believe it is a great impact of external actors (authoritarian regimes] via domestic ones
(political parties, local media outlets, church, some so called NGOs (which are not real

NGOs)... Best example is a public support for NATO integration. False narratives, disinformation
campaigns are presenting this organization as a bad choice for the country by telling the public
that we are obliged by NATO to do something, that we are spending too much money for NATO,
that our soldiers will have to go and fight in Ukraine etc.... On the other hand none of these
statements is correct, not a single one. But by creating negative image of this Organization, they
are trying to undermine the image of the West, of the Western democracies, values, standards...
NATO is supported barely above 50% by our population, meaning that those disinformation
campaigns, orchestrated by the external actors and implemented by local ones, are giving
results...”

“Propaganda, hate speech, misinformation, disinformation, conspiracy theories are very present
in the actual agenda of Russia in Europe. Especially after the Russian Aggression in Ukraine.
Western values, we in the Western Balkans, are challenged of hybrid warfare and now have to
be prepared how these challenges, attacks, are going to be appeared... but the impact of these
hybrid malign activities remains to target on influencing the political decisions, uncertainties in
the economy, doubts about democracy, lack of empathy in difficult situations...”

“The influence of external actors is significant, as they have the power to affect both internal
political developments and the strategic orientations of the state. These external influencers
aim to shape society’s perception of political orientations by deploying disinformation narrative.
This is particularly evident during elections, where the goal is to steer voters toward policies

or political parties that align with the interests of those external actors. By manipulating public
opinion, they attempt to direct political outcomes in a way that supports their own strategic
goals. This interference compromises the integrity of democratic processes and undermines
national sovereignty...”

“..External actors, like foreign governments or state-sponsored actors, can also engage in
information warfare by amplifying divisive narratives, exploiting existing societal tensions, and
eroding trust in institutions and the media. This multifaceted approach to disinformation, from
both internal and external sources, can lead to polarization, social unrest, and a weakening of
the foundations that underpin a secure and stable society.”

“The fight against disinformation transcends national borders due to the global connection
of the world and the opportunities provided by modern means and ways of communication.
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Hence, the various forms of media and social platforms, combined with the weak or non-
existent regulation of that market, make information spread limitlessly and lightning

fast, without practical mechanisms for its proper verification. In a fraction of a second,
misinformation becomes generally accepted fact. Also, non-transparency or insufficient,
inadequate transparency of state institutions and other actors, frees that space to be filled with
misinformation. It is also supported by the insufficient and ineffective penal policy for creating
and spreading disinformation...”

e “The influence of domestic and foreign factors on the spread of disinformation can also
undermine the security of the state itself because citizens do not know what to think, how to
behave, and can cause fear, stress, insecurity, nervousness and distrust in the system among
citizens. The best example of this is Covid19, where various information and misinformation were
constantly placed, so people were scared, felt powerless and often left to themselves...”

e “Various actors, both domestic and external, facilitate the spread of disinformation, each
contributing in unique ways to the erosion of societal security. These actors range from state-
sponsored entities to individual influencers and profit-driven organizations, exploiting modern
communication technologies’ vulnerabilities and social dynamics...”

e “Nations may engage in disinformation campaigns to destabilise other countries, weaken
alliances, or sway public opinion in favour of their interests. These operations often involve
sophisticated tactics, including cyberattacks and the use of troll farms to spread false
information...”

e “State-sponsored disinformation campaigns can undermine national security by eroding public
trust in government institutions, inciting social unrest, and influencing electoral outcomes.
These actions can weaken a country’s ability to respond effectively to crises and external
threats...”

4. Are there effective national policies for detecting and preventing the influence of disinformation,
misinformation, and propaganda in social frameworks?”

Most of the respondents agree that countries in the Western Balkans have implemented policies
to combat disinformation, including laws targeting the spread of false information and regulations
requiring social media platforms to flag or remove misleading content, but they are not effective.
Also, there are public awareness campaigns and media literacy programs to educate citizens on
identifying and critically assessing disinformation; technological tools are used to detect false
information. However, challenges remain in balancing these measures with protecting free speech.
Some of the respondents think that such national policies do not exist. While many national
policies aim to combat disinformation, their effectiveness varies and there’s no single solution.
Disinformationis a complexissuerootedin social, political, and economic structures, driven by both
supply (those creating and spreading it) and demand (those receptive to it). Some palicies focus
on media literacy to help citizens critically evaluate information, while others target malignant
actors and aim to detect and counter disinformation campaigns. However, balancing effective
countermeasures with democratic values like free speech remains a challenge, and disinformation
continues to evolve, requiring adaptable and multifaceted approaches.
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» Quotes from respondents

“There’s a lack of coordinated effort between government institutions, civil society, and media
outlets to detect and combat the spread of false information. Additionally, there are gaps

in media literacy education, leaving citizens vulnerable to manipulation. The existing legal
framework is also inadequate to address the evolving nature of disinformation, especially
online...”

“Unfortunately, there is no effective national policy for preventing and fighting dis-information
and propaganda, and media literacy among the population is at the lowest level possible. There
are NGOs that are working very effectively in detect-ing and recognising disinformation and
false narratives, but at the level of the GOV there is no effective policy. Fighting disinformation
requires comprehensive whole of GOV and whole of society approach, and we are missing that
at the mo-ment...”

“Through the joint Initiative Berlin Process. signed by all WB6 states in 2023, the EU will continue
to support the Western Balkans in the fight against foreign manipulation of information and
interference, including disinformation and other hybrid threats that seek to threaten the
region’s stability, democratic processes and its perspective in the EU. The countries of the
Western Balkans are not able to do this on their own...”

“I think there are no effective national policies. As a result of the lack of these policies and
social education in this field, different actors exploit these weaknesses and create narratives
that negatively affect collective security...”

“The effectiveness of national policies varies. Some countries have implemented robust
frameworks to detect and prevent disinformation, while others lag behind. Generally, there is
a need for more comprehensive and coordinated policies to address the challenges posed by
disinformation...”

“In the period of last 5 years the activities against spread of disinformation have increased,
especially in the civic sector and some state institutions. However, the effective uses of
disinformation and propaganda are encouraging local and regional political factors to use
disinformation tools and tactics more frequently. To a degree, disinformation in various forms
has become “normalized strategy” in political communication. There has been also increased
activity by the institutions to deal with these issues, mainly in the PR sectors of the institutions
and the education. Still, significant improvements are needed to reach more visible results...”

“No, they are missing. But, | think that it is a global problem that transcends national borders.
Hence, the effectiveness of the eventual policies will largely depend on the creation of
international standards...”

“Lack on national policies, lack of internal integrity policies and guidebook, lack of personal
and editorial (collective) integrity, and business interests in which media owners or journalists
are involved. In addition, the rush for more clicks and commercial monetization can be said as a
driving force for such actions...”

“Procedures for preventive action to prevent disinformation may exist, but usually when
information is received that someone wants to take advantage of a certain situation to release
disinformation, it can be prevented by preventive action by the media...”

Geopolitical Perspective of Disinformation Flows in the Western Balkans 2023-2024

“Balkan countries have implemented a variety of national policies to detect and prevent the
influence of disinformation, misinformation, and propaganda. These efforts include regulatory
measures, public education initiatives, technological solutions, collaborative efforts, and
international cooperation. Each country adapts its approach to its specific context, yet there
is a common understanding of the critical need to protect democratic institutions and societal
security from the threats posed by disinformation. The Balkan countries can further strengthen
their resilience against these pervasive challenges through continued innovation and regional
cooperation...”

5. “To what extent and in what way do the media contribute to the spread of disinformation, inadequate
information and the propaganda of a certain political agenda

A particularly high percentage of participants are aware that the media can contribute to the spread
of disinformation and propaganda through selective reporting, biased framing, and sensationalism,
prioritizing speed over accuracy to attract readers. External actors can manipulate media to
spread false information and influence public apinion, while economic pressures may lead media
companies to prioritize profit over journalistic integrity. The media can contribute significantly
to the spread of disinformation, inadequate information, and the propaganda of certain political
agendas through various mechanisms. This influence is shaped by economic incentives, political

pressures, and the digital landscape.

» Quotes from respondents

Intentional Spread: (1) Biased Reporting: Some media outlets are closely aligned with political
parties or specific interests, leading to biased reporting that favors a particular agenda. This
can involve cherry-picking facts, omitting crucial information, or presenting a skewed narrative;
(2) Sensationalism: To attract viewers and increase engagement, some media outlets resort

to sensationalism, exaggerating events, or focusing on emotionally charged content. This can
distort the public’s perception of reality and make it difficult to distinguish fact from fiction;

(3) Paid Content: Certain media outlets may accept payment for publishing articles or reports
that promote a specific political agenda or commercial interest. This can blur the lines between
journalism and advertising, making it difficult for the audience to assess the credibility of the
information presented.

Unintentional Spread: (1) Lack of Fact-Checking: Due to limited resources or time constraints,
some media outlets may not thoroughly fact-check information before publishing. This can lead
to the unintentional spread of misinformation or disinformation; (2) Amplification of Unverified
Claims: By reporting on unverified claims or rumors, media outlets can inadvertently give them
credibility and wider reach. This can further amplify disinformation and make it more difficult to
correct; (3) Lack of Media Literacy: A lack of media literacy among journalists and the public can
contribute to the spread of disinformation. Without the skills to critically evaluate information
and identify biases, individuals are more susceptible to manipulation.

“We have to be proactive and see how the some of the media are collaborating with countries
which are trying to destabilize the region for example collaborating with Russia. Balkans does
not have more time to waste, we need as soon as possible the EU Integration. Any fabricated
and misleading content must be mitigated. There is no other better alternative for the region
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as Euro- Atlantic Integration. Any other discourse will bring us to a stalemate. There must be a
collective will of the countries to move towards values of peace and security...”

e “The media is the main tool that certain actors use to spread disinformation, misinformation and
propaganda for different political agendas. There are no measuring mechanisms to what extent,
so this gives space to certain persons and groups to use different media to spread different
political narratives. The way that misinformation, disinformation and propaganda are spread,
is mainly through different social platforms, portals, but also public and private media. Private
media can be more vulnerable since they can be subjected to financial benefits to release
information to the public...”

e “The media can both combat and contribute to the spread of disinformation. While some
media outlets strive to provide accurate information, others may propagate disinformation,
either intentionally or due to inadequate fact-checking processes. This dual role significantly
influences public perception and political agendas...”

“The media’s role in the spread of disinformation, inadequate information, and political
propaganda is complex and multifaceted. While many reputable media outlets strive for accuracy
and objectivity, the realities of the modern media landscape can sometimes contribute to these
problems: (1) Sensationalism and the 24/7 news cycle - The pressure to attract and retain
audiences can incentivize media outlets to prioritize eye-catching or provocative stories over
more nuanced reporting. This can amplify misleading narratives or unsubstantiated claims; (2)
Polarization and ideological biases - Many media sources, whether traditional or digital, have
developed clear ideological leanings. This can lead to the selective presentation of information
or the framing of stories to align with a particular political agenda; (3) Declining trust in
mainstream media - As public trust in traditional media outlets has diminished, some audiences
have turned to alternative, less regulated sources that may be more susceptible to the spread
of disinformation. (4) Lack of resources for robust fact-checking - Shrinking newsroom budgets
and staff reductions can make it challenging for media organizations to thoroughly verify
information before publication; (5) Social media amplification - The rapid spread of content on
social media platforms can turbocharge the viral dissemination of misinformation, even when it
originates from otherwise reputable sources; (6) Addressing these complex dynamics will require
a multi-pronged approach involving media reform, digital literacy education, and stronger
platform accountability measures. Maintaining a vibrant and trusted free press remains essential
for a healthy information ecosystem...”

e “.State-controlled media: Outlets like RT (Russia Today) are known for spreading disinformation
and propaganda that supports Kremlin policies. These media sources often present a distorted
view of international events, aiming to influence both domestic and foreign audiences....”

6. “What is your perception of the current geopolitical scene in the region, in terms of the influence
of disinformation, misinformation and propaganda with implications for democracy and security? Can
you point to more specific external malign influences? (1) Manipulation, disinformation and security
threat factors from Russian influence; (2] Manipulation, disinformation and security threat factors
from Chinese influence; (3) Manipulation, disinformation and security threats from Iranian influence.

A particularly high percentage of participants have the opinion that in the Western Balkans,
disinformation, misinformation, and propaganda have heightened ethnic tensions, deepened
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political divisions, and undermined democratic processes. External actors leverage these
vulnerabilities to influence domestic politics and weaken national sovereignty. The region’s media
landscape faces challenges like ownership concentration and political bias, which facilitate the
spread of false information. Consequently, this undermines trust in institutions, hampers efforts
towards EU integration, and poses security risks by exacerbating historical grievances and
fostering instability. Namely, the Balkan region faces significant challenges from disinformation,
misinformation, and propaganda, driven by both domestic and external actors. These activities
undermine democracy and security by destabilizing political processes, fostering social divisions,
and complicating international relations. Addressing these issues requires a coordinated approach
involving regional cooperation, enhanced cybersecurity, media literacy, and robust institutional
frameworks to build resilience against the pervasive influence of disinformation.

Countering these multifaceted threats requires a comprehensive, coordinated response from
the West, regional governments, and civil society to enhance resilience, strengthen democratic
institutions. In the Western Balkans region, the influence of disinformation, misinformation, and
propaganda continues to be a significant challenge for democracy and security. The region remains
susceptible to the spread of false narratives and divisive rhetoric, often amplified through saocial
media and other digital platforms. This has contributed to the erosion of trust in public institutions,
the exacerbation of ethnic tensions, and the polarization of the political landscape. While some
progress has been made in addressing these issues, more concerted efforts are needed to
strengthen media literacy, promote fact-based journalism, and counter the proliferation of malign
influence operations. Ensuring the resilience of democratic processes and safeguarding regional
stability remains a pressing concern for policymakers and civil society actors alike.

Table 3: Geopolitical Influence in the Western Balkans: Russia, China, Iran

Geopolitical

Quotes from respondents

Influence
Russian e “Russian influence is most felt through domestic political actors and their
Influence rhetoric, and thus the media that support given political structures...”

e “Russia finances and supports media outlets that disseminate pro-Kremlin
narratives and disinformation, often targeting ethnic divisions and promoting
Euroscepticism...”

e “Russian troll farms and online networks spread disinformation and amplify
divisive content on social media to sow discord and fuel social unrest...”

e “Russia attempts to influence political processes through covert means, such
as supporting pro-Russian political parties and candidates, and spreading
disinformation during elections...”

e “Russian influence often aims to create political and social divisions,
supporting pro-Russian factions and undermining pro-Western policies...”
e “Positive reporting by local and regional media on Russian aggression in

Ukraine; glorification of Russia as military power; local support of Russia in its
anti-western politics and actions...”
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Geopolitical

Quotes from respondents

Influence
Chinese e “Chinese influence is felt more through economic propaganda, so it is less
influence noticeable to the public, but it is certainly present...”

e “Chinainvests in media and public relations campaigns to portray itself as a
benevolent partner and downplay any negative aspects of its involvement in
the region...”

e “China’s technology exports, such as surveillance systems and
telecommunications equipment, can be used to monitor and control
information flows, potentially facilitating disinformation campaigns...”

e “Disinformation, misinformation and propaganda have greatly influenced the
growth of insecurity and the creation of an unstable environment in the region
with implication for democracy and security. China and Russia actively and
continuously using disinformation have created an unsafe environment in our
region. The region of the Western Balkans has never been more influenced
by the disinformation and propaganda, and as a consequence there is also
an increase in inter-ethnic, inter-state and wider threats. This is affecting
the loss of trust in the international world order with the idea of a new world
order, which is the goal of China and Russia...”

e “Selective positive reporting on economic achievements of China; praising of
its political centralistic model as more effective than western democracies;
non-reporting of violations of human rights with ethnic and religious
minorities in China...”

Iranian e “Iran uses cultural and religious channels to influence Muslim communities

Influence in the Balkans. Through various cultural centres and media outlets, Iran
promotes narratives that align with its ideological stance, often criticizing
Western policies and promoting anti-Western sentiment...”

e “Iran’s involvement in the region also includes attempts to establish networks
for potential covert operations. Iranian operatives have been linked to plots
targeting diplomatic interests, which underscores the potential security
threat posed by Iran’s presence in the region...”

7. “Would you share any additional information not captured by the research questions / further
reading material for better elaboration and quality of the final research?”

the comments of the respondents are taken into account and integrated into the overall content,
as well as for further research purposes.
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5.4. Focus Group with Media Representatives: A Brief Summary

Relevant and insightful data were obtained within the framework of the Focus group with media
representatives, which are undoubtedly helpful in creating conclusions and recommendations arising
from this geopolitical analysis.

Data summarization is presented in three directions, and refers to the Western Balkans region:

© Strengthening public resilience to disinformation

© Promoting awareness of the existence of harmful narratives in the media

© Finding an integrated approach to higher quality transmission of information

Table 1 presents summarized data from the focus group conducted with the media representatives,
drawing a realistic situation regarding the state of the media, disinformation and misinformation flow
in the Western Balkans, the impact on democratic processes, and possible threats that subsequently

emerge.

Table 1: Focus Group with Media Representatives: Disinformation Flow in the Western Balkans

Strengthening
public resilience to
disinformation

Real situation

local media, politicians who are present with a
large number of followers on social media and
whose content is not controlled by anyone.

Information is often copied rather than fact-
checked

Sensationalism, bombastic titles or
information without any context which is
very difficult to debunk.

Difficulty in identifying the source,
identifying pro-Russian sources or political
figures connected to the spread of fareign
malignant influence in the information
process

Threats

Promoting
awareness of

the existence of
harmful narratives
in the media

media that inform in a non-transparent
manner

people who work in public institutions and,
produce false information and do political
PR.

External and internal influence is visible
there are internal groups with ethnonational
narratives

Narratives that influence migration flows in
the Region are highlighted

Change in the discourse
of information supply
Misinformed public
Spreading misinformed
and disinformed
narratives

lack of capacity
increasing tensions
between the population
in the region.
Increasing hate speech.
Provoking interethnic

conflict in the region of
the Western Balkans
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Finding an Real Situation Threats
integrated
approach to
higher quality
transmission of

e insufficient availability of financial sources
for independent fact-checking work

way of influencing
transparency and
e there is no unified media system of credibility in working
cooperation in facts-checking e rapid spread of
disinformation and

misinformation

information

The conclusions and recommendations arising from the Focus Group with Media representatives are
integrated with the concluding key points and recommendations from the conducted qualitative research
framework.
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6. WESTERN BALKAN
EXPERIENCE: BY COUNTRIES

The data obtained from the qualitative research framework are interpreted through the method of
thematic analysis, by countries (as a result of the clear and concise structure of the implementation of
the instrument - interview, in six countries of the Western Balkans, by an equal number of participants
and in a given time frame of socio-economic and political context. Paths of repetition of events, topics,
ideas, and opinions are analysed and described.

6.1. Albania

The collected data show that public trust in democratic institutions and processes is already quite low
in Albania. When false information spreads about governmental actions or public policies, it builds upon
the existing scepticism and is very easy to appeal to the public.

“Disinformation significantly undermines democracy by distorting public perception, eroding
trust in democratic institutions, and influencing electoral outcomes. It creates a misinformed
public, hindering informed decision-making and weakening the foundations of a democratic
society..”

The false narratives spreading within the country influence the strengthening of political and cultural
divisions, thus undermining social cohesion and consensus to work on common goals. At the same time,
the visibility and credibility of certain individuals are often used to spread misinformation and thereby
manipulate public opinion. In this domain, misinformation regarding election processes is also mentioned,
which increases scepticism and trust amang the population even more; but some journalists and media
discredit legitimate journalism with their false narratives and reports.

“Domestic actors such as political parties, media outlets, and extremist groups spread
disinformation to gain advantages, often leading to increased polarization and social
instability. External actors, including foreign governments and non-state entities like terrorist
organizations, use disinformation to destabilize societies and undermine national security.”

Regarding foreign malign influence, it is particularly difficult to identify false narratives because
trained teams are needed to identify and consistently recognize, debunk, and eliminate them.

“..the Albanian community in Kosovo is less vulnerable to Russian influence. This is primarily
because they do not generally access Russian content and approach it with skepticism.
The Albanian population has firmly established a pro-Western orientation, making them less
susceptible to Russian narratives...”

Regarding the readiness to respond to misinformation, the Albanian public is still not sufficiently
prepared, in terms of media literacy education in schools, which makes it particularly difficult to select
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and promptly understand the misinformation that comes from all sides through the large number of online
portals.

All this affects getting a false picture of the functioning of saciety, distorting reality, especially when
it comes to daily political events about which biased media spread false information using all available
means and resources to reach the public, especially social media.

It is worth mentioning that in the spread of disinformation, some political actors also have their role,
who with the help of social media and the traditional media, create false narratives, which spread through
the Internet with enormous speed. When it comes to foreign disinformation, itis mostly effective regarding
regional or international news. The lack of serious unbiased media in Albania, as well as in other countries
of the Western Balkans, and the race for click-bait make it easier for false information to spread before it
can be fact-checked by the few actors who do make an effort to offer verified information.

Since 2018 the Albanian Parliament adopted a resolution to fight disinformation and foreign influence
in demacratic processes, which required several national institutions to provide annual reports on the
matter, but the resolution has not been enforced and there are no reports to the Parliament. According
to information shared by the respondents within the framework of the qualitative research conducted,
lately, the Parliament has also decided to create a parliamentary commission to fight disinformation,
but some respondents believe that it can be used as a means to control the media or not contribute to
positive results at all.

Traditional media take part the distribution of false information and the spread of propaganda in
Albania, but the bulk of disinformation is spread by online media, which are largely involved in content
copying, thereby spreading unverified, inaccurate information. The fact-checking service Faktoje is the
only outlet in the country fully dedicated to countering disinformation, and also works on engaging other
stakeholder through capacity building and media literacy initiatives.

When it comes to the Open Balkans initiative, false narratives and disinformation related to it often
appear amang the Albanian population. Also, the narrative of “Great Albania” often appears in a regional
context, causing disquiet among neighbors, and terminology such as “Third World War” or “Balkan War” is
used, using Kosovo as the starting point of the conflict. Among the common source of disinfarmation in
the Western Balkans and therefore in Albania are false narratives related to Russia’s war against Ukraine,
which has been accompanied by disinformation from the beginning, especially aimed at what NATO and
the West are doing regarding the course of the war. Among these narratives is the threat of nuclear
conflict between Russia and the West.

“Russian influence is characterized by disinformation campaigns targeting sensitive historical
and ethnic issues to exacerbate divisions and weaken trust in Western institutions. Russia
supports pro-Russian political parties and leaders, often through financial and political backing,
to advance its geopolitical agenda and influence domestic governance. In addition Russia uses
energy projects and economic investments to enhance economic dependence and political
leverage over Balkan states. Through cyber operations, espionage, and military cooperation,
Russia seeks to gather intelligence, manipulate information, and foster dependencies that
undermine regional security and democratic processes.”

In terms of Iranian influence, according to respondents, Albania is associated in the narratives with
the Ashraf camp, which is under media scrutiny for its “closed door” policy that is respected. Also, in
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2022, Albania suffered the first cyber-attack of the government and technology companies, what Iran
was accused of, which was followed by the closure of the Iranian Embassy in the country.

“Iranian influence is primarily seen through cultural and religious outreach promoting Shia Islam
and political engagement. Concerns exist regarding potential proxy activities and support for
extremist groups.”

* %k %

“Iran sees the Western Balkans as a strategic region, due to its geographic position bridging
East and West, as well as an alternative to Russia. Iran is working to increase its cultural and
religious influence in the region, while collaborating with anti-Western actors.Iran’s greatest
impact is in the security sphere, using hybrid warfare techniques like disinformation, covert
operations, and alleged support for terrorist individuals. It uses Bosnia as a safe haven and
considers Albania a “frontline” against its opposition group MEK (Mojahedin-e-Khalg). Iran is also
trying to exert religious (Shia) influence in Albania, North Macedonia, and Kosovo, and focusing
on military cooperation in non-Muslim countries like Serbia. Economically, Iran’s influence is
quite limited, despite some signed agreements. Politically, engagement is also low, though
some political parties are perceived to have Iranian connections. In general, Iran’s conventional
influence is low to medium, but it is actively using proxies, intelligence operatives, and militant
groups to build strategic importance in the region. The Balkans could potentially become a base
or proxy for Iran’s conflicts with the West, though this is considered quite unlikely...”

According to the respondents, Chinese influence centers an economic investments through
initiatives like the Belt and Road Initiative, which can create economic dependencies and influence policy
decisions. There are also concerns about Chinese efforts to manipulate public opinion through media and
strategic information dissemination. In addition, Chinese telecommunications companies’ involvement in
5G infrastructure raises cybersecurity concerns regarding espionage.

6.2. Bosnia and Hercegovina

Bosnia and Herzegovina (BIH) faces numerous challenges on the way to strengthening internal democratic
processes, which makes it even more vulnerable to disinformation, misinformation, and propagandistic
actions. Disinformation processes largely influence the devaluation of the country’s development,
preventing improvements even trough small steps.

In the country, different media have different access to the audience, and yet the influence of digital
mediais on the rise. However, there is an awareness that disinformation and fake news greatly undermine
democracy and affect public awareness of the real picture, local, regional, and global. In fact, in this
way, democratic institutions can be weakened, and in addition, violence can be encouraged and political
discourse can be distorted by creating confusion and mistrust among the public.

“In terms of geopolitical events in the world, of all the countries in region, BiH is the most
affected by the war between Ukraine and Russia. In BiH, there are media that support the
politics of the West and media that support the politics of the East, transmitting information
that corresponds to certain political structures. Current geopolitical events and negative media
narratives are often used to create insecurity among citizens, which leads to more widespread
emigration due to fear of possible conflicts...”
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In the country, the complex media landscape and deep-rooted political divisions make it difficult to
disprove disinformation, despite the efforts of fact-checkers and NGOs that regularly work on this issue.
Two fact-checking services operate in BiH, both operated by the Association of Citizens Why Not from
Sarajevo: Raskrinkavanje.ba which deals with disinformation spread by media and social networks, and
Istinomjer.ba which is focused on political fact-checking.

“No. Despite efforts by fact-checkers and NGOs, the public in Bosnia still faces challenges
in discerning disinformation due to a complex media landscape and deep-rooted political
divisions.”

In Bosnia and Herzegovina, disinformation is not yet recognized as a possible hybrid threat, even at a
lower level than other countries in the Western Balkans. The respondents highlight the need to strengthen
critical thinking and the understanding of information, which is why they recommend that it is necessary
to invest in educational programs and media literacy for different target groups.

There is an awareness of the spread of disinformation in the country, both by domestic actors,
represented through political parties and media, and external actors, such as organized groups or foreign
governments, which undermine democracy and security. These actors of influence often use the public
space to express their political or economic interests and to convey key reasons far which they often
have manipulative actions. These activities can be supparted by various online portals even anonymaous
portals that contribute to a faster spread of the message.

“Democracy in my country is unfortunately still in its infancy. There are numerous challenges on
the road to democracy, and the spread of disinformation is certainly one of them. Every positive
move in the development of democracy in BiH has been completely devalued for years thanks to
disinformation by biased media...”

When analysing the need for the existence of national policies, especially from the aspect of the
regulation of the media and cybercrime, more effective implementation and cooperation between
government institutions, the media, and civil society is initiated. This is important for the legal framework
to respond to existing gaps in the educational system and media literacy, especially for further protection
of the population from disinformation, misinformation, and propaganda spread on the Internet. In addition,
the legalframework forthe mediain BiHisimplemented by the State Regulatory Agency for Communications
and applies valid regulations, some of which also refer to the publication of false information.

“According to my knowledge, such national policies do not exist in BiH or, if they do exist, they
are not sufficiently developed. Not enough is being done to educate the public, nor to sanction
the persons and institutions that make it the basis of any responsibility...”

The financial dependence of the majority of the media, as well as the political influence, significantly
affects the development of media independence and the transparency of publishing information. In that
direction, some media are under the influence of certain political groups, often using clusters of online
portals and groups to spread narratives with a specific purpose and intention.

Russian external influence on spreading disinformation and undermining democracy is seen through
external support of pro-Russian media, which spread narratives and disinformation that promote ethnic
divisions and Euroscepticism. They also play a role in spreading manipulative content on social media,
during elections and election campaigns, as well as inciting mistrust and hostility.
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“Disinformation in Bosnia, spread by domestic actors like political parties and media outlets, as

well as external actors like foreign governments and organized groups, significantly undermines
security. It erodes trust in institutions, fuels societal polarization, incites violence, and weakens
democratic processes, creating a fertile ground for instability and conflict...”

Geopolitically, BiH has visible impact in terms of disinformation and propaganda since the start of
Russia’s war against Ukraine. In this way, insecurity is encouraged among the population, which affects
the occurrence of emigration due to fear of new possible conflicts in the region.

“The media has a great influence even though the situation is slowly improving. There is an
obligation to highlight the Sponsored content or PR label, as well as the obligation to separate
such a segment into special sections, especially during official election campaigns, which is
slowly affecting the public’s perception. However, the financial dependence of the majority of
the media, as well as the political influence on all sectors of BiH society, significantly affects
the development of media independence and the transparency of publishing information...”

The Chinese influence is expressed by promoting a benevolent partnership from an economic and
technological aspect, while in this way the negative effects of the country’s involvement in regional
policies are minimized.

Iran’s influence is seen as potential in linking media with anti-Western propaganda, funding religious
schools and cultural centers, and promoting pro-Iranian narratives and a pro-Iranian view of global events.

“Similar to the Russian influence, the Iranian influence is felt through media and political
attitudes towards the current war, an attempt to engage the public in Bosnia and Herzegovina to
help the vulnerable population in the war. The public in the Balkans has not yet “processed” the
war events, which are relatively fresh, so it seems that these emotional reactions are partially
abused. What is significant is that the public predominantly focuses on humanitarian crises and
the possibility of their mitigation...”

6.3. Kosovo

Regarding the situation in Kosovo, the media landscape is divided along ethnic and linguistic lines into
Albanian and Serbian spheres. Access to infarmation is limited to specific ethnic or political groups, and
the media tends to focus on the same issues that interest the respective communities.

The audienceinKosovo isinformed about disinformation through platforms that debunk disinformation
and/or provide analyses aimed at clarifying and providing correct information. They include the fact-
checking services Kallxo.com and Hibrid.info, and media organizations Sbunker and Kosovo 2.0. In addition,
NDI Kosovo is also engaged in this process, issuing annual “Information Disorders” reports.®

“The media in Kosovo often publish articles with clickbait titles and sensationalist content for
financial reasons, as this approach drives clicks and generates revenue. Additionally, reporting
errors sometimes occur, not out of malice, but due to the pressure of providing rapid updates.
Unverified content is occasionally published, with claims that certain photos or information
represent specific events or contexts, which later prove to be inaccurate. While less frequent,
disinformation and fake news do appear, sometimes serving political agendas. This can include
anti-government propaganda or content supporting opposing political views. These practices
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undermine journalistic integrity and contribute to the spread of misinformation, negatively
impacting public trust and the quality of information available to the public.”

* k %

“Propaganda, hate speech, misinformation, disinformation, conspiracy theories are very present
in the actual agenda of Russia in Europe. Especially after the Russian Aggression in Ukraine.
Western values, we in the Western Balkans, are challenged of hybrid warfare and now have to be
prepared how these challenges, attacks, are going to be appeared. In conventional way Kosovo
(in Banjska) has experienced an aggressive attack from Serbia in September 2023. But the
impact of these hybrid malign activities remains to target on influencing the political decisions,
uncertainties in the economy, doubts about democracy, lack of empathy in difficult situations.”

As for the influence of external factors spreading the disinformation in Kosovo, according
to the analysis, they mainly come from Serbian politicians and media. In Kosovo there have also been
cases of cyber-attacks that came from abroad. Kosovo Institutions have faced a cyber-attack after
the announcement by government officials that military support will be provided to Ukraine, which has
subjected to Russian aggression since the annexation of Crimea in 2014, a conflict that Russia escalated
through total invasion in February 2022. According to government officials, the hybrid attack was carried
out by Russia on May 7.9

“Russian influence in Kosovo is particularly pronounced due to the presence of Russian media
outlets such as Russia Today (RT) and Sputnik, which distribute information and news in the
Serbian language. This makes the Serbian community more susceptible to and endangered by
this influence...”

* %k %

“Additionally, the Serbian community is significantly affected by the use of the Telegram
network, where various contents from Russian media and groups are widely shared. This content
not only influences the perception of the war in Ukraine but also shapes views on the European
Union (EU) and NATO.

In contrast, the Albanian community in Kosovo is less vulnerable to Russian influence. This

is primarily because they do not generally access Russian content and approach it with
skepticism. The Albanian population has firmly established a pro-Western orientation, making
them less susceptible to Russian narratives.

Russian media and officials frequently draw parallels between the aggression in Ukraine and the
war in Kosovo. For instance, they have labeled the Bucha massacre as staged, similar to their
claims about the Racak massacre during the 1999 Kosovo war. They have spread misinformation
about the involvement of former Kosovo Liberation Army (KLA) soldiers in the Ukraine conflict and
organ trafficking. Additionally, they have made misleading comparisons between the annexation
of Crimea and Kosovo’s independence. These narratives aim to distort historical facts and
manipulate public perception to serve Russian geopolitical interests.”

Over the past two years, Kosovo has been repeatedly targeted by cyber-attacks and bomb threats aimed
at destabilizing the country and spreading panic among the population. Since the start of Russia’s
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aggression against Ukraine, similar bomb alerts have become common across the region. Although the
exact links between the perpetrators and the states from which the threats originated remain unclear, the
methods used and the institutions targeted were strikingly similar. Schools and airports were the primary
targets. Such threats have involved both state and non-state actors, underscoring that cybersecurity is
becoming an increasingly critical component of national security.

“Institutions often lack the necessary skills and resources to effectively combat disinformation.
To address this, Kosovo and the United States have signed a memorandum of understanding
aimed at countering information manipulation by foreign actors. This agreement facilitates

the exchange of information, expertise, and best practices between the two countries in their
efforts to combat disinformation. It aims to promote continuous and enhanced cooperation
between public institutions, civil society organizations, media outlets in Kosovo, and other
interested parties. By fostering collaboration and sharing knowledge, the agreement seeks

to build a more resilient framework for identifying and countering disinformation, ultimately
strengthening the integrity of information in both nations...”

* % %

“The security situation in the Balkans is tense. Serbia is always challenging the security
situation in our region and trying through their malign activities and narratives in different
possible ways to frame their manipulations: they are trying to silence of certain voices, empower
radical positions, demotivation etc. We must be very vigilant also of Russia activities, threats
through Serbia which are present in the region.”

In relation to disinformation, misinformation and propaganda, various initiatives have been
implemented in Kosovo, primarily a legislative-legal framework thatrefers to media regulation and freedom
of information. In addition, according to respondents, the Law on the Independent Media Commission (IMC)
and the Law on Access to Public Documents provide a basis for regulating media content and ensuring
transparency. However, these laws do not specifically target disinformation or misinformation. The IMC is
responsible for licensing and regulating broadcasters in Kosovo. It ensures that media outlets adhere to
professional standards and can sanction those who spread false information. The IMC plays a crucial role
in maintaining media integrity but faces challenges in monitoring and enforcing regulations effectively.

“The media in Kosovo often publish articles with clickbait titles and sensationalist content for
financial reasons, as this approach drives clicks and generates revenue. Additionally, reporting
errors sometimes occur, not out of malice, but due to the pressure of providing rapid updates.
Unverified content is occasionally published, with claims that certain photos or information
represent specific events or contexts, which later prove to be inaccurate. While less frequent,
disinformation and fake news do appear, sometimes serving political agendas. This can include
anti-government propaganda or content supporting opposing political views. These practices
undermine journalistic integrity and contribute to the spread of misinformation, negatively
impacting public trust and the quality of information available to the public...”

Local non-governmental organizations and international organizations support media literacy
educationinitiatives. The society is also working to strengthen the cybersecurity infrastructure, especially
in response to cyber threats and disinformation campaigns.
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“We have to be proactive and see how the some of the media are collaborating with countries
which are trying to destabilize the region for example collaborating with Russia. Balkans does
not have more time to waste, we need as soon as possible the EU Integration. Any fabricated
and misleading content must be mitigated. There is no other better alternative for the region
as Euro- Atlantic Integration. Any other discourse will bring us to a stalemate. There must be a
collective will of the countries to move towards values of peace and security.”

Respondents states that the Iranian influence is generally more subtle but involves promoting
ideological narratives and supporting proxy groups to destabilize the region.

“In the current circumstances, Iran does not have significant influence through disinformation
in the Western Balkans. 7-10 years ago there were significant groups of “Wahhabis” in Kosovo,
Bosnia and Herzegovina, North Macedonia and Albania. Today there is a very small number

of them, but there are very present “businessmen” from the Arab states of the United Arab
Emirates, Qatar, Saudi Arabia and Turkey with a large number of companies and real estate in
attractive locations the mentioned Balkan countries...”

When it comes to Chinese influence, it focuses on economic leverage and political alignment, using
disinformation to promote favourable narratives and suppress dissent.

“Chinese narratives in Kosovo serve several strategic purposes. First, they aim to portray the
United States negatively, emphasizing issues such as high crime rates and problems with the
rule of law. This narrative seeks to undermine the perception of the US as a global leader and a
positive influence.

Second, Chinese narratives highlight the advancements in healthcare within China. This often

involves showcasing China’s handling of public health issues, technological advancements in

medicine, and overall healthcare system as superior or highly effective. The goal is to enhance
China’s image as a competent and advanced nation in terms of healthcare.

Third, these narratives promote China as a developed and economically prosperous country. They
emphasize the quality and reliability of Chinese products, encouraging Kosovars to view Chinese
goods favorably and consider them for purchase. This aspect of the narrative supports China’s
economic interests by boosting its market presence and fostering economic ties with Kosovo.

Overall, these Chinese narratives aim to reshape public perception in Kosovo, casting China in a
positive light while diminishing the influence and reputation of the United States.”

6.4. Montenegro

Disinformation in Montenegro is shown as an influential tool for manipulating the public, which actively
undermines demaocracy. Although the public in the country is aware of the existence of disinformation,
not so much about its impact on the overall political, democratic, and security processes. Some sites
advocate for combating disinformation and encouraging media literacy, but thereis stillroom for structural
changes in the country on this issue.

“..disinformation is negatively influencing democracy and democratic processes to a certain
extent since the aim of most of the disinformation campaigns is to create a negative image of
Western, modern democracies, and values of democratic societies.”
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The existence of national policies in Montenegro is evident, without excessive investments. In the
existing media strategy, misinformation does not reflect the real situation and the need for treatment.
One fact-checking service is dedicated to countering disinformation, Raskrinkavanje.me founded by the
Centre for Democratic Transition — COT. However, there is still no serious progress at the national level.
The media audience in Montenegro is primarily subjected to disinformation and propaganda narratives
coming from media based in Serbia, and Serbian-owned media operating in the country. For instance,
apart from the Public Broadcasting Service, all TV stations with national coverage have foreign owners,
based in Serbia.

“There is no single media outlet completely independent and fully objective in its reporting.

The owners of those media are from abroad or at least are well connected with the people from
abroad, and they are broadcasting the policy they find suitable for the society. Most of the media
do present only one side of the story, thus creating the wrong perception among population.”

* %k %

“Russia provides political and economic support to friendly political actors, including funding for
nationalist and Eurosceptic parties. It has cultivated ties with Serbian, Republika Srpska, and
Montenegrin politicians, offering energy deals and other economic incentives in exchange for
alignment with Russian interests. Attempts have been made to derail Euro-Atlantic integration
processes, such as North Macedonia’s NATO accession...”

According to several respondents, in Montenegro, unlike other parts of the Western Balkans region,
traditional and mainstream domestic media are not the spreaders of disinformation. That role is taken
by marginal / fringe portals that spread disinformation and propaganda, but have a limited audience.
For greater creativity of influence, social networks are used, in order to quickly spread information with
manipulative content.

“In the contemporary conditions of a very divided world, after Russia’s aggression against
Ukraine, disinformation represents one of the biggest security challenges, especially in the
Western Balkans, which is at the crossroads “whether to support Russia as a traditional Slavic
and Orthodox state or to continue the pro-Western path of European integration.”

In Montenegro, the Russian influence is felt, which in a certain domain is propagandistic and
manipulative. According to the respondents, the population is divided in terms of acceptance of certain
information according to their availability, however networks of dissemination allow narratives to reach a
wider population.

“The democratic vulnerability of the region favors Russia’s activities. Since the annexation

of Crimea in 2014 and the subsequent sanctions imposed by the EU and the United States,
Russia has launched an extensive disinformation campaign on the Western Balkans. Its goal

is to undermine the values and perception of the EU and the U.S., obstructing the ambitions of
regional states on their path toward European and transatlantic integration. According to the
latest report from the International Republican Institute (IRI) in Washington, which analyzed nine
countries (including: Serbia; Montenegro; North Macedonia and Bosnia and Herzegovinal, China
and Russia exploit deep divisions within the population and media to promote their agendas.
They disseminate misinformation through ethnically divided media outlets and use propaganda
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spread by “pro-Serbian/pro-Russian/pro-government media” to highlight the Chinese-Russian
alliance as a superior alternative to the liberal world order...”

* %k k

“..the biggest impact disinformation from Russia in the Western Balkans is via the Serbian
Orthodox Church and the media: Sputnik and Russia Today and Serbian TV Happy and Pink as well
as the print media Kurir and Blic. Also, a significant number of Russian FSB intelligence officers
are present in the diplomatic missions of Russia in the countries of the Western Balkans.”

As for China, according to the interpretation of the respondents’ claims, in Montenegro itis shown from
the aspect of economic prosperity, while there is still no pronounced disinformation and manipulative
nature of influence.

6.5. North Macedonia

Among the citizens of North Macedonia, there is a clear view that disinformation is a serious threat to
society, which requires governmental intervention.®® A lot depends on the attitude of the authorities
towards disinformation and the level of readiness and political will to deal with disinformation. The
main sources of disinformation are seen to come from abroad. According to the respondents, there is
a negative pyramid of reporting with the transmission of unverified information, even from government
representatives, which is then taken over by the media and further disseminated to the public. This leads
to a vicious cycle where the other side might also start using disinformation to counter disinformation
attacks and all of this is amplified on social media.

While several hundred media outlets operated in North Macedonia or targeted audiences within North
Macedonia during 2023, very few of them engage in direct debunking disinformation, such as the fact-
checking service Truthmeter founded by Metamorphosis Foundation, which operates in synergy with news
portals Meta.mk and Portalb, that mainstream its content in Macedonian and in Albanian, respectively.

Several other media outlets such as Civil Media, Frontline, Kanal 77, MMS, 360 Degrees, as well as CSOs
Institute for Media and Analytics (in cooperation with Alsat TV) and MOST also engage in anti-disinformation
work, alongside professional organizations such as the Association of Journalists of Macedonia and the
Council of Media Ethics, as well as Macedonian Institute for Media and Institute of Communication Studies
(publisher of the ResPublica portall.

According to respondents interviewed, there is a prevailing perception that most foreign malign
influence in the country originates from the Kremlin. This influence is sustained over a long period and
manifests in many forms, including disinformation and manipulation via official social media accounts
of the Russian diplomatic missions or Russian Ministry of Foreign Affairs. It also includes established
seeding sites in Serbian, and via creating fake websites impersonating others, from where disinformation
can be republished and shared by the media throughout the region. Furthermore, a lot of disinformation
comes through Serbian websites that spread it all over the region. Disinformation also arrives directly from
the state-owned English-language Kremlin-owned outlets and pro-Kremlin media. As issue warranting
further research, respondents also indicate role of individuals abroad who are not aware that they are
sharing disinformation and propaganda online.

“There are many different actors that are spreading disinformation and the damage they are
doing in society is huge. There are political parties, people inside some political parties, people
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from the civil society, so-called journalist and other actors that are directly receiving money
from Russian channels on the Balkans, with one specific cause - to spread disinformation
and to attack western values. Their actions on social networks often lead to increase in hate
speech, public calls for violence against some person and even physical attacks. For ex, this
kind of propaganda had huge influence in losing the trust in European Union and a decrease in
public support to join EU..."

In North Macedonia, as in the wider region, Chinese influence is also present in the media, primarily
expressed through informational outreach and provision of content to outlets, academic engagement,
and promotion of benefits of infrastructure-related initiatives.

While the government of North Macedonia had adopted an Action Plan in 2018 requiring institutions
to react whenever disinformation is shared in the public domain concerning that specific institution, and
has expressed political will to work on these issues, the long term there are no systemic measures and
visible changes when it comes to the spread of disinformation in the country. In the North Macedonia
Report 2024 the European Commission (EC) noted that “challenges remain in the online media sector, with
growing threats arising fram disinformation, hate speech and breaches of intellectual rights.”® Thanks to
the NATO membership the country had advanced in enhancing resilience against hybrid threats. In October
2024 government accepted the initiative® by 11 civil society organizations and academic institutions
submitted by the Metamorphosis Foundation,® to start of the inclusive process for creation of National
Strategy for Building Societal Resilience towards Malign Influences of Disinformation, based on the whole-
of-society approach. The government included it in its Work Program for 2024, but then postponed its
implementation due to elections taking place during the first half of the year.

While the policy initiative for national strategy for resilience to disinformation is unique positive
development of that kind in the region,®® EC noted that in North Macedonia “further efforts are needed to
close the space for foreign interference and information manipulation, including disinformation, and to
build sacietal resilience against this and other forms of hybrid threats.”

Namely, the country should to follow the EU policies in this regard, especially in aligning its legislative
framework with all EU regulation including the Digital Services Act (DSAJ, but none of the infrastructure
required for successful implementation of the DSA is still in place.

“In the period of last 5 years the activities against spread of disinformation have increased,
especially in the civic sector and some state institutions. However, the effective uses of
disinformation and propaganda are encouraging local and regional political factors to use
disinformation tools and tactics more frequently. To a degree, disinformation in various forms
has become “normalized strategy” in political communication. There has been also increased
activity by the institutions to deal with these issues, mainly in the PR sectors of the institutions
and the education. Still, significant improvements are needed to reach more visible results.”

In North Macedonia, the spread of misinformation occurs due to the lack of capacity in the media to
check and cross-reference the news from multiple sources. In this way, a large part of misinformation
passes through the editorial cracks because of a lack of resources.

“.. Local media: In countries like Serbia and North Macedonia, local media outlets with strong
political affiliations often engage in spreading disinformation. During election periods, these
outlets are particularly active in disseminating propaganda to sway public opinion...”
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Consequently, smaller media outlets spread misinformation intentionally or for ideological reasons -
because their views and beliefs coincide with the message of related narratives. The resources that are
available to cross-reference the news for their truthfulness are even lower in the small news sites.

“The public is not informed at all. All the projects in North Macedonia concerning fighting
disinformation, are based only on giving them the definition on disinformation, they don’t give
knowledge on how to recognize it or how to fight it. That is why, in my opinion, Macedonian
society is very prone to believing in disinformation. For ex, it was very easy in North Macedonia
to start the anti-vaccines movement, because people believed in false, unconfirmed information
from social networks...”

Another reason is the saturation of the market with a lot of news and websites, which leads to
overproduction and overpublishing of the same news on multiple websites. All the web sites strive for
their content to be on the top of social media walls of the users’ profiles and in the top section of the
news aggregators’ home pages, which leads to republishing content and thus disinformation is created
and spread without checking the same ones. This is exactly the fastest way of spreading disinformation,
through multiple sharing of it, and it is especially actualized after the Russian-Ukrainian war, but it is
already a global threat from disinformation in the country, from multiple sources and regions.

“The spread of disinformation has a significant impact on undermining security in society.
Domestic actors, such as political parties, special interest groups, and even individual citizens,
can contribute to the dissemination of false or misleading information for their own agendas,
whether it’s to sway public opinion, discredit opponents, or create chaos. External actors,

like foreign governments or state-sponsored actors, can also engage in information warfare

by amplifying divisive narratives, exploiting existing societal tensions, and eroding trust in
institutions and the media. This multifaceted approach to disinformation, from both internal and
external sources, can lead to polarization, social unrest, and a weakening of the foundations
that underpin a secure and stable society.”

The respondents point out that the hybrid warfare has been felt in the country, such as fake bomb
threats in schools, economic implications in trade with Russia; misusing the joint Christian-Orthodox
religion to claim “brotherhood” or “joint origin”; but also abuse of historical facts in the narratives between
North Macedonia and Bulgaria.

6.6. Serbia

Bisinformation, misinformation, and propaganda—in all their forms—are present in Serbia as well. Beyond
foreign sources, they are also deeply rooted in domestic political discourse. Political elites and their
affiliates routinely circulate such narratives to reinforce their hold on power and divert public attention
away from core issues of governance and state functioning.

Content originating from Russia and China—as well as from certain controversial sources in the
West—has found fertile ground in Serbia, reinforcing the aforementioned political goals. In this way, such
narratives significantly contribute to the erosion of democratic processes and the weakening of societal
resilience.

One of the main ways certain narratives are amplified—without verification or adherence to journalistic
ethics—is through their repetition across print and electronic media. Television plays a particularly
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significant role, as daily talk shows featuring selected experts often lend an appearance of credibility to
such messages.

Three fact-checking services that are certified members of International Fact-Checking Network
operate in Serbia: Istinomer operated by a leading CSO promoting democracy CRTA, Raskrikavanje
aperated by investigative journalism organization KRIK, and Fake News Tragach founded by Novi Sad
School of Journalism. Several other CSOs such as the think tank International and Security Affairs Centre
— ISAC also produce debunking and analytical content addressing spread of disinformation.

“Serbia has established various legislative and institutional mechanisms to detect and prevent
the influence of disinformation, misinformation, and propaganda (Law on Public Information and
Media, Law on Electronic Media, Regulatory Authority for Electronic Media (REM), National CERT
(Computer Emergency Response Team), Fact-Checking Initiatives - Istinomer, Raskrinkavanje).
However, the effectiveness of these measures is often compromised by political influence,
regulatory challenges, and insufficient public awareness. Strengthening media independence,
enhancing regulatory enforcement, and expanding media literacy programs are crucial steps to
improve the national response to disinformation.”

Disinformation, misinformation, and propaganda largely contribute to security instability, both in
Serbia and in the entire region of the Western Balkans, which still does not enjoy the privileges of the
European Union and is not protected by its institutions.

Most of the disinformation in Serbia comes from the Russian state media, which is then replicated and
spread on other platforms in the country and thus reinforces Russian propaganda, which mostly uses
narratives that are anti-Western, anti-American, and anti-EU. However domestic sources tied to anti-EU
political forces also produce such disinformation.

“Manipulation of facts about the course, victims and effects of the conflict in Ukraine as well
as in relation to topics of importance for the internal politics of the countries of the Region with
the support and encouragement of politically and media exposed individuals and organizations,
including various hybrid groups such as fans, motorcyclists, veterans..”.

Regarding the narratives used during the Russian-Ukrainian war, disinformation often promotes
Russian superiority and claims that Ukraine will lose the war, without providing relevant claims and
evidence.

“Additionally, the Serbian community is significantly affected by the use of the Telegram
network, where various contents from Russian media and groups are widely shared. This content
not only influences the perception of the war in Ukraine but also shapes views on the European
Union (EU) and NATO...”

Certain narratives portray Russia as a protector of Serbia from Western influence, which affects the
wider geopolitical situation in the Western Balkans region and globally, which may affect security and
Euro-Atlantic perspectives.

Manipulation and disinformation: Russian media outlets, such as RT and Sputnik, actively
disseminate narratives that sow discord and undermine trust in democratic institutions. They
often exploit ethnic tensions and historical grievances to create divisions within and between
countries in the region.
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Security threat factors: Russia uses energy dependency as a tool of influence, particularly
through natural gas supplies. This economic leverage is often accompanied by political
pressure, as seen in Serbia and Bosnia and Herzegovina. Additionally, Russia supports
nationalist groups and political parties that oppose EU and NATO integration, thus destabilizing
the political landscape.

Regarding China’s influence on disinformation, it is mostly about narratives that are anti-Western and
anti-democratic, portraying the end of the Western empire, or portraying the United States as the source
and cause of global conflicts, including the war between Russia and Ukraine, etc.

“China represents a significant global partner for Serbia. As the economically and politically
most influential state in the Western Balkans, Serbia has the potential to steer other regional
countries toward alternative centers of power. Notably, Serbia’s trade relations with China were
liberalized through the Free Trade Agreement signed in October 2023, a privilege not shared by
the EU, the US, or Russia. Chinese President Xi Jinping visited Europe from May 5 to 10, 2024,
including stops in Paris and Budapest. His visit to Serbia on May 7 and 8, 2024, marked the first
time a Chinese president visited Belgrade since 2016. Serbia has been developing military and
defense cooperation with China, and China leads in foreign direct investments in Serbia a stance
contrary to risk aversion during the EU integration process. Xi’s visit to Serbia, coinciding with
the anniversary of the NATO bombing of the Chinese embassy in Belgrade on May 7, indirectly
signals a strategic partnership between the two countries in relation to the West. Furthermore,
during the ongoing conflict in Ukraine, six Chinese Y-20 military aircraft landed in Belgrade

on April 11, 2022, delivering Chinese FK-3 anti-aircraft missile systems. The Associated Press
reported that the missile systems were delivered “semi-secretly,” raising concerns about arms
accumulation in the Western Balkans during the Ukrainian war. Serbia is now the first European
country to possess such Chinese missiles. The Chinese Ministry of Defense clarified that this
was part of their annual cooperation plan, not directed against any third party and unrelated to
the current situation. Serbia is also part of China’s “Belt and Road Initiative”. Chinese companies
have acquired the Mining and Smelting Basin Bor and the Smederevo Ironworks, and they
participate in infrastructure projects like the Belgrade-Budapest railway. Additionally, China is
set to build Serbia’s National Stadium.”

* % k

“Lack of information on the state of democracy, human, minority and labour rights, social
relations and the impact on neighbouring and distant countries with the increase of positive
images from technological development, sports, tourism and culture”

In terms of Iranian influence, it is mostly reduced to narratives of support for Hamas and is very weak
or almost not expressed in the country. While the Serbian government Serbia has sought to publicly avoid
political involvement in the Middle East conflict, has been cooperating with Israel on various levels,
including arms trade.” However domestic radical forces have at times been expressing support for Hamas
as part of their anti-Western agenda.®

“Iran’s influence is less pronounced than that of Russia or China but still significant, particularly
in terms of ideological and cultural influence, which is often accompanied by disinformation
efforts.
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Manipulation and disinformation: Iran use cultural and religious channels to influence Muslim
communities in the Balkans. Through various cultural centres and media outlets, Iran promotes
narratives that align with its ideological stance, often criticizing Western policies and promoting
anti-Western sentiment.

Security threat factors: Iran’s involvement in the region also includes attempts to establish
networks for potential covert operations. Iranian operatives have been linked to plots targeting
diplomatic interests, which underscores the potential security threat posed by Iran’s presence
in the region.
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/.CONCLUSIONS

The era in which we live brings with it many new challenges and approaches to solving them, regardless
of whether it is about social media, religion, cultural associations, political carruption, historical traumas,
but also economic and energy dependencies. The more societies identify with these vulnerabilities, the
mare it is necessary to promote an internally coherent approach to dealing with disinformation, as well
as exposing malignant influences in the region that relate to national security, and especially in the
countries of the Western Balkans.

Disinformation and propaganda are very often being used as a tool to achieve certain geopolitical
goals, and it proves to be quite effective, especially in region characterized by complex relations. Western
Balkan is one of such regions, which is vulnerable to external influences, as they undermine its political
stability, fragile regional relations, and security dynamics.

The existence of ethnic conflicts, political fragmentation and weakened democratic institutions is in
favor of the spread of disinformation and propaganda, initially due to the lack of mutual cohesion that is
a fertile ground for promoting the interests of foreign political actors. The influence of so many different
actors reflect the strategic importance of the Balkan Region.

It is particularly important to improve civil preparedness for reducing social vulnerabilities and
strengthening digital capabilities, media literacy and cybersecurity measures to protect critical
infrastructure across the Western Balkans Region. All of this is key to confronting the current hybrid
threats and mitigating the applied tactics that are anintegral part of modern geostrategic warfare, applied
by external as well as internal malign actors. In addition, it is important to promote regional cooperation,
as well as encourage institutional cooperation and regulate information platforms through mutually
acceptable models.

The conclusions and recommendations in this Report derive from the conducted empirical
framework of participants in an open-ended interview (university professors, holders of state functions,
representatives of the non-governmental sector, experts, analysts and journalists from the countries
of the Western Balkans) and a Media Focus Group, dedicated to the Western Balkans. In addition, the
analysis/proclaimed comments of the global experts who devotedly and with crucial facts analyze the
problem frame was also taken into account.

The following conclusions for the Western Balkans emerge from the comprehensive analysis:

» Disinformation undermines democracy by manipulating public opinion and elections, eroding trust
in institutions and polarizing society;

» The pervasive presence of disinformation undermines voter trust, skews public perception, and
ultimately damages the very foundation of democratic processes;
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After Russia’s aggression against Ukraine, disinformation represents one of the biggest security
challenges, especially in the Western Balkans;

The public does not fully understand the danger of disinformation and its profound impact on
shaping perceptions of political events;

Many individuals lack the critical media literacy skills needed to discern credible sources from
misleading ones, and the rapid spread of disinformation on social media platforms exacerbates
this issue;

A significant portion of the population remains vulnerable to being influenced by disinformation,
which can distort their perceptions of political events and undermine democratic processes;

Despite increasing awareness of disinformation, several factors contribute to an inadequate
understanding of its full impact such as lack of critical skills, education gaps, misinformation
spread, erosion of trust, information overload, etc.

Domestic actors such as political parties, media outlets, and extremist groups spread
disinformation to gain advantages, often leading to increased polarization and social instability;

Non-state entities use disinformation to destabilize societies and undermine national security;

Domestic actors use disinformation to gain political advantage, while external actors often aim
to destabilize the region, create divisions, and undermine trust in institutions, directly impacting
societal security;

External actors such as state-sponsored campaigns and cyber operations as well as non-state
actors (terrorist organization and criminal networks] use variety of tools to spread propaganda
and disinformation to create confusion and distrust, or to gain/achieve financial or political
goals;

Different interest groups and media outlets may use disinformation to promote specific policy
agendas or ideological perspectives, often distorting facts to fit their narratives and spread
sensationalist disinformation to attract attention;

Despite the fact that countries in the Western Balkans have implemented some policies to
combat disinformation, including laws targeting the spread of false information and regulations
requiring social media platforms to flag or remove misleading content, they are still not effective
in their implementation;

Balancing effective countermeasures against disinformation with democratic values like free
speech remains a challenge, disinformation continues to evolve, requiring adaptable and
multifaceted approaches;

Media can to a certain extend contribute to the spread of disinformation and propaganda through
selective reporting, biased framing, and sensationalism, prioritizing speed over accuracy to
attract readers;

External actors manipulate media to spread false information and influence public opinion, while
economic pressures may lead media companies to prioritize profit over journalistic integrity;
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In the Western Balkans, disinformation, misinformation, and propaganda heightened the ethnic
tensions, deepened political divisions, and undermined democratic processes;

The Western Balkans region is susceptible to the spread of false narratives and divisive rhetoric,
amplified through social media and other digital platforms;

Misinformation and propaganda have the effect of eroding trust in public institutions,
exacerbating ethnic tensions and polarizing the political landscape;

Russian influence in the Western Balkans is noticeable, represented through disinformation
campaigns, aimed at ethnic and historical issues, which affects the weakening of trust in
institutions and overall democratic processes and security. It is expressed through financial and
political support, energy and economic investments, to encourage economic dependence and
political power in the countries.

There is Chinese influence in the countries of the Western Balkans Region, which is focused on
economic and technological investments and initiatives, educational campaigns and support.
Investment in media and public relations campaigns with the aim of minimizing any negative
aspects of its involvement in the Region is noticeable;

Iranian influence in the countries of the Western Balkans is primarily evident in the cultural

and religious field, expressed through potential proxy activities and narratives of expressed
support for extremist groups. There is economic support for real estate companies and attractive
locations in the Western Balkans.

8.
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RECOMMENDATIONS

The following generalrecommendations for the Western Balkans emerge from the comprehensive analysis,
pointing the way to systemic solutions based on the whole-of-society approach:

»

In order to prevent activities that undermine democracy and security by destabilizing political
processes, fostering social divisions, and complicating international relations, a comprehensive,
coordinated response of regional governments, and civil society to enhance resilience,
strengthen democratic institutions is needed;

Ajoint effort is needed in the region to strengthen media literacy, promote fact-based journalism,
and counter the proliferation of malignant influence operations;

There is a crucial need to strengthen the public’s resistance to disinformation, as well as to
enable better transmission of information with an appropriate geopolitical context;

Media literacy is of undoubted importance to be implemented efficiently and effectively,
segmented, adapted to the needs of all target groups to whom information reaches via the
Internet and online platforms/social media;

Capacity replenishment of people in public institutions/media to deal with disinformation and bad
narratives, due to excessive exposure of them in the countries of the Western Balkans;

There is a need to strengthen the capacities of the general public, from the younger to the older
ones, in order to understand the narratives that are being presented, as a result of a change in
the discourse from local media to politicians with a large number of followers on social networks
and content that is not controlled;

Increasing the capacity of fact-checking organizations due to the growing number of platforms
for the unrestricted distribution of information that shapes public opinion;

Improving the skills of journalists and media representatives, in working with materials generated
by artificial intelligence and new modern technologies that are becoming everyday reality;

Encouraging integrity among independent public broadcasters and public TVs to produce reliable
information for the target public;

Initiation of regional cooperation in the process of distribution and spread of disinformation,
especially from the aspect of fact checking; sharing the source of foreign malign influence,
transmission of harmful narratives / cooperation between fact-checking organizations and media
organizations;

Enabling financial sources for independent fact-checkers, in order for them to work in a
dedicated and transparent manner;

Availability of training, various educational programs and media literacy curricula for fact-
checkers, for their greater readiness through the information selection process.
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9. GLOSSARY

BRICS is an intergovernmental organization comprising nine countries - Brazil, Russia, India, China,
South Africa, Iran, Egypt, Ethiopia, and the United Arab Emirates.

Disinformation is content or information that is false and deliberately created to harm a person, social
group, arganization or country is considered disinformation.

Disinformation narrative consists of an overall message with accompanying stories, intended to
influence behaviour through misleading and deception, which can be communicated through combination
of various contents, from instances of disinformation to conspiracy theories, but also metaphors and
select truthful news and facts, and in various formats (articles, images, videos, social media posts,
anecdotes, proverbs, sayings). Accepting a disinformation narrative affects the critical thinking faculties
of the target, who afterwards views all new information in biased manner, through the lens of the
narrative.®

Fake News is a colloquial term for a type of disinformation in which a falsehood, a distortion, or partially
incorrect infarmation is presented specifically to look like news reporting. “Fake news” has also become
a problematic term, because public figures often use the phrase to describe any type of news reporting
that they don't find flattering or supportive of their agenda.”’

Hate speech is “any kind of communication in speech, writing or behaviour, that attacks or uses
pejorative or discriminatory language about a person or a group based on who they are, in other words,
based on their religion, ethnicity, nationality, race, colour, descent, gender or other identity factors. This
is oftenrooted in prejudice, generates intolerance and hatred and, in certain contexts, can be demeaning
and divisive”® and even lead to offline harm or violence.”

Hybrid warfare Hybrid warfare are hybrid threats which combine military and non-military as well as
covert and overt means, including disinformation, cyberattacks, economic pressure, deployment of
irregular armed groups and use of regular forces. *°

Influence campaigns are both coordinated, and direct or indirect applications of activities, that aim
to affect the attitudes, behaviours and decisions of people within a country or a region in a way that can
benefit the interests of the actors conducting the campaign.'®

Information integrity is determined by “the accuracy, consistency and reliability of the information
content, processes and systems to maintain a healthy information ecosystem.”% It requires public
access to trustworthy, balanced and complete information” on current affairs, government actions,
political actars and other elements relevant to their political perceptions and decision-making.” !

Information pollution refers to false, misleading and manipulated online and offline content, which
is created, produced and disseminated intentionally or unintentionally, and which has the potential to
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cause societal or physical harm. An overabundance of information and a high incidence of low-quality
information within an ecosystem reduce our ability to find and trust information. Information pollution can
be categorized as disinformation, misinformation or malformation. *%

Information warfare is an operation conducted in order to gain an information advantage over the
opponent. It consists of controlling one’s own information space, protecting access to one’s own
information, while acquiring and using the opponent’s information, destraying their information systems
and disrupting the information flow. Information warfare is not a new phenomenon, yet it contains
innovative elements such as the effect of technological development, resulting in information being
disseminated faster and on a larger scale.

Malformation is information based on real facts, but manipulated to inflict harm on a person,
arganization or a country. 1%

Misinformation is false information that is not created with the intention of causing harm.'?’

Propaganda is the mare or less systematic effort to manipulate other people’s beliefs, attitudes, or
actions by means of symbols (words, gestures, banners, monuments, music, clothing, insignia, hairstyles,
designs on coins and postage stamps, and so forth). Deliberateness and a relatively heavy emphasis on
manipulation distinguish propaganda from casual conversation or the free and easy exchange of ideas.'*®

Social cohesion “the extent of trustin government and within society and the willingness to participate
collectively toward a shared vision of sustainable peace and common development goals” (UNDP)*®. It is
a collective bond, or a common identity, members of a certain society share. It is not an ethnic, or a state
identity, but more a shared common sense of mutual interests and common goals.

Social media warfare describes the use of social media as a kind of weapon with the aim of causing
lasting damage to certain actors such as governments or companies. Various strategies and tactics, as
well as technological means are used in order to push through a political, economic, social or cultural
agenda.

Whole-of-society approach is a development concept based on systemic inclusion and meaningful
engagement of diverse groups acraoss saciety to further common policy goals, resulting in a “collaborative
framework aiming to unite all key stakeholders in a comprehensive system of shared preparedness.”*
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10.APPENDICES

10.1. Appendix I:
Research sample selection and interview questionnaire structuring

The target group of respondents consists of university professors, holders of state functions/public sector
in the sector of security, defence and others, private sector (marketing/digitalization), representatives of
the non-governmental sector and the media, experts in cyber security and data protection, analysts and
journalists from the countries of the Western Balkans. This empirical process can largely serve to obtain
a clear picture of the current situation, but also to give significant recommendations for its improvement.

This sample is conditioned according to the assessment of the most suitable respondents for the
needs of the research. That is, the sample that was covered by the interview was intended for the purpose
of obtaining data from persons who, during the period - object of research, were involved analytically,
practically or through their framework of functioning in the given problem.

The field work of data collection took place in the time period between 21.06.2024 and 01.07.2024. The
survey questionnaire, intended for an interview, which was applied within the framework of the empirical
analysis, gets its legitimacy based on a previously detailed analysis of the social needs and opportunities
inthe region of the Western Balkans, and according to the basic goals and mission of the project “Western
Balkans Anti-Disinformation Hub: Exposing Malign Influences Through Watchdog Journalism”. Regarding
the structure of the questionnaire itself and the dimensions of the questions it examines, it is a survey
questionnaire, presented in two parts. The first part refers to general, demographic data for respondents.
The main purpose of this data is to confirm the profile of the respondent, in order to see the reliability and
credibility of the data. The second part of the survey questionnaire, intended for the interview, includes
guestions that are directly related to the problem. They are formulated in a way that allows access to the
interpretation of the set research questions, and through understanding the problem by the respondents,
especially based on the application of social practices, realistic for the place where the research is
conducted. The categories of respondents that are covered are in order to see a different level and
approach of analysis of the same problem.

The questionnaire with prepared seven questions was identical for all the respondents, and it was
delivered in written electronic form to the personal e-mail address of each of the respondents, taking
into account the ethical dimension of the questions, as well as the protection of personal data in relation
to public presentation of the same, without damaging the credibility of the respondents themselves. The
interviews are organized with leading questions, so that interviewees can freely express their opinions
and share more in-depth information. With the qualitative data collected, the research objectives were
fully addressed and a sound basis for drawing research conclusions was established. To organize the
data from the interview, the method of content analysis was used.
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The analysis is presented by preserving the authenticity of the presented data and its essence.
One of the basic characteristics of conducting an interview is the possibility of visibility with personal
data or anonymity of the respondent, while announcing that the obtained data will be used exclusively
for research purposes. Following, the research was conducted on a relevant target group, through full
respect of the respondents. During the implementation of the research as well as during the analysis
and interpretation of the data, the right to anonymity of the respondents is reserved (except for those
respondents who gave their consent and who are mentioned by name and surname in the analysis).

Inordertouserelevant, clearand precise data, after performing an analysis of the received statements
and their classification according to the questions, an appropriate selection and sublimation of the
specific and representative data was made, while the incomplete and unclear views were not taken into
account.

10.2. Appendix II:
Focus Group with Media Representatives
- List of participants and explanation of the working methodology

The Focus Group with Media Representatives was held on June 28, 2024, from 10:00 a.m. to 11:00 a.m.
The group of attendees was structured according to expertise in the media sector in the Western Balkans
Region, with a special focus on working on tapics in the domain of disinformation.

List of attendees:

» Moderator, Prof. Dr. Katerina Veljanovska Blazhevska, Geopolitical analyst

» Communication Person, Despina Kovacevska, Metamorphosis - Foundation for Internet and
Society

» Participants in the Media Focus Group:

© Kreshnik Gashi, Investigative Journalist, Internews Kosova, Kosovo

© Filip Mirilovic, Investigative Journalist, Coordinator for Digitalization & Innovations, Media Outlet
“Vreme”, Serbia

© Vesna Kolovska, Journalist, National Radio Channel 77, Vistinomer.mk, North Macedonia
O Elira Canga, Journalist and Media Expert, Journalift, Albania

© Miroslava Simonovska, Journalist, Vistinomer.mk, North Macedonia

All participants, including a larger group of invitees, received an explanation of the purpose of the
Media Focus Group, as well as guidelines for its implementation, via their personal email contact. The
participants were informed that the obtained and sublimated information will be used for the needs of the
regional project “Western Balkans Anti-Disinformation Hub: Exposing Malign Influences Through Watchdog
Journalism”. Each of the participants had the opportunity to present themselves and their education and
professional experience in order to better understand each other. Each of the sections was processed
with the participation of all participants in the discussion and sharing their personal experience, but also
local and regional approach within the Western Balkans Region.
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10.3. Appendix III:
List of interviewed and quoted experts

The following experts from the Western Balkan countries provided permission to publish personal data
(name, surname, profession, and country of residence) for participation in the Qualitative Empirical
Analysis through structured interviews. This part of the research was conducted between 21.06.2024 and
01.07.2024.

1. Edlira Titini, Senior lecturer in International Relations, Armed Forces Academy, Albania
2. Mirela Camo, Marketing analyst, Bosnia and Herzegovina
3. Mak Alagic¢, Head of Digital department, Marketing Agency Direct Media, Bosnia and Herzegovina

4. Mehmedin Tahirovi¢, University Professor, Military and Police Forces, University Donja Gorica,
Podgorica, Montenegro, National Security and International Relations and Ministry of Defense of
Montenegro, former National Military Representative [NMR], SHAPE, Mons, Belgium

Sylejman Cakaj, Military officer, Ministry of Defense, Republic of Kosovo
Festim Rizanaj, Researcher/ Fact-checker, hibrid.info (fact-checking platform], Kosovo
Sead Dzigal, Expertise in Media and Communications, Higher education, North Macedonia

Kristina Atovska, Journalist, Editor, War reporter, ID Media, North Macedonia

o o0 ~N o o

Goran Ilikj, Full professor of EU Law and Politics, University “St. Kliment Ghridski” — Bitola, North
Macedonia

10.lvan Bosnjak, State Secretary, Ministry of Human and Minority Rights, Serbia

11.Kristina Evgo, responding in her expert capacity, not in her current capacity as Senior Organized
Crime Adviser in the OSCE Mission to Serbia

12.Vanja Rokvi¢, Associate Professor, Faculty of Security Studies University of Belgrade, Serbia
13.Sibela Sliskovic, Civil servant, BiH Ministry of Defence, Bosnia and Herzegovina
14.Lulzim Pllana, Expert, Foreign Affairs Sector, Kosovo

15.Ana Krstinovska, President of ESTIMA, NGO, North Macedonia

The following global experts provided input on the situation in the Western Balkans with written permission
for publication of their quoted comments and personal data (name, surname, occupation, institution):

Dr. Pal Bunay, Interim Director 0SCE Academy OSCE in Bishkek
Dr. Monika Begovic, President of the Atlantic Council of Croatia

Anna Wieslander, Director for Northern Europe, Atlantic Council

o NN

Br. Clneyt Gdrer, Professor of Transnational Security Studies, CTOC Program Academic Chair,
George C. Marshall European Center for Security Studies

5. Dr. Daniela Irrera, Professor of International Relations, School of Advanced Defence Studies, Rome

6. Dr. Yevgeniya Gaber, Professar, George C. Marshall European Center for Security Studies
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